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ABSTRACT

Although the studies on the analysis and classification of source-level vulnerabilities in operating systems are not direct
and positive solutions to the exploits with which the host systems are attacked, It is important in that those studies can give
elementary technologies in the development of security mechanisms. But, whereas Linux systems are widely used in Internet
and intra-net environments recently, the information on the basic and fundamental vulnerabilities inherent in Linux systems
has not been studied enough. In this paper, we propose characteristic classification and correlational analyses on the
source-level vulnerabilities in Linux kemnel that are opened to the public and listed in the SecurityFocus site for 6 years
from 1999 to 2004. This study may contribute to expect the types of attacks, analyze the characteristics of the attacks
abusing vulnerabilities, and verify the modules of the kernel that have critical vulnerabilities.
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