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ABSTRACT

We consider a network storage model whose administrator can not be fully trusted. In this model, we assume that all
data stored are encrypted for data confidentiality and one owner distributes the decryption key for each time period to users.
In this paper, we propose three privilege management schemes. In the first scheme, called Temporal Privilege Management
(TPM), we use a symmetric encryption based on one-way function chains for key encapsulation. In the second scheme,
called Asymmetric Temporal Privilege Management (ATPM), anyone can encrypt the data using the public key of owner, but
only privileged users can decrypt the encrypted data. Finally, we present a scheme to restrict writers’ privilege using
ID-based signatures in ATPM. In our schemes, the privilege managements are based on the time and the addition of users is
efficient. Specially, applying TPM and ATPM, we can solve the back-issue problem.
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