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A Study on Intrusion Alert Redustion Method
for IDS Management

* Kk %k

Seok-Hun Kim** - Jin-Young Jeong*** - Jung-Gil Song

ABSTRACT

Today the malicious approach and information threat against a network system increase and, the
demage about this spread to persnal user from company. The product which provides only unit
security function like an infiltration detection system and an infiltration interception system reached
the limits about the composition infiltration which is being tum out dispersion anger and intelligence
anger. Necessity of integrated security civil official is raising its head using various security product
about infiltration detection, confrontation and reverse tracking of hacker. Because of the quantity to
be many analysis of the event which is transmitted from the various security product and infiltration
alarm, analysis is difficult. So server is becoming the charge of their side. Consequently the
dissertation will research the method to axis infiltration alarm data to solve like this problem.

Key words : IDS, IDMEF, Intrusion, Alert Redustion, ESM

Kk k

skkok

2 A7E HgA9R ARG AT (AR E  RIZ-2003-004-02001-0) A Po2 FAHAE
Baostm oistel AFE ST Babwhg (@A)
RARAN G e u ol 2

« ggoista AR EA - Qe u o FY me



giizim
==2X| ALHA

005.12
: )

2

e =

oy
oy
o)
< trez
' 3 (I -
ojy @u s o A Qﬁ A o)
o Ca g M o M %0 T
=0 ﬂuoﬁemF M.%]oﬂ?aqﬁ”;
i M%mmwgaeﬁxw 4= R T
Gl wﬂSuﬂﬁ%ﬂ. wﬂmumim.,%‘ﬁ E N B
iy malnéwuzom,u&m@ozupoﬁ,mxﬂrgpyoﬂhﬂmu
% & swmoaé%uﬂ@mqg{*%%gﬂa@@éelﬂ%q
g —_— _ i .IH.‘U»
=, ol m_.CEMLMA\%HW‘_oNHHQmei&lﬂoﬁmhﬂu}Wuﬂr qﬂoﬂ%o_aﬂu
oK b Uﬂ,mfl.A..r E‘#J_ulnvqlﬂo H OHQL7_AIEL. _ ow_ b
, M g ol I zgl%_,uooio @léﬂ1oﬁ§%_a.ﬂ HT@%%
a ! dP.AﬁMﬂH._wmmai7¢1€m|E %‘HOATQNFL‘NZE] Nl
g o 3 D;od.wn uTéﬁa E”oLov ﬂlE oF R _ﬂlnnau ]d.ﬂo
i W E _:e*llg mﬁlﬂaomgagyo_g < qmoﬂ_hﬂ
o 3 n}léﬂ}A 5 EE Wy a G e s Eogﬂo_a ok o] W F o ®
Iid mta;mi?yﬂw}wi%]ﬁiTAéUrx}141Aeéa
i K R b_of %16%401%umu z 47 _Hzozmu HnLnaz.
B n m;ﬂwaﬁ,%af% X Gl ngm:D;ix <
- uf m}rﬂ JHE% i@ﬁinﬁvlura_é]o#é 2 ﬁ;@@aﬂﬂﬂr
ol .I.Lv.ma,_];oao._:/Zu.m}Oﬂ.,«,oqjl,o‘_oo.Aﬁﬁonﬂmui_.lh,mﬂd' =n ~
oy R %%H?@%%% _aﬁﬂ,rja.,owfwral %@@m%&%
= - &ﬂﬁﬁél%ﬂ?%%L@ o_:mo}a,l%wwoh@ﬂ%ﬁ%ﬂﬂw
~ mw)uMszwu%aa7 %Au%ﬂeeﬂm:w?uJE_UV%ATﬂW1ﬁA
A#Mﬂﬂrm Eﬁﬂdlag._ mﬂﬂr}ﬂdiﬂuﬂwUMﬂWAﬂo Na‘.lw_mz‘.nﬂ
_zu%s7gm] Pﬂp‘,ﬂl% el o 59T T M — B o X
o < T — T 150¢z g 7 X 1x1ﬂr1l G
w o of.liarlob ]L;]Z.zuofoMlct.oaona —_
R ._Hﬁo,A of R’ .A7UEAL.Q.T] e go ‘ﬂulx_moﬂ.%o»
=W o ﬂuwﬁiﬂumﬁnﬂ}ﬂhnﬁwﬁ B T .:o‘INE_zu7
o No oF H N < uﬂ/:L‘_ﬂ.qrz_r omﬁ.ﬁ ma,wulro - e
N w o R <]z %ﬂo%dP]ﬁoﬂu N ooy K
o M w X T B o Ao oo zA@_E%iéﬂ =
&E%ﬂﬂﬂmﬁaﬂywm o RS L EX Mﬁ)gﬂ_go%7
Hti_._%mﬂgemq_xa@ogﬂ M__Aﬂaﬂmcl‘n _ﬂan%m_.a‘_momQEAﬂHos
]P“]L,I‘J.o ;o._‘llllo o b3 oF R P
ﬂ;:uoxoxlﬂﬂduim» P H_‘Uﬂuwa_dr&o ﬂ.ﬂﬂrmﬂﬂx‘_rjle_ﬁ
W Wﬂﬁi%%ﬁ%@% wr‘_mw_ﬁo,m.o%@ﬂwuii M
o - % R = AR T o
w%ofmﬁvuouruumﬂ ﬂﬁ._oﬂ#zﬂmﬁwﬂoﬁoa@%i
— @2@%74 M_ﬂﬂ ﬂmaﬁmE#Wﬂaﬂnn%lﬁmﬂﬂlﬂwgawnmﬂﬂ
v —— [y . e —_ —_— _1._| =
< rali Edlﬁi_.ﬂ.ﬁﬂu ﬂo7uidlauﬂ.ubnmu}Wuoﬁo qa_.mt\%.wrnun Watn
- ﬂ%ﬂ%ﬂ@fﬂ L %;w%ﬂm1g w oo VN o O
= 171,_50 T oo oK }%mulofﬂﬂuk o A ﬁhéﬂ
7nnz_.§.:_o_zu 2o oy 2 ) ﬂxais _zux,, ol ¥ AT
L @ aogﬂoa%é%ﬂ 5o o N
of w8 Nro,muﬂ o o e ar < ]Qc%o.lr,ﬂfuq Jl%oinn ]oﬁﬂoa
i WmﬂatmﬂoT M o nFE:u;M@.B, qﬂLiﬁlo.HEAxwu_ xmu‘#aw
LCL.OL mﬁ.._ﬂlla_/IJH ﬂﬂMH\Hdl‘.O'.AE Ho_adﬂMM,OIzyooWlt.*‘mWﬁ_Allﬁﬁo ‘HUL.OZE.*
.Nh,ﬂ;lxﬁudﬂﬂrc.ﬂﬂﬂrmbt. Eﬂ@».:oéaowmﬂn?i HT]QME‘WI.@HM\%ﬁ\WMHMﬂﬁ:&
Eoﬂﬂ,:_o 7 mma}zlrmxﬂ@qusqli o ol
u;o,km_llyrim. 1,%%}7% W w2 ﬂﬂmﬂoﬁfm W
ﬂoﬂonﬁ Esﬂwqﬂua?ﬁ}ucx%mﬂlﬂﬁmulﬂﬂﬂzodlﬁ ﬂwmﬁm_mﬂmﬂﬂ.
ﬁ_r._%mqﬂ.;o ﬂuaa%mﬂﬁmmgzu@muiﬂumu@iﬂ}%ﬁﬁiﬁMWHoms
Lﬂﬂawrﬂmﬂrwu% mﬁrmWﬂam@mx%&ﬂo%uﬂﬂﬂﬂimﬁxJlﬂ,kemu
iﬂﬂﬂ%ﬁwm‘%%w?g%Juoe_ Wm.xlﬁﬂﬂwu; %%i.ﬂ%
AEE%E Lo_h.wsurwuﬂ%ur._a oav_ﬂzﬁéﬁoiw
bk | 5 ¥ o 3 - i T 9
L ¥ T FAR 2 < 7 %Mfowdw
= % 5 }uuoﬂl]ﬂrlzoﬂoiﬂ,611| ;.owro
oﬂ»]o‘_a. Jxllqﬂulm Mﬁoule —_—
T o I X — o o = s =
N oW ﬂzﬂ:ag%zsﬂ r
J%IVHP_E_\W .momé::
ofﬂlobﬂ_ _ngaﬂ.ﬂL T_ﬂJl\m..M
S 5@%% =%
7._::|L|.1__/||i‘_w|owrom
N K __monalxu
fol- ol



AARR| MAHY RIS 4

2.2 CRIM

CRIMS MIRADOR Z2HE oA szd
AQeAN 29 GF BRI Ze I
AFrE HEAD AHY AYPAN2E B
9Eg Aws7) 994 MIRADOR T2AES
Azich CRIME 193 o) B4t 7)el goe

T =] ek, 7).

Alert Clusters

Alert
Merging

Alerts

Alert
Clustering

Global Alerts

Candidate Plans

Alert
Alert base Correlation
Management

Function Intention
Recognition

Global diagnosis
Reaction

(ag 1) CRIM #=

DS DS IDS

o HglARVo A BAHFF A ALVAA
2o AAAE HYZAEE IDMEF BHi=
yrol AAE ol o) 2] AT}

o HIAR FAEFS  dolEwo s H
st FHYARe AL A}, T
FAd #FstE AUYARE AALA A
T3 AYARES fAEC uat R
E3AZct

. i‘%lﬂi 233t 4 S daste A4

BE AL s

. ’E’%Vé’i AABAGSF B BeEAdA B

o} B39 HRE AFsy] A FAEE

r°"

P AYHE Sl NS0 BE 4T 3

lo
%
oX
oX
[p)
=
fira
ot
i
oY,
fe
]
&

2.3 Hyper-alert Correlation Graph
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Intrusion_alert()
{
if (Al(x)=normal) || (Al(x)=anomaly) then
S BYHEH vFY HEH EF
if A2(x) = normal
then output <— Al(x)(normal or anomaly)
S EAEE FY B 2Y
else output <- new_intrusion
else output < Al(x)

}
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int OpenPcap()
{
bof_u_int32 SubNet, NetMask;
char errorl PCAP_ERRBUF_SIZEI;
struct bpf_program fcode;
if (g_progArg.szDevicename = NULL)

{
(g fo= pcap_open live(g_progArg.szDevicename, 1514,1,20,
error) == NULL )

fprmtf(stderr Aol HEJE 9 Z 8 = glg{din’);

return -1, }}
else

Usage();

ifl g_progArg.szFilterOption != NULL)
{

&NetMask,
error)<0)

{
forintf(stderr, "\nWllr}2 2 F 7pA4E + YFHoHn")
return -1;
}
iflt. g_progArgnFilterOptionFlag )
{

I
NetMask)<0)
{
forintf(stderr, "nError compiling filter:wrong syntacn
")
return -1,

}

ifl peap_lookupnet(g_progArg.szDevicename, & SubNet,

il pcap_compile(g fp, &fcode, g _progArg.szFilterOption,
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