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A Study on Memory Hacking Prevention System in

Windows Environment

Yosik Kim* - Youngtae Yun* - Sangseo Park*

ABSTRACT

Recently, illegal manipulation and forgery threats on computer softwares are increasing due to the
advances in reverse engineering techniques. Furthermore someone who has concerns about these
area can crack the software by using the open-to-public simple tools on the internet. The software
companies are struggling to defend their own softwares against threats, while the crackers are
continuing to crack the softwares. In this paper, we first establish the generic software threat model
and, analyze and experiment on the software cracks, before suggest a memory hacking prevention
system in Microsoft Windows environment.

Key words : Memory Hacking, Packing, Unpacking, Reverse Engineering, Cracking
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e miweg dHA
oYX A FH3 AH
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Zegolg F4Y
@ 9eH3-5.

2.3 Z:Y wy

2= HU(Nag Screen)
UPX(The Ultimate
Wy ZEoaPd o)
Patch) =Hel &)

Packer for eXecutables)Z
2 9| X[ (Process
i, mpR e g W= X A
HE Zo(Loaden)E ol &3 o] oia] A

231 UaAga g
W A" doeld
oA o] A&l

s o} ¢ o} (Shareware)
53 A 7“*] Eia=s

T2 BAHOAML Hiza) a7 WX AAH 17 77

A W2 23dS AHeee =20
A9 2 23 dold2aE &9y Y8 Azt
S AY3le  GetSystemTime, GetLocalTime,
GetTickCount®} Z& Win32 APIZ A}&-3kt),
TextPade] 2% (2% 2)9 #Zo| GetTickCount
£ Ahgst7] gl GetTickCount® Z &3t
HH ol Bola TAEZ HATT

[00‘1055&3 . BB0L KOV EAX, DHORD PTR D3 [ECK]
00405545 . FF90 58010000 CALL DUORD PTR DS:[RAZ+158)
00405548 . 85C0 TEST EAY, EAX

00405580 ™4 24 JE SHORT TextPad, 00403503
004035AF . BBSF BOOOCO0D MOV ECX,DWORD PTR DS:[EDI+B0]
00405585 . §4 05 POSH 5

00405587 . E8 F2341000 CALL TextPad,00508AAE
004055BC . BB87 BOOCODO HOV EAX, DUORD PTR DS:[EDI+B0) |
004055C2 . FF70 1€ PUSH DBORD PTR DS: [EARHC) |
004055C5 . FFD3 CALL EBX |
1004055C7 . FF15 48C35300 CALL DWORD PTR D3: [<6KERNEL3Z, GetTickCou>)
{UU‘{USSCD + 8987 AC000000 KOV DYORD PTR D53 [EDT44CT, EAX |
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ATH10].

2.3.2 T2MA DX

42 AHUS Fd MEHE TRIYS
gRE ZEEY 759 9BoE AAS A
AAY T2y doludd d¥ G¥Ne

Ast7] g8 A AF ZA 75 E £
ek ZA2 AXE H(Pack)Ho] A
a9 AdHgHel ¢z Z=E AA
o] E7l5E A HAPAY #AHE FHE Fo
ArHoz A & d& 7ES T2

AES Y8 dM dFHAYD TextPads A3
399 TextPadexeZ UPXE o]43td (ad
3= Zo] H3} .

rlr
{6l

%}mgoiwrlo

o,
rr

-

C:\Program Files\TextPad 4>\upxi20w\upx TextPad.exe
Ultimate Packer for eXecutables
Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001
UPX 1.20v Barkus F.X.J. Oberhumer § Laszlo Holnar Hay 23rd 2001
File gize Ratio Format Name
1900544 -> 756224 39.79% win32/pe TextPad.exe
Packed 1 file.

(a3 3) UPX A8 &tH

oH &
anE 0o - 05 -
PEP 0 FF
00 EE
00 FB
E
M UMPOImE PEP ] JMP QTSI PEP ]
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Z2OHAEF Z2DEAY =

(a8 4) 3 S5 Y&

HAE 53 ¢4/4358d A=
oA ZEads F33r] A3 A" (A
PBatA "ok (2 e AA vz 3
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Aoz A AAE AXNEA HFd =239

Z Q1 E(Program Entry Point)oll A <12
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(28 99 AL UdHAE T3t AHRA
Z2aPoe] AFPH7] Mo WE WL 0x004
BD302¢] =7 “00 00 00---"c.2 TAFe
RS A § Uk

&9 ox

L 4

00SEZBCO  63C3 04 ADD EBX,4

00SE2BC3 * EB DB JHP SHORT textpad .005E2B9D
00SE2BC5  FF96 5S08CLEO0  CALL DWORD PTR D5:[ESI+1EBCSO]
00SE2BCB 61 POPAD

QUSEZBCC - E9 JIATEDE WP textpad .0D4BDI0Z ]

005EZBD1 (0000 ADD BYTE PTR DS:{ERX], AL
005E2BD3 0000 ADD BYTE PTR DS:[EAZ], AL

(gl 5) mj# el ofx|gt &
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push eax

mov eax,404EDOh

mov byte ptr [eax],0EBh
pop eax

jmp 004AO038E
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(a" 6) =2 AMA afx] Hxt
Z2A2 A Azl w2t UPXV) 7Rl #
:—% 2| ‘}“4 UM HdE7 LA TextPad
O 233G A BolA FERE I
d& 4 Stk o9 ZE FHHo]
WA UPX7t A e A4 AH 7}
dFol7] Wi, UPXE &3l
JE ZEIOYojHTE ZR
ao)] AP NHANE ¢F - ¢33HY
Qe 2= AA A" AL T3 GFAA
4 B35z 57 ot

ofi lo

o
e

N
-
s~

2 %
T ol
o] 7]

$E - GagHo

o &

ool o

2.3.3 ZOE 0|88 mx|

EUE ol &3 A& Zode dEY Z=2
IS ARE] g} ZEaYol JAE v
Zl9d9ge] g% Z=E A Yyolrh o
AMAE 2bE AT Eg oo HErtee Wil

e BHolAe oimz| a2 WX A2l HAF 79

o F - QoA H2 { = SEo]dESG A
Y 2ZEHZE 2 el Hu o BHE
g 712X AA AR (Y NH 2o

[ =g | [ sy z=zh2 |

PN

5 )

218

CreateProcess
suspended

ResumeThread EEEY
m24A

D294 A

SuspendThread

A W

4 .
. WriteProcessMemory
g

ResumeThread

(33 7) 24 8% #A&

Y2 Wy zr|gte g T2l A=A

W oA & B3 dd TIPS A8y
HA gtz st F4 QXY WA dolg F
Zz7138te FAolt} 273 HHo| FrdH
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olg3te] W TS FAH Y T
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u Al ZzAsd M E wWEe 23}
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Win32 API 7 %
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o t] = et w7t 2, vtol e shdel Ui HWH
2 EXl B4 58 AAEH wtelvE g
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el e & AZE = vt Bo] AHEEHE o
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9] Ultra Editor7} St
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3. A= Fo0AM 22| a2 YX|
N&Y

3.1 Al2H 7|2

Gy Zzode 4 Zulve Kemel32.dl,
User32.dll 59 Al=® DLLIAA AFse
Win32 APIE ©|&8t9 w3ty T2 A 20 o
gt MR E ZAstes ZR2aPoR <F 2>9
2& 9 %% € Win32 APIZ AMg&3t)

(B 2) o4 =239 Win32 AP| ALE H|R

zZ2a%y F9 Win32 API

SuspendThread, CreateProcess,
GetModuleFileName, ResumeThread,
VirtualProtectEx,
WriteProcessMemory,
ReadProcessMemory,
GetCommandLine

freebox.exe

OpenProcess, GetModuleHandle,
fdx-pop.exe | GetCommandLine, CreateProcess,
WriteProcessMemory

VirtualProtectEx, TerminateProcess,
ReadProcessMemory, OpenProcess,
GetProcAddress,
WriteProcessMemory

freehack.exe

FindResourceA, GetModuleHandleA,
asx-ds2.exe | LoadResource, OpenProcess,

SizeofResource, WiriteProcessMemory]

(719 8)2 frechackexeE oA EF z= o
=2 freechack.exex User32.dllY¢] FindWindow
g ol g3t HZ Y T2 A2 WE(Handle)
S dojo GetWindowThreadProcessId‘?ﬂ 93
Z2A~9 IDE 5§ F, OpenProcess, Virtual-
ProtectEx, WriteProcessMemory, CloseHandle
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oon01298 /. PUSH EBP

0050129C |. 8BEC HOU EBP,ESP

0880129E |. FF75 6C PUSH DWORD PTR SS:[EBP+C]

soagt2a1 |. FF75 68 PUSH DWORD PTR SS:[EBP+8]

gong12ah |. E8 DSGDAQ00  CALL <JMP.LUSER3I2.FindwindowR>
00401209 |. OBCO OR EAX,EAX

0B4012AB |. 74 6E JE SHORT £50929_f.00401318

8040120 |. A3 5D415000 MOU DWORD PTR DS:[46415D],EAX
0O501282 |. 68 65415000 PUSH Fs0929_F.00404165

80401287 |. FF35 5DA14000 PUSH DWORD PTR DS:[40415D]

B64012BD |. ES EOODO000 CALL <JHP.SUSER32.GetWindowThreadProcessid
D0s012C2 |. FF35 65415000 PUSH DWORD PTR DS:[404165]

00s012C8 |. 6A 00 PUSH B

085012CR |. 68 FFOFIFOD  PUSH 1FOFFF

004CH2CF |. ES HOBEN0OD  CALL CJMP.EXERNEL32.OpenProcess>
00401204 |. A3 61415000 KOV DWORD PTR DS:[504161],EAX
00401209 |. 68 69415000 PUSH £s0929_f.D0404169

O080120E |. 6R 40 PUSH 40

BO4012E0 |. FF75 18 PUSH DYORD PTR SS:[EBP+18]

004012E3 |. FF75 10 PUSH DYORD PTR SS:[EBP+10]

08401266 |. FF35 61414000 PUSH DYORD PTR DS:[404161]

004012EC |. E8 356E0000 CALL <JMP.GHERNEL32.UirtualProtectEx>
664012F1 |. oA 00 PUSH O

004012F3 |. FF75 18 PUSH DWORD PTR SS:[EBP+18]

004012F6 |. FF75 1% PUSH DWORD PTR SS:[EBP+14]

085012F9 |. FF75 10 PUSH DYORD PTR SS:[EBP+10]

0O4C12FC  |. FF35 61413000 PUSH DHORD PTR DS:[504161]

00401362 |. E8 250E0800 CALL <JHP.GKERNEL32.WriteProcessHemory>
084013067 |. FF35 61418000 PUSH DWORD PTR DS:[404161)

06401300 |. ES D20DOBO0  CALL <JHP.GNERNEL32.CloseHandle>
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YyBE =W
[eniz2) T fieidisfield2s .. $fieling |

SEaE M0 =N

,Tn(32) |opooda(8bﬂ) !nuxﬂws(:m lm:i lxu:? ] IWJ
CIOIE ME] A
HOIRE 2 M
create request
encrypt request

-> encrypted request >
decrypt request
handle requested operation
create response
encrypt response
<- encrypted response <-
decrypt response
hardle response
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e oMo oima| s§Z YX| AlAH o7 83
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B2 E AEH 59 &4 2X
F33% dolHE Muz A
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