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A Study on Safe Authentication Method for Security
Communication in RFID Environment

Hoon Ko* - Baehyun Kim** - Moon Taek Kwon***

ABSTRACT

Ubiquitous computing environment has a lot of different things as for applying existing security
technical. It needs authentication method which is different kinks of confidence level or which sat-
isfies for privacy of user’s position. Using range localizes appoint workstation or it uses assumption
which is satify environment of client in Kerberos authentication method which is representation of
existing authentication method but it needs new security mechanism because it is difficult to offer
the condition in ubiquitous computing environment. This paper want to prove the result which is au-
thentication method for user authentication and offering security which are using wireless certificate

from experiment in ubiquitous environment. Then I propose method which is offering security and
authentication in ubiquitous environment.

Key words : Ubiquitous, Authentication, Security

* %
koK

EREL T E AL
dalnsta 4R A
FEE LR ENEEEL T



60 HEEF=2X| H5H H3%(2005.9)

.M 2

YE A} TASA Wgel o] FulH
Ha Adzt 2data o fAEs AFY
dAel AFE BAL AHUA Y AFH
AR Bxtei] 3ol golstu WA +d
& AARNE 2R Bobeig
fuAEs AFY 240,208 AFEY A
2 o249 A75e] YHAG ol 2w Eo]
1A AFEATE Aale] AHEA Rabe Apol
o oz} 71715 =88 we & glod, A&
o 717) zzte] EFozRH Hold 4 A

SN

Ed $8E A8A AY glol® ALgA
252 AL Ael ol & A5 A A
~%8 5RHoz ol§ @ & dolok d1. 27
1 AEAE A4 o] fulAHz AFH
Ade] BE eae uetelth FUAHL B
oA AL Auss 8o AWHE Ao
e #% YA WAL Bedoz 2ad B
A gt EASA Ak e fulAE s B
& $80) AARE VAN HE BT ofy
2 £ ayg oA Az Aulze] ojg mat
ol 5HoE nEHojop B,

2=, wﬁl A~ A9 HVEL /&9
Betrle2 FHasrde g2 & A#AL 1A

1 ). Confidence levelo] A2 T & <& 4
Aol BostAY EF AHEAHY] A g =

golsAs @Eaol s A% W0 Bas
o ANAB 2 RoAuldE ARy, B
4, 74, WA, $ABA BA Feol gk
E ATAAE fuAHE AFPL A8 2
A5 Az ALg AAE Rold] AAA AF
Hel 54 @&g o8t nwae 9 3o
24e Bostel A9 U Aulze g HE
¥E ZAGEES ¥ 23E dHes D B
27A g dala A9, 3N E F1E

-

o 2

o WHe Rac 1Yn 4FINE B R
AN Adse FHANE BN FAE 2
3 &

FUMe 4uaw, 5L 28N &
AP adol B 2AYE BHA AL
6 =

48e WES Bk

* Eavesdropping(%=%) : 8119} 2 H3te F4Al
HAL Rhelng FAAE & =¥ glox
FANESE AEE F U

e Traffic Analysis(ZAl
S F3ld & &S
of thg B2 $EE

o Location Tracking($] 3] &
Az E2 o)l gt gl -‘Hﬂ‘?‘iﬁ}
g AAFoEH Ha AFAY oFHR
gofsts Y oR ALEALY ZetoluAE A
k= FH ol

¢ Spoofing(£¥F3) : AFstA| Z2 7=z
FE AAE &9 AFHAA L FHs= W
o),

* Message loss(MAl=] &F4): FHA9 9]
e AlAEAe FAZ AR ez Fr kel
FagE BAUL AR fAd" £ 9ok

® Denial of Service(AH]& AX) : A|2"o] A
AR oz AEsA BIEE 37 98 =R
Fo4g e wldgE $E3te TN
ojt}.

¢ Physical Attack(Z€8]3d +7): el " T
of #71X & A 7Aste] AH IC Chipd] =22



Eny

RFID SZoiN 2ot EAIS 98t oMt 95 wolol Bat 917 61

BEEIA BEHE A4S

Hake oF Alold] $3AHE YEE &
) -

Mr ol i
>
o,
R
SE

oM
!
4
%0,
rle
)
ool
<
av]
o]
w
..._]
ol

ol dEE fAPLLEL AF AYE I

b5 sk
obefel APate g fulAE 2 BRI
AFA2dg BASY AT neAtgol

I oft oft

o

@Al AgAE B
SeA A3 2A gol

9ol ola) el wolA =

=
X
i

I¥
o
o,
Xy

pd

)

2 48 gy

A

i)
M

R
BN
rir

Axd A, AYrE AR, &

AH g weks 727 ge

y 12

&
>
N
f

dxs9 Agstad FA BAS AE st

[ ]
S AR R A T

© do ol o i
oo > 1 2
>
L

= o

Search ID using h{lD}

I (1) Query
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(1) Query » Compute
2) A" R generate R
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(3) A, R ( )
Search 1D using A’, R N
If such ID exists
compute A=h(ID] |R) 4 A
itA=A (5) A IfA=A
10" =10 xor A ID = ID xor A
send A
else
else hait halt
else halt
DB READER TAG
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/*Reader*/
/*Tag*/

[STEP 1] query to TAG;
[STEP 2] generate R;
compute A=h(ID || R),
send (A’, R) to READER;
[STEP 3] bypass to DB; /*Reader*/
[STEP 4] search ID using (A, R); /*DB */
if such ID exist
compute A=h(ID || R);
if A=A
ID’=ID’ xor A’;
send A to READER;
[STEP 5] bypass to TAG; /* Reader */
[STEP 6] if A=A’ then ID=ID xor A,/* Tag */
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