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A Development of Intrusion Detection and Protection
System using Netfilter Framework”

Seoung Yub Baek™ - Geun Ho Lee™ - Geuk Lee**

ABSTRACT

Information can be leaked, changed, damaged and illegally used regardless of the intension of the
information owner. Intrusion Detection Systems and Firewalls are used to protect the illegal accesses
in the network. But these are the passive protection method, not the active protection method. They
only react based on the predefined protection rules or only report to the administrator. In this paper,
we develop the intrusion detection and protection system using Netfilter framework. The system
makes the administrator's management easy and simple. Furthermore, it offers active protection
mechanism against the intrusions.

Key words : Netfilter Framework, Intrusion Detection System
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