FEAAE FHFES AFE 2L 93 1288 E Reversible Cellular Automata(RCA)
AZF EF 438 dAsm FEsd. fulFEHLs FAF Aol 278tE t=do Agx2AE
3t7] Y3t =L JodAE A F3E Cellular AutomataES 7|90 8 BEFIZE A7 89

E GI7IYe d5d AHE 704 2 Alo|FE BASA 2874 ACEFE X
71&9 AESY NTRURCTH AHE&=7)F 31% F4HA L, gaterE 20%9F %
4 (Differential Cryptanalysis)® Strict Avalanche Criterion(SAC)S 3¢ e
2 U5 duEe dAANS HEII

Implementation of Lightweight Block Cipher for
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ABSTRACT

This paper presents a 128-bit Reversible Cellular Automata (RCA) based lightweight block cipher
for Ubiquitous computing security. To satisfy resource-constraints for Ubiquitous computing, it is
designed as block architecture based on Cellular Automata with high pseudo-randomness. Our
implementation requires 704 clock cycles and consumes 2,874 gates for encryption of a 128-bit data
block. In conclusion, the processing time outperformed that of AES and NTRU by 31%, and the
number of gate was saved by 20%. We evaluate robustness of our implementation against both
Differential Cryptanalysis and Strict Avalanche Criterion.
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3.2 Reversible Cellular Automata
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