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<ABSTRACT>

Recently many important systems that used to be operated in a closed environment
are now providing web services and these kinds of web-based services are often an
easy and common target of attacks. In addition, the great variety of web content and
applications cause the development of new various intrusion technologies, while the
misuse-based intrusion detection technology cannot keep the peace with the attacks and
it seems to lack the capability to deal with such various new security threats. As a
result it is necessary to research and develop new types of detection technologies that
can detect newly developed attacks and intrusions as well as to be able to deal with
previous types of exploits.

In this paper, a HTTP traffic model is tested for its anomaly by using a HTTP
request traffic pattern analysis and the field information analysis of the HTTP packet.
Consequently, the HTTP traffic models by applying anomaly tests is designed and
established.

Keywords : Anomaly detection, Misuse detection, False—Positive, False-Negative, Snort,
Web traffic analysis, Intrusion detection system
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