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Abstract

In this paper, we proposed the image hiding method which decreases calculation amount by encrypt partial data using
discrete wavelet transform(DWT) and linear scale quantization which were adopted as the main technique for frequency
transform in JPEG2000 standard. Also we used the chaotic system and cat map which has smaller calculation amount than
other encryption algorithms and then dramatically decreased calculation amount. This method operates encryption process
between quantization and entropy coding for preserving compression ratio of images and uses the subband selection
method. Also, suggested encryption method to JPEG2000 progressive transmission. The experiments have been performed
with the proposed methods implemented in software for about 500 images. Consequently, we are sure that the proposed is
efficient image encryption methods to acquire the high encryption effect with small amount of encryption. It has been
shown that there exits a relation of trade-off between the execution time and the effect of the encryption. It means that
the proposed methods can be selectively used according to the application areas.
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Progressive_Encrypt() {  /* mask(ij)is a map of the ROI */

bs = block size
for (kis 0 to t-1) {
Sfor (i is 0 to x-1) {
for (jis 0 to y-1) {
P = b2o);
g; = (a+Bxb(2ctl) ) mod t;
switch (ROI)
case 0 : block(s) = bit-plain(ijk);
s=s+ 1
case 1 : if ( mask(ij) == 1 ) then
block(s) = bit-plain(i,j,k);
s=s5+1I;
if (s == block size ) then
if (pj == 0) then block'(s) = block(s) <<< g
else block'(s) = block(s) >>> g
for (t is 0 to bs-1)
bit-plain(i,j-bs-1+tk) = block(t);

c=c¢+ I
I =0
if ( (c mod z) == 0 ) then
x(n) = x(ntl) by eq. (1);
n=n++1;
} )
a3 4, HEAX MEof ulE 99 gdos)t g,
Fig. 4. Encryption method by progressive transmission.
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Table 1. Experimental result by the proposed encryption
schemes.
Item case Encr%potion # of l1:')eiitndom P(?jllg{
L1L4 only 1:256 2048 9.7568
LL4A-HH4 1:170.67 3072 94321
Level 4 1:1024 5120 9.2547
Level 4-HH3 1:56.89 9216 9.2354
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Sig. 5. Encryption resutt of lena image; (@) LL4 (b)

LL4-HH4 (©) Level 4 (d) Level 4-HH3.

43 o PSNR Hi#t& 2+ vehdth 443 PSNR
S B E o goslehE ol BEFE 1o e Y%

3t gy} oA E AL & & AUk
Iy 59 (a)dlA LiAwe 45dst Ay g
PSNR(Peak Signal to Noise Ratio)& 9.75047dBo]1.0.H,
oAk wkel o] oo mFuAIEo] APEE QA
F 9& Atk 2y geiAA] e s dideR
LIAT gsslet Aol s AAAEE Ags A7 o
FEo] Qe A Rtk 29 59 (bE LA
HH4 F019, (0 Level 4 29, (d)& Level 49+ HH4
RS Adgste] dash g 943 PSNRE YRt
19 62 JPEG20009) H7H Al g A¥AE o
ERgich #kad HESE 16HER AASA (a)f 2]
4, b ME A5d 9, O 6vE A
G, (D= HE AE5E ol TN B §
o] A4 HES] RasA 453l G A9 U
HIE A48 A$ /MAAQ dsst

(767)

av%e o

% FUYS
4 AP BRgoE A8E 5 g Aoz
o, 53] PABA Sl MEN Yu) 02

177

Encrypted image for progressive transmission
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Table 2. Performance comparison between the proposed
image encryption system and the previous

researches.
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