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One-Pass Identification Processing Password
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ABSTRACT

Almost all network systems provide an authentication mechanism based on user ID and password. In such
system, it is easy to obtain the user password using a sniffer program with illegal eavesdropping. The
one-time password and challenge-response method are useful authentication schemes that protect the user
passwords against eavesdropping. In client/server environments, the one-time password scheme using time is
especially useful because it solves the synchronization problem. It is the stability that is based on Square Root
Problem, and we would like to suggest OPI(One Pass Identification), enhancing the stability, for all of the
well-known attacks by now including Free-playing attack, Off-line Literal attack, Server and so on. OPI does

not need to create the special key to read the password. OPI is very excellent in identifying the approved
person within a very short time.

FIHE
Identification, Pre-Play Attack, Off-Line Dictionary Attack, Server Comprise
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(li. OPIl: One Pass identification
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1. Protocol: OPI
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{5) protocol action: e th2-9] 4 (1)¢] ¥
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AE Fo} C=((Xu+T)* mod n)+(Y"> mod n)-
X HY AT +H(2Xa Yo+ 22X Ti2Y Ty ol . Bejrhe
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1) Replay Attack
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2) Pre-play Attack :
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713t 715" HWAIAAM A HAAES
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AL pgsa. 28A =HY, FAAT 2<if) j<i
o thsl T, Xy% Xi’ mod n,& BW< o, FHA
7} TE ARG & A7) Aol Belzrt FHA
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3) Eavesdropping Attack

FAAE g9 Ao gAAE HEE F7F AL
AP e FHozFE e F&T
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4) Man-in-the-Middle Attack
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5) Password Guessing Attack
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6) Server Compromise
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