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This paper presents a vital area identification (VAI) method based on the current fault tree analysis (FTA) and probabilistic
safety assessment (PSA) techniques for the physical protection of nuclear power plants. A structured framework of a top event
prevention set analysis (TEPA) application to the VAI of nuclear power plants is also delineated. One of the important processes
for physical protection in a nuclear power plant is VAI that is a process for identifying areas containing nuclear materials,
structures, systems or components (SSCs) to be protected from sabotage, which could directly or indirectly lead to core damage
and unacceptable radiological consequences.

A software VIP (Vital area Identification Package based on the PSA method) is being developed by KAERI for the VAI
of nuclear power plants. Furthermore, the KAERI fault tree solver FTREX (Fault Tree Reliability Evaluation eXpert) is specialized
for the VIP to generate the candidates of the vital areas. FTREX can generate numerous MCSs for a huge fault tree with the
lowest truncation limit and all possible prevention sets.
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1. INTRODUCTION

1.1 Design Basis Threat

In 1998, the International Atomic Energy Agency
(IAEA) published INFCIRC/225/Rev.4[1], which includes
principal international guidelines for the physical protection
of nuclear material and nuclear installations. IAEA has
initiated a series of nuclear security documents to provide
a coherent and integral framework for the documents related
to nuclear security. These documents include guidelines
and recommendations for the development and maintenance
of a design basis threat (DBT), the vital area identification
(VAI), export-import of radioactive sources, and the security
of the transport of radioactive materials.

The major difference between general industrial
sabotage and nuclear sabotage is that the latter involves
radioactivity. A sabotage is defined in Ref. 1 (Paragraph
2.12) as “any deliberate act directed against a nuclear
facility or nuclear material in use, storage or transport
which could directly or indirectly endanger the health
and safety of personnel, the public and the environment
by an exposure to radiation or the release of radioactive
substances”.

A DBT is defined in Ref. 1 (Paragraph 2.4) as “the
attributes and characteristics of potential insider and/or
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external adversaries, who might attempt unauthorized
removal of nuclear material or sabotage, against which a
physical protection system is designed and evaluated.”

After September 11, 2001, the date when terrorists
attacked the World Trade Center in New York City, the
perception of the physical protection of nuclear facilities
changed, as the perception of nuclear safety was altered
following the TMI-2 accident. After the TMI accident, the
concept of risk became popular and the design basis
accident (DBA) became a part of the whole spectrum of
possible accidents. In the conventional probabilistic safety
assessments (PSAs) of nuclear power plants, various risks
are analyzed resulting from internal events and external
events such as earthquakes, fires, floods, tornadoes, and
wind.

Sabotage—induced risk is defined in a loose sense as
the risk from events, incurred by terrorist activities against
nuclear facilities, which result in a core damage and an
eventual environmental radioactive material release [2,3].
Conceptually, a sabotage—induced risk assessment (SRA)
[2,3] does not differ greatly from the typical PSAs. In a
typical PSA, the DBA is a part of the whole spectrum of
initiating events. Similar to the DBA in the PSA, the DBT
may be considered as an initiating event in the SRA. For
the SRA, the definition of the DBT could be changed.
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The DBT could be defined as a possible terrorist attack
that can cause accident sequences that might result in core
damage and a radioactive material release to the environment.

Thus, the definition of the DBT could be expanded in
order to cover a whole spectrum of possible terror activities
such as the severe accident scenarios in PSAs[2]. It is
important to note that the present definition of the DBT
in Ref. 1 focuses on the unauthorized removal of nuclear
material or a sabotage.

1.2 Vital Area ldentification

A vital area is defined in Ref. 1 (Paragraph 2.17) as
“an area inside a protected area containing equipment,
systems or devices, or nuclear materials, the sabotage of
which could directly or indirectly lead to unacceptable
radiological consequences.”

VAL is the process for identifying areas containing
nuclear materials, structures, systems or components
(SSCs) to be protected from sabotage, which could directly
or indirectly lead to unacceptable radiological consequences.
INFCIRC 225/Rev. 4 (Paragraph 7.1.5 of Ref. 1) states
that “safety specialists, in close cooperation with physical
protection specialists, should evaluate the consequences
of malevolent acts, considered in the context of a State’s
design basis threat, to identify nuclear material, or the
minimum complement of equipment, systems, or devices
to be protected against sabotage. Also measures that have
been designed into the facility for safety purposes should
be taken into account. When protecting against sabotage,
nuclear material or equipment, systems or devices the
sabotage of which, alone or in combination based on analysis,
could lead to unacceptable radiological consequences,
should be located in a vital area(s)”.

Vital area analysis study and its application for nuclear
facilities have been performed since the late 1970s. The
original concept of sabotage-induced risk was introduced
by WASH-1400 in 1975[4]. The Sandia National Labo-
ratories (SNL) and the Los Alamos National Laboratory
(LANL) in the USA have been the leading institutes in the
area of VAI studies using a fault tree technique [5-11].
The SNL proposed and initiated the use of fault trees for
VAI [5-7]. The LANL performed various vital area analyses
of nuclear power plants in order to provide the US Nuclear
Regulatory Commission (NRC) with technical support [8-11].

The minimal cut sets (MCSs) and minimal path sets
(MPSs), the important outputs of the fault tree analysis
(FTA), were used for the VAI of a nuclear power plant
[12]. Furthermore, the concept of applying a top event
prevention set analysis (TEPA)[13-16] to VAI has been
discussed at several small workshops. However, formal
documents comprising a detailed TEPA application to
VALI do not exist. TEPA generates many prevention sets
as candidates for the set of vital areas that should be
protected against sabotage. Only one prevention set is
selected and the rooms in the selected prevention set are
the vital areas to be protected.
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For the VAI of nuclear power plants, a software VIP
(Vital area Identification Package based on the PSA method)
[3] is being developed. The VIP is based on the current
PSA techniques. The VIP employs the PSA techniques
and results. Furthermore, the fault tree solver FTREX (Fault
Tree Reliability Evaluation eXpert)[17,18] is specialized
for the VIP to generate prevention sets.

The PSA-based VAI is performed by evaluating the
location fault tree (LFT){2,3,12]. The LFT consists of
gates and room failures. Three outputs, MCSs, MPSs,
and prevention sets, could be generated through the VAI
process. The VAI of an actual nuclear power plant was
performed based on the MCSs and MPSs of the LFT [2,
12].

1.3 Objectives of the Paper

As noted in Section in 1.2, there are no formal docu-
ments presenting a TEPA application to VAL Furthermore,
it is uncertain whether application of TEPA to VAI for an
actual nuclear power plant has thus far been performed.
This paper presents a structured framework of a TEPA
application to VAI for the physical protection of nuclear
power plants.

The current paper describes the FTA and TEPA for
the VAI (Section 2), PSA-based VAI (Section 3), and the
software VIP (Section 4). The LFT is developed based on
the PSA results. The PSA method, including internal as
well as external events, is known as the most complete
and consistent method for identifying various accident
sequences in nuclear power plants through which radioactivity
might be released to the environment. Thus, it is logical
and natural to use the PSA techniques and results for the
VALI of nuclear power plants.

2. FTAAND TEPA
2.1 FTA

FTA is one of the most commonly used methods for
the safety analysis of industrial systems, especially for
the PSA of nuclear power plants. The fault tree consists
of many gates and basic events. The fault tree for the top
event is transformed into logically equivalent forms of
MCSs. An MCS has the smallest combination of basic
events that could result in the occurrence of the top event
[19-21]. Hence, the MCSs relate the top event directly to
the basic events. In a physical protection analysis, any of
the MCSs has the smallest group of room failures whose
successful attack induces a top event such as core damage.
Thus, any material that has a list of MCSs should be
confidentially kept from the terrorists.

The fault tree can be transformed into its equivalent
success tree, that is, a dual fault tree, by negation of the
fault tree. The dual fault tree is obtained by taking the
Boolean complement of the original fault tree. Moreover,
the success tree identifies the MPSs that need to be prevented
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in order to assure that the top event will not occur. Negation’

of the fault tree changes all AND to OR gates, and all OR
to AND gates. From the viewpoint of physical protection,
a MPS has the smallest group of rooms whose successful
protection guarantees no top event occurrence. Thus, each
MPS could be a candidate set of the vital areas.

2.2 TEPA

TEPA [13-16] is a deterministic technique for finding
the prevention sets from the top event MCSs. TEPA
generates prevention sets, which are combinations of
basic events that can prevent the occurrence of a top event
such as core damage. Similar to the MPSs, a prevention set
is a collection of basic events which, if they do not occur,
precludes the occurrence of the top event. The user can
specify the level of prevention. The level of prevention
denotes the number of basic events from each MCS to be
selected. A prevention set of level L contains at least L
basic events from each MCS.

Some practical analyses have been performed using
TEPA[13-16]. The fundamental concept underlying the
methodology was first published in 1978 in the form of
a security related sensor nullification study [5]. As an
alternative technique of the traditional risk ranking method
based on the importance measures, TEPA has been applied
to the real problem of choosing a set of important pumps,
valves, or circuit breakers [13-16].

VAL is another application field of TEPA. For VAL a
core damage fault tree that consists of gates and room
failures is solved and many prevention sets are generated.
If the prevention sets can be ranked in some manner, the
most competitive prevention set can be selected and its
rooms are the vital areas. One can choose a prevention
set that satisfies some criteria such as being easier or less
costly to protect the rooms in the selected prevention set.

TEPA utilizes a kind of success path. This approach has
desirable defense-in-depth characteristics. Each prevention set
has a minimal combination of rooms to be protected in
order to avoid a top event such as core damage. The
prevention sets of level L are created as follows:

1. Calculate N MCSs by solving the fault tree;

2. Identify all the combinations of the complemented L
events from one MCS and connect them with OR gates.
This results in a Boolean equation from one MCS. Thus,
N Boolean equations are created from N MCSs;

3. Connect the N Boolean equations with AND gates; and

4. Expand and subsume the Boolean equation that is
obtained at Step 3.

Let us consider the following top event 7T for the
prevention sets of level L

T=AB + ACDE. 1
The prevention sets of level 1 are obtained as follows:
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Si= (4+B) (A+C+D+E)
= 4+BC+BD+BE 2

Il
~

The prevention sets at level 2 are
S = (4B) (AC+AD~+AE+CD~+CE+DE) 3)
= ABC+ABD+ABE

Here, the level L could be interpreted as the degree of the
defense-in-depth.

The prevention sets at level 1 S, are the same as the
MPSs. That is, the MPS is a conceptual subset of the
prevention set. As explained in Section 2.1, the MPSs
could be more efficiently calculated by solving the dual
fault tree. The dual fault tree is obtained by taking the
Boolean complement of the original fault tree.

3. PSA-BASED VITAL AREA IDENTIFICATION

Since a prevention set has a minimal combination of
rooms to be protected in order to avoid a core damage,
the prevention sets are candidates for the vital areas. If all
the rooms in any one of the prevention sets are protected,
the absence of core damage is guaranteed. Thus, a prevention
set whose rooms could be the most efficiently and cost-
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Fig. 1. Overall VAI Procedure and the Main Modules of the VIP
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effectively protected is selected and the rooms of the
selected prevention set are the vital areas to be protected
against sabotage. As shown in Fig. 1, the VAI is performed
as follows:

1. Develop a core damage fault tree by combining all the
accident sequences in the PSA results.

2. Develop conversion logics from basic events to room
failures.

3. Build a LFT by combining the core damage fault tree
(FT) and the conversion logics, where the basic events
in the core damage fault tree are replaced with room
failures.

4. Identify the candidate sets of the vital areas, the prevention
sets, by solving the LFT.

5. Identify the vital areas by selecting the most competitive
prevention set through expert judgments on the prevention
sets.

3.1 Development of a Core Damage Fault Tree

In order to construct the core damage LFT, the first
step is to integrate the event trees and fault trees that are
generated by the conventional PSA. An event tree includes
an initiating event and fault trees of the systems and the
functions to mitigate the initiating event.

“Accident sequence fault trees” are constructed by
combining the initiator (or its fault tree) and the fault trees
for the mitigating systems with AND gates. Then, “a core
damage fault tree” is constructed by combining all the
accident sequence fault trees of the various event trees
with OR gates.

If necessary, new fault trees are developed to reflect
the room failures. A typical example is a fault tree for an
initiating event. It consists of the basic events that lead to
the occurrence of the initiating event.

3.2 Development of Conversion Logics

The destruction of a room (room failure or location
failure) by an act of sabotage indicates the destruction of
the SSCs contained in the room. The room failures represent
the sabotage-induced damage to the respective locations.

In order to reflect these room failures to the core
damage fault tree, conversion logics that connect the basic
events or the initiating events to the room failures should
be developed through the failure mode and an effect
analysis (FMEA) of the room failures. The conversion
logics have either a one-to-one mapping relation or a
logical relation expressed as Boolean equations between
the basic events and the room failures (for example,
BASIC_EVENT_1=ROOM_1+ROOM 2).

If a room has piping for a mitigating system, its
failure causes component failures of the mitigating
system. Similarly, the destruction of a room that has an
air conditioning system, electrical power supply cables,
or signal cables/lines could cause component failures of
the mitigating systems. In these cases, the room failures
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'should be located in the core damage LFT. by developing

appropriate conversion logics from the basic events of
the components to the room failures.

3.3 Replacement of the Basic Events with Room
Failures

In order to identify the vital areas, the core damage
fault tree developed above should be converted into the
core damage LFT. In this phase, all the basic events of
the core damage fault tree should be replaced with the
room failures by using the conversion logics developed
in the previous step. This conversion could be performed
manually or automatically by PSA software [17, 18, 22].

3.4 Selection of Vital Areas

We have two alternatives, MPSs and prevention sets,
as candidate sets of the vital areas. Please note that the use
of the selected MPS as a candidate set of the vital areas
has no concept of defense-in-depth. The prevention sets
are more desirable candidates of the vital areas, since
they provide defense-in-depth.

As mentioned in Section 2.1, the MPSs could be
more efficiently calculated by solving the dual LFT. The
dual LFT is obtained by taking the Boolean complement
of the core damage LFT. )

The successful protection of all the rooms in any
prevention set guarantees that core damage does not occur
and thus radioactive material release similarly does not
occur. Thus, each prevention set is a candidate for the set
of vital areas that contains the SSCs to be protected against
sabotage. Once a complete set of the prevention sets is
identified, each set should be reexamined. Since the actual
physical protection of each room may be impossible in
practical terms, the final selection of the vital areas is
undertaken in close conjunction with the physical protection
system design. For example, the prevention sets with rooms
that cannot be protected are excluded. By subjective expert
judgments to consider the attributes of the rooms in a
prevention set, one desirable prevention set is selected
and its rooms become the vital areas. The number of rooms
and the defensibility of the rooms in a prevention set are
typical attributes of the rooms to be considered in the
expert judgments. That is, one straightforward way is to
select a set of vital areas that has a minimal combination
of rooms.

The prioritization of the prevention sets could be
implemented by ranking some attributes by experts from
related areas such as security, plant operation, regulation,
and safety. The physical protection of the vital areas
should be feasible and practicable. It must be feasible to
employ the existing structures or new constructions to
establish a physical barrier around each defined area. It
must also be feasible to control the access to each area by
minimizing the number of entries and exits and by
installing alarms to appropriately secure all points of
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access to the area. Since the physical protection of the
vital areas should be feasible, the VAI team should
consult with the organization responsible for the physical
protection system.

4. VITAL AREA IDENTIFICATION SOFTWARE VIP

The whole VAI procedure and the VIP main modules
are depicted in Fig. 1. The VIP has 6 main modules, an
FT browser, a prevention set browser, a 3-dimensional
location browser, an FT converter, an FT quantifier, and
a VAI module. Intended function, input, and output of
the main modules are also shown in Fig. 1.

The main functions of the FT browser in Fig. 1 are to
edit the core damage fault tree and the conversion logics,
convert the core damage fault tree to the core damage LFT
according to the conversion logics, and provide a user
interface to quantify the core damage LFT.

The core damage fault tree is converted into the core
damage LFT by the FT converter. As illustrated in Fig. 2,
all the basic events of the core damage fault tree are replaced
with room failures in accordance with the conversion logics
by the FT converter.

This conversion could be performed manually or
automatically by PSA software. Most fault tree quantifiers
[17,18,22] could perform the conversion operation by
replacing the basic events in the core damage fault tree
with conversion logics. During the automatic conversion,
duplicated room failures under the same gate are internally
reduced into one room failure in order to simplify the LFT.

The FTREX [17,18] is employed as a default fault
tree solver to convert the core damage fault tree to the
LFT and generate MCSs, MPSs, and the prevention sets.
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FTREX is a recently developed fast fault tree quantifier, and
is based on a BDD (Binary Decision Diagram) algorithm.
The fault tree solver FTREX has displayed desirable
performance [17,18]. FTREX optionally solves fault trees
by the conventional BDD algorithm or a coherent BDD
algorithm. FTREX could convert the fault trees into input
files for Bayesian network algorithms. Furthermore, FTREX
has special features such as truncated probability esti-
mation 23], logical loop breaking [24], and rule-based
post processing capabilities.

5. CONCLUSIONS

This paper presents the structured framework of a
TEPA application to VAI for the physical protection of
nuclear power plants. It is important to note that there
might be a huge number of prevention sets when performing
a TEPA. Early applications of TEPA to select a set of
important pumps, valves, or circuit breakers [13-16] were
severely constrained by the computational capabilities of
the software and hardware that existed at that time. However,
FTREX can generate numerous MCSs, MPSs, and all the
possible prevention sets with the lowest truncation limit.

A set of pre-planned strategies could be developed to
protect the rooms in the MPSs or prevention sets. On the
other hand, the MCSs are used to test pre-planned strategies
and to train security staff. Since any of the MCSs has the
smallest group of room failures whose successful attack
induces a top event such as core damage, any material
that has the list of MCSs should be confidentially secured
from terrorists.

Before selecting the most competitive prevention set
for the vital areas, a sensitivity study should be performed

263



HA et at,, The Application of PSA Techniques to the Vital Area ldentification of Nuclear Power Plants

to demonstrate the completeness of the prevention sets.
All the prevention sets are tested to ensure that they prevent
every MCS for the chosen level of prevention. Furthermore,
each prevention set should be propagated to the LFT since
there might be truncated MCSs. When the LFT is solved
after setting the room failures in any of the prevention sets
to TRUE, there should be no MCSs regardless of the
truncation limit. When the huge fault tree is solved, there
might be truncated MCSs. The truncated MCSs then could
not be taken into account in the prevention sets. Therefore,
core damage could occur due to the occurrence of one of
the truncated MCSs even though one of the prevention
sets is protected. This is an unresolved issue of the TEPA
application to VAL

The electric power utilities should provide physical
protection to the identified vital areas. For the efficient
identification of vital areas, a software VIP is being
developed based on PSA technology, particularly with
respect to the TEPA. The VIP is considered to be very
useful for the selection of target sets of a physical protection.
The method in the present paper is consistent and the
most complete for identifying vital areas, since it is based
on well-proven PSA technology.
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