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ABSTRACT

War simulation system is a virtual space that army tactical simulation exercise is held. The data used in this system are considered
sensitive and needs to be protected. But security vulnerabilities and possible security loopholes were not considered when designing the
war game simulation system. So currently the systemis highly vulnerable against hackers and data leakages. This paper proposed a
security system for war game simulation system based on considering the currently vulunerabilities and possible security leakages. The
proposed security system supports security patches. In this paper, we analyze vulunerabilities of the running environment of current
system and we design and implement the security system that is consisted of three components: Authentication System, Encryption
System and Network Security System. The security patches are safe and there are no negative effects on the system’s performance. The
patches are proved to be effective and very reliable towards solving the security vulnerabilities.
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