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Design and Implementation of a Java-Based Single Sign-On Library
Supporting SAML (Security Assertion Markup Language)
for Grid and Web Services Security
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Jongil Jeong’ - Seokhwan Yu™ - Dongkyoo Shin™ - Dongil Shin™" - Moohong Cha

ABSTRACT

In recent years, the Grid development focus is transitioning from resources to services, A Grid Service is defined as a Web Service
that provides a set of well-defined interfaces and follows specific conventions. SAML as a standard for Web Services which enables
exchange of authentication, authorization, and profile information between different entities provides interoperability among different security
services in distributed environments. In this paper, we implemented SAML API By offering interoperability for non XML-based
authentication technologies using SAML specification offering a method to integrate the existing Single Sign-On technologies, the API
provides convenience for accessing different services in Grid architecture,
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2.1 SAML(Security Assertion Markup Language)
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« Assertions and request/response protocols

* Bindings (SOAP-over-HTTPZ o|&3% SAML 833
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¢ Security considerations while using SAML

» Conformance guidelines and a test suite

* Usecase and requirements
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<element name="Assertion” type="saml: AssertionType”/>
<complexType name="AssertionType”>
<sequence>
<element ref="saml:Condition” minOccurs="0"/>
<element ref="saml:Advice” minOccurs="0"/>
<chonce maxOccms=”uuboundcd”/>
ref: { e
ref="samk:SubjectSt >
<element ref="sami: Authenmahcnsutement”b
<element ref="sami:Aut| ">

<element ref="saml: A«nbuteStatement"b

</choice>

<element ref="ds:Signature” minOccnrs="0"/>
</sequence>
<attribute name="MajorVersion” typc=”integcr" use="required”/>
<attribute name="MinorVersion” type="integer” use="ruquired”/>
<attribute name="Assertion1D” type="sam); IDTypc use="required”/>
<attribute name="Issuer™ type="string” use="required"/>
<attribute name="Issuelnstant” type="dateTime" use="required">
</complexType>

<saml: Assertion AssertionID="00cda300-0d5de-8521-83c5-c2d976847h91”
Issuelnstant— 2003-03-23T14:37: 562"
Issuer="verisign,Inc.” MajorVersion="1" MinorVersion—- o>
<gaml:Conditions NotBefore="2003-03-23T14:37:56Z"
NotOnOrAf="2003-03-23T18:37:56Z" />
<saml'Advicel>

AuthenticationStat o

AuthenucatlnnMellmd— password”
AuthenticationInstant="2003-03-23T14:37:56Z"
<saml:Subject>
<sami:Nameldentifier NameQualifier="sejong.ac.kr">
jijeong
</saml:Nameldentifier>
</samb Sub]ecb
<gaml:Authenti

</saml: Assertion>
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(38 3) Browser/Artifact
3. RiHp 714k SAML APIS] MA U 3

(29 5% JAVAZIute 2 F¥d SAML APIF-%E B
oJFu}, #7129 BEFE “Assertions and Protocol for the
OASIS Security Assertion Markup Language (SAML)” 3
HME 7hteg gt B =8 A& assertion, protocol L
2 messaging H7|AE V€ HFAZ Ao WAA
71%5-& A 438l7] Y38 generator, utilities L& I security ¥
712& AR

(2% 5 Td¥ SAML APIY AAHY F2E B
Z}. SAML API= oldlel 22 7 g8 2153 I
Z} sj71A 9] 7% e 2o

+ Assertion package : °‘%, A, £4 ARE AHEsich

- Protocol package : T3& X23l7] $3 SAML £%
3 S Mg

* Messaging package : 32 A4dle dAd ZHd
A=a5 T}

s Security package : F3& ARAYsIL 4553}

s Utilities package : UUID, UTC d©lo|g] 3 artifact
5 A

* Generator package : SAML 833 34
gt

HAAE A

l SAML API |

2ac.selong.bindings

1 ac.sejong.generator

ac.sejong.messaging

ac.sejong.saml.assertions
ac.sefong.saml.protocols
ac.sefong.sami.protocols.queries |
‘ ]

ac.sojong.saml.protocols. responses |

ac.selong.sam]

ac.sefong.sami.

ac.sejong.security.encryption |

ac.sefong.securlty.sign |

(2% 5) SAML APIS| Xtdt T7|X|

Server 8

Assemon

User @ Server A

(12! 4) Browser/Post

has -
has Conditions J [ Condiions }———f Condition ]
[ Aowe ] oxtonds
RoercopestctonCondion

ac.sejong.saml.assertion.Assertion ac.sejong.saml.assertion.Conditions

1CRatarenceType

has extends - has -
Advice AssertionlOReference | [ Subject Namoldentifiar ]
Sttt
ac.sejong.sami.assertion.Advice ac.sejong.sami.assestion.Subject
extends
[ Sotectaioment |2 Subeat ]
extends AliriouteStatemant LN
extends ‘AuthenticationStatement R8s ortyBinging |
extends ‘AuthorizationDacisionStaterment :’E Subjacitocaliy |

has

' ——{ Rurorlyeinding |
Legends
hes otongs
. —
ac.sejong.saml.assertion.Statement : _bas o 3 : K‘BT gifa member

(32! 6) ac.sejong.saml.assertion WF[X{Q] 1=

amioasest [ Fesporsetime . |-D23 ™ Signawre ]
extords
[ Foswome

has,
AssectionArtitact ]

SubjectQuery

has StatusCode
has| Satsiosags
StatusDetail

{__ AuthenticationQuery |
AuthorizationDeclsionQuery

DA R riibstatasionator

has r Rosourca

hantcaoraury 288 e ocuty |

ActhentlcatlonQuery

82 [ rbutabesignaior

has A Rosowren }
has s
ac.sejong.saml.protocol.SubjectQuery :—""g g 2;:‘;‘59;‘3‘5;" member

(33 7) ac.sejong.saml.protocol TF|X|Q] =

(2% 6)F (2¥ 72 7t Assertion #7|RAY Fx29
Protocol #|71X9] LZ& HAFEL Z2EZL FFE Q
At eAr] 3 godd $HE Foedsl (2E 8)
2 Messaging M71A 9] T2& BAETL Messaging 7
A= SOAP miAA] Wi-2 EFHUEES A§sn SAML H
AA7L o|BA BF AE ZE2EZH A ZT2EF 99|
A ALHEANE A3l
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[ vt 1 |
Texmnds Texlends Legends

[ Aeguest 1 oA so

extonds
N . A et € A [nherils 8
ac.sejong.saml.messaging.GeneratorFactory |, aes, a ; Class A generates an insience 8

(3% 8) ac.sejong.saml.messaging 7 (X2 =

< inB + T T

t="2002-)8-08T07:58:32.338Z2"
MajorVersion="1"MinorVersion="0"
RequestID="a207b-a0-anad-11d6-9e6d-75a01a1d3688"
smins:samip="urn:oasis:names:tc:SAML:1.0:protocol">
<samip:AttributeQuery>
<saml:Subject xmins:sami="urn:oasis:names:tc:SAML:1.0:assertion">
<gaml: ConnrmationMethod>
ur te:SAML:1.0:am:p d
</samh:ConfirmationMethod>
<saml:SubjectConfirmationData>
«.j& SD#Siks2338...
</saml:SubjectConfirmationData>
</saml:Subject>
<saml:AttributeDesignaor attrubuteName="llse_|ong ac.| krlcmall"
attnbnteNamespace’—'" 31

”

)
g.ac.kr/ams/

xmt "ar SAML:1.0:assertion™/>
</samip:AttributeQuery>
</samlp:Request>

(32! 9) SAML Request Message2| AiAd

<samlp:Request--- >
<ds:Signature xmins:http://www.w3,0rg/2000/09/xmidigi>
<ds:signedInfo>
<ds:CanonicalizationMethod Algorithm=""---"></ds:CanonicalizationMehtod>
<ds:SignatureMcthod Algorithm="--+"></ds:SignatureMethod>
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm=""--"></ds:Transform>
</ds:Transforms>
<ds:DigestMcthod Algorithm="+--"></ds:DigestMethod>
<ds:DigestValue>xFXrugYsqtRgnk9wXr7znAenuew=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>--2QdWDKC---</ds:SignatureValue>
<ds:Keylofo>
<ds:KeyValue>
<ds:RSAKeyValoe>
<ds:Modulus>'-gdADMHy0=""-</ds:Modulus>
<ds:Exponent>AQAB</ds:Expounent>
</ds:RSAKeyValue>
</ds:KeyValue>
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091IssuerName>-</ds:X509issuerName>
<ds:X5091IssuerNumber>1045440891</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
<ds:X509SubjectName>---</ds:X509subjectName>
<ds:X509Certificate>* Xs+695=++-</ds: X509 Certificate>
</ds:X509Data>
</ds:Keylnfo>
<samip:AttributeQuery>

</samlp:AttributeQuery>

</samlp:Request>

(332! 10) Enveloped A2 MAIME = SAML Request HIA|X|

(2% 9+ SAML BAE w2t AR E AF37] 9
3} RequestGenerator 2 =5 AL43te] WA SAML &
A AR oI tH( 2@ 37 48] w4 194 AAEE HAA 9
t}). A ¥ SAML 8% WA A seucurity.sign H71AY
9] Singature EH 2~ AHEA AEAL (2™ 1002 A
Hg Aot} Signature 322 A8 FAH-L enveloped
forme XMLA % E&< wWad, (218 11)L generator

<samlp:resp InResp To="a207b-a0-a2a4-11d6-9¢6d-752012d3688"
Issurlnstant="2003-03-24T14:36:56Z"
MajorVersion="1" MinorVersion="0"
ResponselD="00cda300-0d5¢-8521-83¢cS-c2d9f6847b91"
xmins:saml="urn:oasis:names:tc:SAML:1.0:assertion"
xml Ip="urn:oask te:SAML:L0:protocol”>
<saml:Status>
<samip:StatusCode Value="saml:Success"/>
<samlp:StatusMessage>this is a message about status</samip;StatusMessage>
<samlp:StatusDetail>----</samp:StatusDetail>
</saml:Status>
<saml:Assertion AssertionID="00cda300-0d5¢-8521-83¢c5-c2d9f6847b91"
Issuelnstant="2003-03-24T14:36:562"
MajorVersion="1" MinorVersion="0">
<saml: AutherticationStat t AutheaticationMethod="p: d"
AuthenticationInstant="2003-03-24T14:36:56Z>

<saml:Subject>
<sami:Nameldentifier>jeongjougit </saml:Namcldentificr>
</samb Sub}eclP
</saml: Authenti S
</saml:Assertion>
</samlip:Response>

(228! 11) SAML Response DfIA|X|2] A4A

®
v1ewt;s1|te .net MILab
. ®
viewersite.net's User search123 com’s
resource resource

(2 12) SAMLY|8te| Single Sign-Ong| &

package® ResponseGenerator Z#|2~E Abgste] AAH
SAML $% "AIAE Rt (27 37 49 A 494 A
AHE daAxelth, A" SAML 3% WHAAE security.
sign# 71X 9 Signature W2z MLk

E =FdAME B4 Mulae Z2EEYE T3 A
@ SAML APIE #3319t SAML APIE AH&ste 7
dd 9dIF 2l AukEQl Fxe (29 12)% 2o
AgFHd 5L o83 Zth A14AE MlLabg =4 2
A A2"ES AFEE7] 98 logindAE AT MILaby
SAAAN LA AL FE BAZE EAHA @&
3¢ MlLabd A=#A7 PAE A2l inter-siteE F
search123.como] H&sAH EAAM A 2eE o] g3 AL
£AE o B2 EME 27 98 viewersitenetoll F& 3
A EXNAA A2dg o848 = glth. MlLabolA A&
£ ZE inter-sitee A @A GAH gle=z 7 site
fA AAZ artifact®: AL v@EAH AT A AL
42 AFE s 2z sitertth HEAL logindAE A3}
3 d3te AYE ol F A "ok ARHA dwn

H712 9} g2 T 2ok
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1) login to MiLab
2) artifact A4 - MILab (ac.sejong.utilities.Artifact)
3) request A2 #4 - MlLab
3-1) AEH credential > ©]-&3to] AttributeQueryE X831+ request document A4 %t} (ac.sejong.saml.RequestGenerator)
3-2) AA 9 request documentol]l A 3}, (ac.sejong.security.sign.DesigGenerator)
3-3) AAME © request documentE SOAPMessage® W3+ ¥ Authoritye]l A4 ¥ $8-& 71ga,
(ac.sejong.messaging SOAPMessageGenerator)
4) response A2 #3 - Authority
4-1) MILabo]A A4¥ SOAPMessageo]| 4] Request documentZ A% 5281}, (ac.sejong.messaging.ExtractRequest)
4-2) Request document®] H2I%E HZF 3} (ac.sejong.security.verify. Dsig Verifier)
4-3) Request documentollA] request id$} subjectE &3}, (ac.sejong.saml.RequestFilter)
4-4) id9}t subjectoll BHFH AR Z assertionS Y432 Response documentE A 3hc}. (ac.sejong.saml ResponseGenerator)
4-5) Response documentell A4 3tc}, (ac.sejong.security.sing.DesigGenerator)
4-6) AAMY © response documentd SOAPMessage® HE F MlLabol A% &t} (ac.sejong.messaging. SOAPMessageGenerator)
5) Artifacte] ¥-of
5-1) Authorityold A$de SOAPMessage°ﬂ ] Response document AT F& 3t} (ac.sejong.messaging ExtractResponse)
5-2) Response document®] AAMW-S 753t} (ac.sejong.security.verify.DsigVerifier)
5-3) Response document®l 4] assextion% FZ&38le] AEE documentE A3}, (ac.sejong.saml ArtifactListMaker)
5-4) Artifact® A8z}l A Ho gt
6) Passport® 3& 3h= Artifacte] A%
6-1) AHEAH= search123.comd] 3% Al MiLaboll Al FoJ¥h-2 artifact? HE3tet
7 AMEA HEE AE Artifacte] AE
7-1) search123.come ABLL artifact® MILabo 2 AT}
8) Artifact®] 8]
8-1) MILab search123.como 25 & AEure artifact®} Al&-ztel Al §A8 artifactd vl L&}, (ac.sejong.utilities. Artifact)
9) Assertion®] d4
9-1) artifactd X Al Assertionol A artifact® A|Ast Assertion documentE A4 gcl.
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