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Efficient Buffer-Overflow Prevention Technique Using Binary Rewriting
Yun-Sam Kim" - Eun-Sun Cho"

ABSTRACT

Buffer overflow is one of the most prevalent and critical internet security vulnerabilities. Recently, various methods to prevent buffer
overflow attacks have been investigated, but they are still difficult to apply to real applications due to their run-time overhead.

This paper suggests an efficient rewrite method to prevent buffer-overflow attacks only with lower costs by generating a redundant
copy of the return address in stack frame and comparing retumn address to copied return address. Not to be overwritten by the attack
data, the new copy will have the lower address number than local buffers have. In addition, for a safer execution environment, every
vulnerable function call is transformed during the rewriting procedure.
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#include <string.h>
int main(void)
{
char buf1[30]=“This is sample program”
char buf2[10];
strepy (buf2bufl);  //buffer overflow is occurred
return 0;
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push esp
mov ebp, esp
Sub esp, 044 IS

Mov eax, dword[esp-0C] //2I&
Mov dword{esp—04], eax

Call 004010A6
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Hlw
jne 09 [UEHR IZ2)d &2
mov esp, ebp /1A 24 0HE
pop ebp
ret
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: 004107B6 668917 mov wordledi], dx

1 00410789 8B442408 mov eax, dword[esp+08]
1 004107BD 39FC cmp ebp, edi

: 004107BF 7D30 jge 004107F1

:004107C1 5F pop edi

: 004107C2 C3 ret

: 004107C3 668917 mov word[edi], dx

: 004107C6 8B442408 mov eax, dwordlesp+08]
1 004107CA 39FC cmp ebp, edi

1 004107CC 7D30 jge 004107FE

1 004107CE 5F pop edi

: 004107CF C3 ret
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