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Challenge—-Response Based Secure RFID Authentication Protocol for
Distributed Database Environment

Keun-Woo Rhee' - Dong-Kyu Oh™ - Jin-Kwak' - Soo-Hyun Oh™ - Seung-Joo Kim™ - Dong-Ho Won™"

ABSTRACT

Recently, RFID system is a main technology to realize ubiquitous computing environments, but the feature of the RFID system may
bring about various privacy problem. So, many kinds of protocols to resolve this problem are researched. In this paper, we analyse the
privacy problem of the previous methods and propose more secure and effective authentication protocol to protect user’s privacy. Then
we prove that the proposed protocol is secure and effective as we compare the proposed protocol with previous methods. The proposed
protocol is based on Challenge-Response using one-way -hash function and random number. The proposed protocol is secure against
replay attack, spoofing attack and so on. In addition, the proposed protocol is proper for distributed database environment.

Key Words : RFID System, Authentication Protocol, One-way Hash Function, Random Number, Challenge-Response

.M B wet ofdet Bl We ARE o8 AHHI AHu|2rt
7Vl Wi Be 71dEe] RFID AlAded #AE B

RFID(Radio Frequency Identification) Al&®& 4 F olx 9JrHll
BFE o] &8 AFANERA EeE HF flo] Ay A%k, RFIDE |43 A5 44 72 A8As B2

ARE YA 15T & Y= Aadolrh B2 Sol BF A AU AW =3, 97 34 59 Zetolwa sl FA
sz 7 8 HANZ ATk AFA ol@ ZaelnA Hs) &
% w7 A%sEA RFD A2do] @ B8 $as @ A A@s] A ge A7k Adsle)l gow, A(Ki)
F7h g glow, 1Ee vas el BF 9 BHel ML, $A-2(Hash-Lock) 7ML 2 3, 4], 3

% 45 H§S Bhs) 4F AF A4 7%

=
ol & W7A i 13 A% AHRHE Ao H&| EF 4 -2+ 71”0, 4], 9% A ¢xs ZRE, EEAYa
& #Ael RFID A& 488 35, AU 2 (Blocker tag) 71%8[6], 141-A2)(Hash-Chain) 7®[7], ]
a4 siet ID Wy /18] Fol dEAQA oolcth. zeut
¢ o] REE AUME YFEAEUEARY AL oloto] AT SIS KRE- —
§ 3004%03?%%%493&:?*‘5:]“ j“‘;“ijj TAREERE 1xe wyse HWas AKgel BAseAL ARE B
= AT aygte AR FAITETE HFE T 3 = A=
TR iR LI f ”Ij 72 ‘;“ Aetstn B ;‘M restas
4:3 A AEHTEE ig o ZAZ A% 3
RS ERTELEL R Cr e o Sololia 26 s A Zekn S
=RHSF 20049 08 179, AR 120054 29 149 2 =dAe 94 JEY WSl /A de B



310 FEXZISSE=EXC M12-CH F3z=(2005.6)

2X FAA & AHEA

Hatzm, A4 B 94 olgsel Wzt o
&8he o
solu A Hale Hms}u% QU Azl

k3 .

B =89 74 t2d 2t 23004 = RFID A&E
T SFALE el st Awsla, 3FAAE 7]
Zo Ackd RFID A9 Bl 7|FE9 A4S

o, 43N E AG ZRZEZY distd riedtn A
A BAEY TR 5N AES RET

243

2. RFID Al2H

2.1 RFID Alaglel 74

RFID Al2ge derzog eja, 2id, 281 4 A=
olgjo] 22 FAEHW, #Azte] FAH% V%S ted 2ok
(2% 12 RFID Al&¥le] T4 diste] vehd ,MEF
Forward range

le
|

Backward range

Insecure channel

Secure channel

»le

(02 1) RFID Al2RI2] 7

2.2.1 e)21(Tag)

Bl 23 RFID Al2delA 2tie] 23 df
2 Al T Ad ARE Flste A
(Transponder)&t = 3o}, EfL9] -“,L*
¥ AFAA(Coupling element)?} A
AAse wo]l2Z FOE o]FolA ,xl H,
= Wd met 553 e Z(Active tag)9¥ -}r‘%‘sé
(Passive tag)Z #& 3ot

o m]o
b
3, o

m\o Fj

o

« 558 " L(Active tag) : B2 A3 RAE wiEHIR
2y HEE 3F wod, AR HE HFel stwsith
a3 sjE st WRsEe glenz gl FHHe] g2
o, 828 $9Yo] viHae FHd E&Hoge WA
Jdrt. 5% Ha: F2 AT gtolo] DAL,
gz By Alad FoA AREETh
o 5% ©) L(Passive tag) Ao BEH A8 A7)
o o3 FE AFE AYoR AlgsH, g1 HF A
go] gy A% ﬁac’ﬂ H&) AgA(/10 AR)eR @

4

7 el @AY AR Agl F2 ol48T F5Y o
2 WEYE WRsn QA omE B el ¥
o, gae $7ol wITHolRE FHE 2 W o

ol BfF#AE Rkl FE AHEEHTH

2.1.2 #lt}(Reader)

o gart $£2% A8 ARE FA3Y gas Y
3te dEe e AAEA EWDAB(Tranceiver) e
o g ezl Al RF A% (RF Signal : Radio Frequency
Signa)E& A$ste] A¥E FFety, Bl22REH FAE A
RE ¥-d= golgMoAz ALt 2 he H
19 ARE gAY 71ET F A4

2.1.3 ¥-ql= HlOIEMlOl*(Back-end Database)

n-dl= glolEHol At sl £33 FEE A3,
< g =& JuE dalstd E33s A4t
§ g2 Age & g ARE AT
o7 2238 F3T AR AYE BEd

2 1=

o] ¥

oZ off e
o JE

e 8
s
i..

fr e o r2
1 4
it

)01]/‘1 kel o & (Forward range)2 =ti7} RF A
3E Haz2 A4 + e d9009, FHH ¥ 9 Backward
range) Eﬂlﬂ o] 83 EH?S}‘# ZH‘l«l ARE AF
g & e gdoith B % o] gy AF T
‘f“w°ﬂ H3) Jojdez o) “HT"“ i) g9 A

doff & ztl & FolA, 915 MHz9 -rﬂr-’T—% AL
0}“ RFID A" A% 5% das 974 v A%
o] k9] Jdg pxA 2ol A 9H-e v 100
ulglo] o]&r}4] 2B RZ ol e Afd HY Fis
2 A% g2r A ARE g A$sdE @y
7b Qe a3 A4t dAg ¢ Utk =29, s
Bl k9] Eal Qe RF AEE oj&3lez =Ho| 7%
3 Botdd Aldoldt sHAEa, wW-d= dlojE# o] 29
gy 7te] B4 AL 9AF Adololgt st g

opojo,

22 RFID AlARI9] Hot 2FALE
RFID A=9e 228 4% lol B8] a4e) sbxst
= 4oz A8 ZetoluA B3 E’ﬂﬂ% 2N 5

otk B3], A% B e
SENEECRCEE gt
A Ao ok Fri4)

2.2.1 =47

=AAE 99 RFID Al2f Z2EZ Fojdte 32
45N 2y 2 gazRE d58dHs JRE =X
bed FAAEA AT Auary HY JHE 452

F glod, w8 AdE FAE £AT F sl agie
RFID Al4"& 3271 308 d& ARIRE o 3k
B ARE §FFA KRS "éﬁlﬂcﬂﬁ s}, =T A
Ag FA0 AR dAHofof et



B4 HIOEHHOIA =HEM &

554 FZ42%E RFID A2d99 58 #4d 5% 42;
Fo7k b ¥ BAARA He] did B FEL B
TIAAT BaqA ddtn A SHatE Aol 7}%6
o 2HEE FAAE A9Y vz JHEste ozt
AEE FH3D o] ARE o8t A B AAH
7Hgste %% FA(Spoofing attacks)[11& 3T + U
o, Ae AdR JPste] BacA A&H g 9
q $HE deo=A B9 A4XE FHT F Utk 19
BE RFID A&ge 584 373271 A9d Bl125 e &
A Zéi% ol gt AFE Bz sPFse Aol 7%
SIEE AASoloF 3, M2 & ¥ S| FYY Ha
7t ASE RS 7T ¢ YI=F A= o dnh

-

33
[o]
£ 4d

2.2.3 FHA

AR 248 240 b5e FARRA 94, ofrig,
o= AEe Aust AEAAEAS & & Atk ol A
BE olgde] AL ASA AAE 24T £tk
aBE RFD A29e NZ e F $8ol 599 2
ST AYS FAA TG & YRS dlop Dok

2.2.4 ¥z
WalAhs RFID Al2gle] 878004 ofud Jns 43
% & for AR A% W 4L FYste) AR FAw

& AsE & 4 doh Poiaks Teolual Pak fust
x1 QAT A29e il BRE YaiEE, RED A2Ee
Baigel S8 3u A% W FAL 9A & 5 Yojef Bk

©w
E

H o7

RFID Az=€olA gtis}t el Alole] RF A5 o &8
AR AGe BoAT g AdA olFolAmE 224 A
A FHEY =&Ho Ik £33, FE EF A=y
Al AMg-E= A7k RFID Al2de Z-$de By 744
Aoz A3 tAF FAS AT ¢33 /U FE357)
7} ojgrte EAZE EAgT) o3 EAE A 9
8] a5¢t thekd et JIHEe] AFHA

RFID A= E8)d Hot 7|floz2E 4 o] 7)Y
(11, sjeleo] A o|R(Faraday cage) 71%¥[9], A& B A
(Active Jamming) 71¥[6], 227 ¥z 71%[6] S Zﬂ°}
Heich a2y Eez o g RFID Al4289& ®BEss 71
L <FE DA JdeEhda Qe A go) F7HAEQ FA7 }
8 AY B3 ZFAe] ool Agte] gz, HHA A
b &AMt a2z d3) RFID Al&"ddAde 4583
WS olgd AF JHE F2 A8 glon, Az
A #4- 7141, 2, 3, 4], 34 3-8 74, 4], 9
7 A g5z ZYE], - 21807, i 7Rk ID ¥
g 71908], A| 4 71w ID B¥ 7IE[10] So) At
HAo a8y 2E70A AE RFID 915 71HEL AA

MEst Challenge-Response 71212l CHNSH RFID 215 ZZEZ 31

(E 1) RFID Al2E)IM E2|1H 2ot 7]HE2 EXE
Het 71y A A

QEHZQ] Z}V\]“g' 37}"—
AR T ki wy o9 Rae olde

dejdlo] Aolx] 7]¥ | e Faraday cage'® Fej7} A3

JEE AY 8 |+ GBA SANA BaASE WA EA EA

E27 Ha 718 |edxs E27 B B8
F A FAGAY, ANPRE =2 T B ¥
ARE 7HA2 dv & FdM= 71E€9 RFID A% 71HE
o A tiste] #4¥H.

31 all=i-3 7ol 2MF

sia-g 71901, 2, 3, 419 A% AA DY =55 3A
7] $18te] metalDE o] &84T metalDE X
2o FAA H2E FHE ¢ Ju, AAE FHd F
okatt}, 18]l FAAF 9 Yrz 7} }ete] BjlIRR
B metalDE F418}11, ©] metalDE ©|&3to ®l2= 73
A PHUZRE keyE FS3E 44, TEAE B4 Eld
2 7MFsle gagxE IDE dopd + Qu A 32
= metalD, key, IDE 2% 534 Hng Ad ga=z
g9stA H4E 5 de 2FF 340 Jbesidll (2d

€ d4-2 7199 5G4 E vepd Aot

( \ 1.Query

3.metalD 2.metalD
4.
0B eri0) > Reader 5.key Tag
6.ID

[meen [ 10 ] t=v ]
metalD=H(key)

(2 2) sil-& 71

32 HTE sl4l-2t 7lgel Ay

L Ak 1, e D] R gl o A
okt B $9g AudA Adss PEe ogen 18
D BeriT A9 B Ashuz sl 14 34
o 7hsahd, eltiel FAR 2] diE $9 R HIDJR)
& =5 AQEHe 4T 4TS B S 9T
F gonz A% FANE A% =¥ FAA} AP
duz bgsel Bazie R HDIRE 953e 4%
Az FHel dold date] ol ¥5¥ R HIDIRE
9oz A%s] 4 BIZ Y £ A (29 I
248 A4-2 71del SR ek Aol

OH

33 28 x &45s 7ol 2HE

AF A g3 /Bl B gEE 1HE o83
of Bl2e] IDE B33y Wi cj8Hoze oH9 7]
EEG GAsAR, AT GEsst w2 ANRE 878
71 g B2e] AAHA Artol E7bedt] g 22
o FA e s FA7] dEsIt FPEH. o] IHelA

rE



312 dEAe|S2=2X C HM12-CH NI3=(2005.6)

dugtd g9 DE 2gH Jouz 2 g9 o
He A% tA 71250jop stk Bl EA@T
& A d5E AT A% FAS ASAY 97t e
=2 fulAEs gole AgeiA ok

Ll o r\r

o]

}.

34 sis-et 7Y
F A9 A2 & &4 dE o
712 vy Aol sty ik o
X]'ﬂ' 1o &4 atla Eigal glq'—'_—’ sitjgte 01111 Eﬂ—jj}
SEAAUEA & F glen, A2 b SHd diA Fd
FEje) SEelRte AR ¢ ok 2y 3R} ay
e AR Haz e ¢ JleER w4
A 71EL ZHZJ% A% AFY gAY Hfsioh we
HA-AA 7Y H-d= dojeHelA7t H2E 153
H RE e diste s g5 AAE W Fdsolsin
7 Feel gder, Bzt 274e] M2 bE

4 S WAt dojof stnz gl stAe] s
k(T8 = AA-A 71¥e FAFR S vehd Aol

ol _I?_xﬂﬂ

g3k A4-A2 7
g $ue oz 34

=

4 Y 1.Query
oGt all s 2.RH(ID,11R)
o8 410,.1D,.....1D, Reader Tag
5,10,
—
=]
(3% 3) =z a2k 71

35 s+ 7Iet D HY 7o 2HH

g4 719k ID 938 7Bl d4-AY 71y FAEHA
B9 AF ABQY IDE 9 Moot vt 7)ol )
AAett glae D7 d4 R o) AAEz, TD
LST7F ANHEE FAzY AdE THLZEEH Hds)
o 28y FAXE AF R el glaz iR
H(ID), K(TID®$ID), ATIDE 531, Z73 827} thd
AF AL F857] Ho o] ARESZ o] Ao of
& $go® olgstd IHAE AFT Haz AF &
Q1oL =z FAA AGE Ed=E ey
H(ID), H(TID®ID), aTIDE 531 (28 5)9 5 B4
A AEEHe AEE dadA AFsA Fod, Hae
(29 59 53 #A9 Fust fAHNGE A DE
ot geth o A¢ FAAL A8 A9 duE Atoﬂ
AXHFL ot vt FFE e AF AHE 8
ste] HUD)7F 732157 A7x HID)VE 3 elz29 94
g FAT £ gk m3 &4 79 D WY 71Ee D7)
AF AArct e RYss IDE AR de 7Y
3 slolE o] 2t EA ot drh, T glo|EH|ol A
74 vt EAgte A9 $£EL HIE AFE] e
dlojeldjo] 27t w9 e g FPIofdin, gt A
vz AFol oege] AZA Ak (1Y 5% da 7)€
D ¥% 7149 F334& Yepd Flojtt

s+l ZIEh ID WE Z|ge| ZHEA
< 233 T HeFg 4] 7| ID WF 7]
RFID 915 71¥& AFATH10]. 22t )7
D ‘?‘;f‘é 7183 FL3A A5 Aol 44
D7} AAH7} Wl o A9 2d
g E3d AAE2 ¥4 AGE FdE HEE
5311 half R(R)2 A438H4] g=vd
FAAE Ha7 A”E Aug 9T AR FHsd
H(D)7} 78457 d74A HID)E &3l 29 «l' g 4
g & Jrh 28 o] Yk W¥HE IDE ARst Q)
98 dojeuol 2zt EAsjokt @k (1Y 6) AA
a4 719 D ¥ 71Ee sAHEE Ykl Aol

i rlr

1.Query
3.G(s, } 2.8,=G(s)
D8 Reader
ForallID, | 4.1,
7= G(H~(s, )
—

[=ls]

(228 4) si+-Hel 71

. Y 1.avery
2.H(D), K(TID ® D), ATID
3.H(ID), H(FID @1D), ATID
Reader Tag
D8 |in wpemoeiny
5. R, MR e TID« D)

[@ e [ o] CEE TS
1T 11
ATID = TID-LST
H S =)
(22l 5) sl 718k D HE 7
1.Query, $
2.H(ID), half L(R] R=HUDIIS)
JHOD) halt LS | .
——e————| Rea
[2)2) e d
4 half_RER) S half_AR)
half_
[ o 1~] =
I

Bk 7Y A
*AXAR =&
-2 71 ARE 33 7bs
o 2¥9 37 s

“AAE §8 b5
c2¥q 37 s

44 d4-3 79

S8 A gz 7Y o F A La

THE dE a8 @4 Aoz F
Ao 92 b3 4%

AA-AL A cuCaE delEulel e we AN
27

o 2F¥ TA IbE

e AAAH x=F

9 WRHE UF AN 470
i K e i e R B

4 71 D 2F 7Y

* AR =2
A" B4l 79k D ¥E 7P | e El1e] WFEHE UF HEE 2R
FU% dioleulo)x 7HY




=4 GIOIEHIOIA =B Helsh

4. Nt =ZEEF

E =AM A¢sle T2 EZL 7|2H 07 Challenge-
Response ¥4 o] &3l gich 2drt A& gzaolA 2
g & v ‘&-’1‘-% ‘3771] Agsty, gie YU ZEE $£4

Alo

rL
>
0
_>|~l_,
2]
O::
oX.,
rob
o2
}
i
o -
oo
o
£
|
nfl
o
o
b
=
N,

zZ2

jul
iy

%01]*1 v‘f—ﬂxdgi AHHAD AHE $HAH%
st a3 ARH e D
3 Z 34 7|8 ID ¥E JIdge 24 o)
gulo|2go] BAEOE frulAHL &7 H o] It

© 1{% o
K
r& o
ok oy
g2 Qi
se =
lo g
lU o
2

41 =

At TREZA W-d= dojguelat g1 D
22 HoHE AF3n Aloul A4 5 ANTe o
dol BaE AFVTY AnE BSE AHAE A g9
Aol %36}74 gom, EH:w} W= dolEels A
ool AEHE ARE AZe7] AT YA Wz
o] 3?%4.

A e A43E BenEHE G Ron,
(28 DE A% zee2e /2 728 Yrhd Aol

o B

(m2to|E)

*Query : A9 "o $9& 84,

o/D: HI TFe g AF AR, jHE

skey : A5 AL 43 vLAE j U E,

CH(): Q% A @5 H {0, 1N — {0, 1V

s Ry : Hurt o) AAdwuit AAstY B A AEsle

34, n BIE,

o Ry @ HZL7L AAshe W
A A Gt RpE A
Saste] A4, m vlE.

o || : A7 (Concatenate function).

B27} keyst o3 Aol
48 ¥ A4 g5 Aug

1. Query, Ry
Ay%=H(key)
= )
& HUDL IRy | 1RY). Ry Rsrlkey IRg-11)
D8 3 HOD1Ra) 1RY). R, BY | o0 g oy
4. HOD| IRy) (oliRY
5. H(ID{ IR:
~—
[0 T[]

(38 7) Mot ZREZY} 7|8 32X

42 215 =Y
o (Step 1 : 1)
A= HIENA Queryst W RzE 7 BREs)
283k,
gt — ¥ Query, Rr
e (Step 2 : ¥]I1)
B2 2ol A U4 RIS Ry IDS 44T &
aHsted, RFS 87 Queryel tid $ROE oA

ol 451} HWU}B}
2% A dstel ddshe, FA o
A% 4 9

® Aol A, 224014 A9 FAAES FAol tstol

t Challenge-Response 7|Bto| QtASH RFID ¢1E ZR2EZ 313

A%e
B — &9 : HID|R:RY), RY
:LEM A7kl B IC RS TSR = AoEY
= 75-15Kgates®] i o] & 43 71& —"ﬁﬂ_o}ﬂ 9
BH *}% 7V58 Ale|E9 $£& 25- 5Kgatesi/‘1[11] 2]
a7t GEAAIE ol gstd ¥4 RAIE AAEdE
eloe] Alo|EZ}L wl§ REEsich ZeER A9 T2 E
Zol A B2 keyst o)A AANA Hlazl A F
& RS AU RE $£4% RpE AW & 84 &
FE A8 *ﬂi“: 34 RAZ AT AL B
7} AxE o) RP= H(key)olth
B2 Ri’=H(key)
Rr'=H(keyl|R7™'l| Rr)

(Step 3 : o)
Zule Ry B2 Re 4248 H(ID|Ra|RY), Ri'E

Cul-dl= glolElWolag MEsiTh

grl—--d= dolelMoel~ : HIDIRHIRY), Re Rf
(Step 4 #W-A= HojE]Hlo]2)

W-d= do|gwolze AFE EE IDE Rp Ri%
dgsted A 3 DAvzRE $23% HID| R

R/)E wmsld g ze)

W-ql= gole]ulo) 2 :

AFE HOD||ReIRY) © 413 H(IDI|R&l|R:)

AZFo] AFaA HID|RH)E oA 2580
w-ql= do]Huwo|x — &u : HID|RY)

(Step 5 : ¥d, )

e W-d= doeuwel22RE 2% H(ID|RY)
E "o A HEe

g9 — ¥ : H(ID|R;)

Has &2l ID9) 9% AAdA AR RIE 9F
st AS 2 HIDIRA)E wmstd B-q= dlo]
Hulo|~& Q1F38taL AF AA THog zgHET

Z A
¥z : Ak H(ID||R:) 218 H(ID\RY)

KIS
?

2 AR st Queryst @7 dlzol Al
R & AL¥09, 9238 HIDIR: |RY), Ri2

g ok 2y ‘3}% AelA FFe 7t Query,



314 ZEXZ=sl=2X C AM12-CH X3=(2005.6)

Re2 A$shes 4$ 2499 gaz /M 23 JHID|
RilRY), Ri'E z
AR HID|Rg "|R7), Rig: 253 FA0] Brl53).

4.3.2 AAE T o kA

g At Queryst &4 thfi}% W Rpe o Al
Auict @ty g2e elae $9 HIDIRARY, BRI
ul AlAdwict wiyjojol it AX, FAAE RAOR FE
3 H(IDIRRIRY), R7E ©& AAdMEe $Hoz A4
T gleng AddE ZREZL AMS FA gAY,
T3 ZZEIN FAAE B DS & 4 gonz
o) AAvic Wake Rpol etd A9E 9 H(ID|Rz
RA)E AAse AL AR %7}%8}1?}.

m[m

4.3.3 EAE BN3} 9x] 2 glg okAA
.]
o

33 AL Hu2 MR zl Moz uHH Ry
g "adA dssee gt ¢F R $AAE ¢
F 9 IDE ol g3t u) MMttt Wats &9 H(ID|Rx

|rRF)E A4stee FAE AR 02 $50 55U
ad o RAAS BEY F 3

S 227 g7 Ry R'E E%s}ﬂi g AR
Rr=H(keyl| R |Rp)7} o9 elzel o)) A4Y AAA &
&tk 28E2 FARE EQY X By

29 YAE 753 5 Aok

B % A¥ IDE

pass
o
2

Wi 348 AT 5
o

Aol glomg AAuict H)7} Wae #4 7 D WY
Z2EZAA B 7hsd dolHuolae AR FHLS 2
ojutA Bt

<E 3> A Z2EZY AAE 7€YY RFD 9F
7193 vwste] veld Aotk <E ol Z2EH] ¢
A AR k= disto ‘dEP(d) S 2AdTE AL
vol dojo] g Bl19 SHLZRE FAAM} g1y A
A IDE ¢ & §ou, skt glart 742he] d9F AAdef
A MR GgE ¢S ez oI NE UE el §
A3 Blae] 9% AYL ¢ F dE Aot JHEE
Z2EZo] 93 AR =9 Udte ‘duAd(eh s »F3
A &v AF, TEAS "y AA DY Blart 4749
AF xﬂ/ﬂoﬂﬂ N2 gE $8¢ YR o $HE F
g Bzl 93 AYL & F Utk WY, T2EFO]
2 AR Fd dFd AEACH S EAtEs AL g
o] Ao 3 glao gHorRE FARAS) g1 A
A IDE B2 "Har Zzbe dF AAdA Az & %
& e A4S o AR e $Hol 54 o 9%
HEE & glv ASolth amEE ZREZO]

n

B wgol dste] qYACHE BARA Gt 4
$, 34 w A28 4l D= & + AL Ak A
Z AR N2 BE $8¢ de A% oJuE Az
g0l $UF o] 9% AYL ¢ & Uk
OJ% AgEY Bae) A% Aot AREs 4
% D B 7PEs ANE B4 7% D ¥Y Ee A
ok »Mxl DlMES el e 9% Buvt 13
Hol glomz Ar F% Wel FHo| B HolE Mol 9
AR Ao thse] s,

ol

>}, m[

ofN

(B 3 7|E 7|HED Hiot Z2EZHL| oMM H|W
5 Nd€E
3 &+ e
As-a| FFE aa-a e o) WA 1 e
7% 719 A7 ¥y l:ﬂ“:ﬁo:l TEEZ
7149 o1
2F 34 X x « » 5 5
AdE 33 x x M 5 5 5
e 24 27 x x o o o 5
9= | ABAED | > x o o 5 5
=1k
wa| 9@ | . | o | « - -
Efﬂ ‘gg o o o] e] o) o

O @ ¢rA, x @ FHeF

A ZLESE (1)~ 32 tﬂa}@ °PX*3}“:?——
=37, 554 847,

Ad Z2EZAA Hae @4 @5 e FdsE
2 Azt Baold Fdslel Ao, g% A4 B 3
fe) A4 ¥4 e FRER A REE aX g

ez ez we) AdEes A sYo FEY n:
159 34 A4 dawe $Rsne A 7dol Fhsel
. E# d-d= dolE¥olat g AFEr] A -
d= dolguolad] A3E BE B Do dste 2tz
159 a4 g5 Aue SRR B2 AF FHA
gryer HALDAT go g4 F5 ANE FR,
g7} W-d= dolEuolag AFE £ Yk AF AR
ARE 99 139 F4Q A4 AN FRP )2 F
Fetw w-d= dolEyolak PgHos HZDAT

1 39 #4 g5 die AdF AAnit Fdsing ¥v-d=
diojeHjo]2e] A4t B2 Ao AAZ 34 I MDbE
ATZEJO]H R FEE 735 Intel® 90Mhz Pentium 2=
A Ao 325Mb/se] date] 7bsstil[l2], st=doiF oz
T8E A% CAST Incd AEFY ZS 307Mb/se] ditol
7hestE2[13] W-<l= doleMo]2e B2 ¢t gug
I 1%0F H1 AFE 7Y 7 M‘:}~

AF AN L7HE ABE Agsr] 4§ vugdF

2E 4 5 AN ARt m = n = T BT,



=4k HIOIEHIOlA =EU =

B2 ID, key® AR3}7] $1a u|Ee} ol MMM
Y B RIE ARy 99 jmES 139 vz
7v gasinh gy #-d= dejgdel~E 7t 819 ID
& AAsty] A8 ¥ 1) 7 jHEY wEert et

A Z2EZY 84S 7|€9 RFD % 7IHEH
Hlagte <F 4> H3At A ZREZY TS
7129 RFID % 7IHMEd A#RHo= H|wshy| st
B2 Ao AMEEE HY AW ID, Sy, keye EF HIE
g AAdstn AR 4 F5E H {0, IJ — 0, S
7AAEY, =g #4 78k ID 1Y 71¥olA TIDS LSTE
#7 Ligt e

(E H I 7|HED Mot Z2REZDC] g8 H|lI

HEe (1 E) AZE(3) R
Hele)
H)olg] dolel |,y
F- | o |+ s o . B ~
. EE
M-S I R PR P e
WHLI T s e @] ©
71 2/2)
- ER S
Ad || 2 |AH wEi2| - CER o
714 /2 x i
a4 G5 AA
L. S R IR 1
D e 3 & (&l g4 13 - $49 w4 x
714 3
kR
e 5 .
2= 2 Fs
A |G| 6 A B2 T A 2‘“ x
w3 N
7%
A T
P T I I e |
R CE | I I o
meed D e

Aetsles T2EZLE wAX 4 HAE H3 gl 1)
T 2709 g /A2 e &4 71D ¥E 7
g 829 D7} 2R =) 317 wWFel vlejeH o
1% 1709 uro] Hasith aejuz dlojg o
ARZFL &4 7jdt ID WY sPgRy o ¢ o =
o ZZEZL WYHE IDE AR P FUF HIOlEi
Hiolz=ol EAE 7Hgsa JE 4] VIt ID ®E o
U R8s+ Jidt ID vE sidge g8 248 delH
Hlo)27} E4dte FHAHL 834E HEd 5 o=
Fde] Sl

dE& Eof, 7FHAENZANA TVE FA et 7HA34,
TVY 7144 Z38te dg& A2 fsiA TV 22
d eas ga 7hd el gufAgr doleuo] e Hé
glopd Aoty zEx Fg TVZE % ¢ H$ ASAH
A= TV ASVIES %353tn FH] &8 AF37] $
g AzAFY AS dlolguo] o] Hisop & ﬁolv}. A
Z2EZ 2% ¥ ¢9F AR IDE 1Y Ho] gle=

Malot Challenge-Response 7|Eto] otMst RFID o158 ZZ2EZE 315

2 ofdg B4 dolHuHo] 2
U D7 A&AH ez AAdE 4 719 ID ¥9F 7oy
Mg 84l 71ek ID B 79 d¥HE DE AL

QE KA dolHHo| A7 ESAsor Frt YRR HA
g AUz A oEen, gd A3 AdedA
H dolHuols AdFdE Bty ZE o) disg
o dolguo|2ar} fdE ARE FBE B9
& Auj2g A AsidE B ddel, 27 Ms}v}

58 B

RFID Al2=g2 FuHlAHL HFE #3& 43N +
Qe 7leR ¥e A7t JFHI gloh T2y RFID A
2o 2F 94 A2 ALY dIY B okyz gId
oA Hal EAE TAANZ 5 Ao oHE FAE
d4st7] sl ABAA AR ZElolWAE REF
e Wl E A7 JAH] gon e At
g B¢k 7IHELS N3] A AP AL Y
o A fHAES 3730 HEsrlde B2 #AME
7HA 2 glet

>

F

l

E

2 =2dME B2zt dueiy S G2 FE A
2% @58 e o) Adeig ge $Ee A5
AEE FozH FAR AAF ¥4, &3 §4, 94A
F2 5o kdd Q15 ZZEZS AMEA

Agthe TREZY QAT AR ol 4t
oje{Hlo]~ AL mEstn glom {H|HE 2~ AFE &
7 AdE As et 28 7 & AR JdEn:

28

[1] S. AL Weis, S. E. Sarma, R. L. Rivest, and D. W.

“Security and Privacy Aspects of Low-Cost
Radio Frequency Identification Systems”, Security in
Pervasive Computing 2003, LNCS 2802, pp.201-212,
Springer-Verlag Heidelberg, 2004.

[21 S. E. Sarma, S. A. Weis, and D. W. Engels, “RFID
Systems and Security and Privacy Implications”, CHES
2002, LNCS 2523, pp.454-469, Springer-Verlag Heidelberg,
2003.

[31 S. E. Sarma, S. A. Weis, D. W. Engels. “RFID systems,
Security & Privacy Implications”, White Paper MIT-
AUTOID-WH-014, MIT AUTO-ID CENTER, 2002.

[4] S. A. Weis, “Security an Privacy in Radio-Frequency
Identification Devices” MS Thesis. MIT. May, 2003.

[51 A. Juels, R. Pappy, “Squealing Euros : Privacy pro-
tection in RFID-enabled banknotes”, Financial Crypto-
graphy’'03, LNCS 2742, pp.103-121,
Heidelberg, 2003.

[6] A. Juels, R. L. Rivest, M Szydlo, “The Blocker Tag:
Selective Blocking of RFID Tags for consumer Privacy”,

Engels,

Springer-Verlag



316 HEMIED=FX C M12-CH X3=(2005.6)

Proceedings of 10th ACM Conference on Computer and
Communications Security, CCS 2003, pp.103-111, ACM
Press, 2003.

[71 M. Ohkubo, K. Suzuki, and S. Kinoshita, “Hash-Chain
Based Forward-Secure Privacy Protection Scheme for
Low-Cost RFID”, Proceedings of the SCIS 2004, pp.719-
724, 2004.

[8] D. Henrici, and P. Miiller, “Hash-based Enhancement of
Location Privacy for Radio-Frequency Identification
Devices using Varying Identifiers”, Procedings of the
Second IEEE Annual Conference on Pervasive Com-
puting and Communications Workshops(PERCOMW’(4),
pp.149-153, [EEE, 2004.

[9] mCloak : Personal/corporate management of wireless devices
and technology, 2003. http://www.mobilecloak. com.

(10] #aF, ol5u], o]%E, 4F<, “FulFel2 4 Low-
Cost RFID ¢1%5 ZEEZ", IZAHBRSLE SHAHER
Zot&i3 =53 Voll4, No.l, pp.109-114, 2004.

[11]1 S. E. Sarma, S. A. Weis, and D. W. Engels, “Radio-
Frequency Identification : Secure Risks and Challenges”,
RSA Laboratories Cryptobytes, Vol.6, No.l, pp.2-9, Spring
2003.

(121 J. D. Touch, “Performance Analysis of MD5", Pro-
ceedings of the conference on Applications, tech—
nologies, architectures, and protocols for computer co-
mmunication, (SIGCOMM'%), pp.77-86, ACM Press, 19%.

131 M. Y. Wang, C. P. Su, C. T. Huang, and C. W. Wy,
“An HMAC processor with integrated SHA-1 and MD5
algorithms”, Proceedings of the 2004 conference on Asia
South Pacific design automation: electronic design and
solution fair 2004, pp.456-458, IEEE Press, 2004.

o =2 %

e-mail : kwrhee@dosan.skku.ac kr
2004 AFBUSHT BRENFHHEAD

EELBIRREE
FQB}: FulAE S ANIEAD 1,
RFID x.¢t

° 5 7
e-mail : dkoh@dosan.skku.ac.kr
2003 ATty A REAFER(EA
20033 ~&dA Audistn g HF
EEEIENE
4l &ok : RFID H&t

3 FN|
= i)

e-mail : jkwak@dosan.skku.ac.kr

2000 AT gty ME7) 433D

2003 vt e WrlAAR
AFE TS AFEHITTHZ(AAD

20039 ~@A Ad@dista tiskd AF
EELE A NER

DA Rk dF dVIHUS/ZTREZE, FH

A~ Bt

2 &
e-mail : shoh@office.hoseo.ackr
19983 A ogtn AR FsuH(EAh
20008 AFodstn gEd A7)HaL
e Ty AFEFT AT (44D
2003d AFTUEn Y ANARD
AFE TR AFEFTEAFT(HAD
2004 ~ A TAMUEE AFEHFEE A
HREAF AYAA
FAPol: G GRAF/TZEE, fulAHS B

S

[om-]

e-mail : skim@ece.skku.ac.kr
1994 QBT HRF ST
1069 AEBSE oY HRFe

(HAh)

19994 AFIAAL g ARIED
(2p)

1998 ~2004\ = AH B SN ZA(KISA)
94

20003 ~ @A #FAREFEE =FAAY 944

2002 ~ EA FTHEEN7EYI(TTA) ITTAEE3 A7}

20048~ Agadss ARFAFEE 2ug

BB dFolE ARHIEFE ARHIAE B AvETF}
= Bokd B|7h PET

A5

[==]

e-mail : dhwon@dosan.skku.ac.kr

AgBdsta AxFTEI(EAE, A} E
Ah)

19784 ~1980d F=AAFAITY A9
a4

198583 ~1986 . U2 AU AYd
74

1988 ~20039  ATawistn meg, A7) AARAFE T
2 AREANEYE, ARFAVEIATLE, ATFHE,
A 8 H 588

19960 ~1998 FHE2d AR5 9Us AEAY

A ATodstn ARENTIR 15, FIFAHRR S 3
3%, AERAR ARREAZ/EATA S

AR : FTolE, FRO|E, AuREO|E




