378

1.M2

=1
=

HAEAGHE=ER]  ATES R 32 A 2 A A5 E(QHB5H

A5 44 AAAR A4 T8 2 Qe
(Spam-Filtering by Identifying Automatically
Generated Email Accounts)

ol A &7

(Sangho Lee)

2] u}

L
6":7 3 ©

of & =EdMe 7|12 29 WL FHF A=Y 4

BEth RS 24 JEY Aawe wdel Ao B EA ellA 25 dolEe

ZAlste] o] ol FH, HZTO 29 BHEAEL WY AMHlE QAT AFEe 9HY ARE

o] &3t 2¥-& walr] AlFEch o]FA YudE B3 AEEHE AF WY 5L B, o Wd

ol AFoz AGHI o At AHEAY wWd AFHA FL Ao]E Hlrh £ AFAXE o)HE

Zkste, wEAte] Wl ARl AF AHE WY ARAAE dF3tn oF T =& FHP
ot dd ARE £F73A0] SAsME Y A EANA AHEEHO 2 AR EHE ol&dyen,

MY AHle FA2FE £ F 216 WY dd ARl A 43tk 48 2, 963%9 3%E

< HeEhiglen, 7)& A2g3 dFste] 2 FH 28e FHIE 5 YT

9= - HE A, 24 BEY, 2 Eg, oMY

A7 A% A2 BH
o
&

9.
=
NeR
o

Abstract In this paper, we describe a novel method of spam-filtering to improve the performance
of conventional spam-filtering systems. Conventional systems filter emails by investigating words
distribution in email headers or bodies. Nowadays, spammers begin making email accounts in
web-based email service sites and sending emails as if they are not spams. Investigating the email
accounts of those spams, we notice that there is a large difference between the automatically generated
accounts and ordinaries. Based on that difference, incoming emails are classified into spam/non-spam
classes. To classify emails from only account strings, we used decision trees, which have been
generally used for conventional pattern classification problems. We collected about 2.15 million account
strings from email service sites, and our account checker resulted in the accuracy of 96.3%. The
previous filter system with the checker yielded the improved filtering performance.

Key words : pattern recognition, spam-filtering, decision tree, e—mail
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