L A&

3GPP-WLAN(3rd Generation Partnership
Project—Wireless Local Area Network)
interworking[11> WLAN UE(User Equipment)©]|
OJek 3GPP AJ2E] Hjof Al Abdo]-gah AR Hte
oJu)gtt}y, 3GPP-WLAN interworking®| &
3GPP AHI A8} 71558 WLAN A2 2Hg o5 214k
SO RN 3GPP Alado] A AN V&R
WLANS Heb#o R o]gshe= Jlojty. 3GPP-
WLAN interworkingol| 4] 3GPP AAEIS] 7|55
WLANS 53l 4= 3GPP A AE Fall AMg-E oA
o Ut 3GPP-WLAN interworkgs 18l tf=2-2
6714 Alute] L5 arefRitt,

(1) Common billing and customer care

»or
flo

(2) 3GPP system based access control and
charging

(3) Access to 3GPP system PS based services

(4) Service continuity

(5) Seamless service provision

(6) Access to 3GPP CS services

o] oAl AlLpe] L 1~32 Release 6014 1Le]s}
AL AUl Q 4, 5 BF9ol arefE Zlol}, 3GPP TS

23.234 Release 6°] A = 3GPP-WLAN
interworkingS 13 3GPP A|28lof A tf2 2714
ek =l
- 3GPP Al&RRE Faf lEEal HgHio] wojx|
+ WLANZ} WLANO] vl2 d4¥ 24 [P U E
AQIE YD E 2] HAAE A3dh= WLAN
Al Q1S gt
— WLAN UEZ} 3G HIER=L, 719 QlEH, QIE
Ul 22 o TP VI EQ AR ] AdS dAlsk=
% 5h= 95 TP YEY A A
Al 2 39 A9, @ TP U ES|AR 0] HA| A
WLAN WAl Q15 HRkiofo] 7|54 o ® S7]4]
ojojof gt} 1g|uk 3GPP WLAN interworking
A LFoll A Q5 TP HIESTRS] A= WLAN
HA 2, 91, HIHEo]7F WA] QbR o] ot 7
dfjof stth, PDG(Packet Data Gateway)”} 3GPP
PS(Packet Switching) Domain 7|8F AH|AE 223}
ok 915 TP UEQARE] ANAE A3l Al
9 2+= WLANC 2HE] QIE[U/IEZR 0 & O] 2|3
23] AANS AlFgict,
& Ao A= 3GPPOIA EE /iR $Ql WLAN
interworkingo| A& Hel7|&S EASITE A
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2. 3GPP-WLAN interworking ¥.Q}
7R} BekEA

3GPP TS 23.234[1], TR 23.934[2] Ao A= 1
g1, 29 2, 29 39 37[4 3GPP-WLAN

interworking 2t% W4l A|A|SFaL 9t 19 19]

Internet/Internef

......

1 3GPP Home Network

—

A W7 non-roaming A% A4 & Y E =7}
NA| 2 Aojet Bd A4S AYXITE 17 29] 3GPP
& UEYAE S8l Ale=e= 3GPP PS 7|8 Au]2
Az 2Y A F U ERA7E AA|A Alofo} BlE A
A AAAH, B B UEYAE Sl 2h
EFt), 119 39] 3GPP Hht UIEYAE &3l Al
3GPP PS 7|4t AfB|2 bz Mo Al A2 Ao
2 HIES=C] osf syw vt Bl Ao gt
B & UEYAREH #4ld JHE o850
3GPP proxy AAA AHo] ofsff aiFch W Y
=8 PDG7F Bd Aol Zofgitt,

fr e

il

| WLAN Access Network \
(with or without an | !
intermediate network) !

UE

Wg E
Wm

WAG I

| | packet Datla

Tip Gateway i !

2 1. Non roaming &fx= Z&
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Internet/Internet

: :
1 :
H 1
3 !
i : L 3GPP !
. WLAN Access Network f T :
' . . ! ' Proxy AAAR '
i+ (with or without an H .
' intermediate network) ' '
: LowWno o !
UE ' | ' :
‘ ——f—+1  wac :
! 1 ! T
i ! i !
e : (S DU :
T Ws
e e e h
' i
3 3GpP :
' AAA '
| '
: Wp ——
: i p'Gr’ !
: T wx :
' i
' '
' '
Wu ' ‘ '
| : Packet Dat
f 3 Gateway % ‘ HSS ‘ ‘ HLR ‘ H
' '
| '
' '

a2l 2. roaming &x 28 - 3GPP £ UHIEYAE &3l HE=l= 3GPP PS 7[8h MH|A

Internet/Internet

' i
' i
' i
: : :
3 WLAN Access Network : } . 3GPP
! A N | ' Wm Proxy AAA |
. (with or without an ' !
i intermediate network) ! '
: : T ; ‘ Packet Dat
| . l WAG I acket Data
! . 3 o Gateway
I ! jo} '
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1
— Ws
[ i
} 3GPP }
' AAA '
' .
' '
' '
' D'Gr’ 1 owx
' '
' .
' '
' '
: HLR HSS '
' i
' '
' '
' :

3% 3. roaming %X 29 - 3GPP WE HEYIE Sl MB=l= 3GPP PS 7|8 AMH|A
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3GPP-WLAN interworking®] ¥#=l= HES

=L 7§ A= ok A2,

- WLAN-UE : 3GPP interworking %242 ¢J3l
WLAN©|| %<8l= 3GPP 7}{)Ake] o8] o] &
+ USIM(Universial Subscriber Identity
Module)& ¥+t UICC(USIM Integrated
Circuit Card)}E 7H ©g7]olct, o2 WLAN
7F=0} UICC 7H= 2lHE 7H =B PDA &
o] Slrth.

— 3GPP AAA proxy : WLANZ} 3GPP AAA AH
Abolo] HbE Y ESAS fIA s =A<l
proxy 7|5 7WAI&, AAA BAEE SAZIT

— 3GPP AAA A4 : 3GPP 7}Ake] & HIEYA
°] HLR(Home Location Register)/HSS
(Home Subscriber Server)2HE JASAHEE
23]3t0] 3GPP 7HARE 95 5 WLANOJA
HgHto] RS Mg},

- HLR/HSS : 3GPP 7FiAe] & HIESIA0 $14]
sk, ZEQIAbe] gk 2152 7HY HlolHE 7kRl
WA o] e,

— PDG(Packet Data Gateway) : 7}F4A7} 3GPP
PS 7|RE AB|AE Algty] ffs) HAAsk= 7Y
Aloth. 3GPP AAARNE A1 JHE 7141

UFHoIsh T B S Ayt

3GPP-WLAN interworkings $J8t HoF QAL

- 9158 Ax=-85}(challenge—response) LZE

zol 7IRksoF sal, gmelsol AeEojof o

i)

e ER A5
security credential> UICC T+ SIM
(Subscriber Identity Module) 7F=of QFAs}7]

%t long—term
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A7 ofof ghe,

— EAP SIM[7]3} EAP AKA[6]7} AAA Aw{e}
WLAN UE Lol ofsff ] &fojof giet,

— A1 3t AREAL dlo|E & B3 a|of gt}

— AREA} Al zetoHAlE Alyrsfiof gitt,

- 7FIA = Ao WLAN A A9} 7o 4229
QRS 7hA{oF Rt}

— 3GPP interworkings 13 WLAN Q1% ##

S Aol USIM} SIM 7|4HF HA| A5 9Jjt

Ol o 42220) HORS: AFsfjof g},

— UE 7HA] Eldol disf dloje] &4 15 7Y

3, A g0l AlgE ofof gt

3GPP TS 33.234 3% AolAl= WLANZHE]
interworking 7dollA th2] HQFS/d(security
feature)E©°| Al&-=olof ghctar A olslar QlrH4l,

(1) 7tUxtet WESHZTS 215 % SA(Security

Association) 22|

- WLAN-UE®} 3GPP AAA AH Alo]9] WLAN
A& 1S A1E T EAPISIol 7]4tsliof 3t
ct,

— WLAN -4 QlEjH|o] 2 4Fo] HA| A AJZ1E S
IEEE 802.11i 3£5=[8]& ufetof sict,

— WLAN A2 YEY =9} 3GPP AAA AW A}
o|o] N~ ol Al1dHL DIAMETER[10],
RADIUS[9] 2 EZof 7]5tsfoF gict,

- UE 7jAl Hdo] 474 of UE?} PDGE| + S5

FoQlEsfof etk =3k BE A E

Soll A= vlolE o] 7u g A B

AHEER= SAS Ao i,
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(2) WLAN HMIAOA ZHOIB(re—authentication)

— WLAN 802.1x/AAA A5 WLAN-UES}
AAA AW Ato]of A g FlTt,

— 3GPP AAA server:= E4 oJWlE ®
0= 802.1x/AAA ARIS TS WA
ct.

- EAP SIM/AKA A215 Aol U E A}
WLAN UE X504 S-& E|ofof Fict,

2

+71

rir

ek
ol
52

(3) AFXE A2 Z2t0[tHA|

— AREAL Al oA (A Gt ZFIAE
ID(IMSI(International Mobile Subscriber
Identity) ® += NAI(Network Access
Identifier))& Bo-= AEdt= Ae Hsto] =
AA7E AR SAl AAe ATt AR A
A = QA Bk Aotk

— AAA Au|7L AgAdsto] QlEaH Sofl WLAN UE
of Al Fuigt JA] ID 4= pseudonym®] A
7|rsto] AlgEct,

(4) 7194 5
- AU 2004 7]WA BHE 0 WLAN AN 9=
Aol 7188 Hart @t & Y ES s
WLAN ANOJ7| key materials A5gh = 2l
of gt
— Ay @ 304l 71UA ®HE  UES PDG At 2]
EES Sofl A= 1P 719 7S et

% glofof gt

(6) R84 £
— Alupe] e 204 AN HE 0 WLAN AN &3
AZolA 24 Koot a-Hl & UESAe
WLAN AN A key materialS A58 4= Qo]
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of g},
— Autele 3004 71WA B3 1 UES} PDG Aole]
HUS B8] ATl [P 9210 RAKNS HET

% gholok gk,

3. 3GPP-WLAN interworking ®g}
HAYE

3.1U51 7] 2A|

ekt ol5g 93t long—term secret-S UICC T
L SIM 7FEo] ARE AL st E o)A
UICCe] 7Rk ALeRIehSIMe] 495 wl5:sh]

)

(1) USIM 718t WLAN HMA Q1=

WLAN UE7} 3GPP Au|2:of HA|2517] fisf ¢l
S 7] RIS WA ehRslof gttt 3GPP <
FA]of| A= USIM 7]5ke] WLAN A2 9158 117
49} o] 31eakal itk USIM 7[5t Q158 EAP-
AKA(Authentication and Key Agreement)[6]of
7IRksto] RSt o] =gy T},

1. WLAN 7] AH8Ste] WLAN UE®F WLAN
AN(Access Network) Afolof] 9142 AAskct
(o] F-E-0] 3GPPL] ¢ gro|h).

2. WLAN AN-S WLAN UEo||7]l EAP Request/
Identity HIA|AE A&3tch EAP 3§72 WLAN
7150 2RES Yol fsEo] WLAN <l
Fo] A Ao R HEEr)
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3. WLAN-UE+ EAP Response/Identity WA A]

£ 43t WLAN-UE+ RFC 24869 HA] 9. 3GPP AAA AH{i= RAND, AUTN, MAC
H NAI(Network Access Identifier) 222 o} (message authentication code), protected
2= 419 ID(Gdentifier) XS A3}, pseudonym, re—authentication ID&
NAI= o]#9] Ql5agoll A WLAN UE|A ¢ WLAN-ANe] 4 EAP Request/AKA-
FH YA ID(pseudonym) E= A HA 9150 Challenge "l Al A1 2 A &3t re-
authentication 1D9] 52 3GPP +9A 4

749 IMSIE ZF3IHIMSIZAE NAT 2290
3l

A3t IDE A/dsh= 2 EAP/AKAC] 4 o|x] o) oJE3it,

o] qlth). 10, WLAN-ANS  EAP Request/AKA-
WA Z]i= NAIO] realm F-8of 7]uksto] 225t Challenge WAIAS WLAN-UE|A A43t
3GPP AAA A= 2}eEHL 2kl Hee o},

Sh B o7 AAA A (proxy) S 3K 4= 11. WLAN-UEE USIMo|A UMTS ¢alg]s5s

= ek
. 3GPP AAA M= 7I9iAL IDE E9¢ EAP
Response/Identity %1 44151t
.3GPP AAA MM = =4
EAP-AKA Q1Z& ojal 7lolz2 1
3GPP AAA AU 710IA1E o8 Bharls
ARE-SEA] 282 %15 #E| (authentication

AAREC ARSI o

ko

vector)S 7FHA]aL 8l

< 2l e fl= 2L 913 WE S

HSS/HLRERE 7}1x 31 21}, oA IDEHE

IMSI=] o] 278 S ek

. 3GPP AAA AH]= 7FYARS] WLAN A2
2a}ol (profile) S 7HA=R] HARsHE 742 ¢

=
A%,

e

S=8sth3]. USIM> AUTNe| geehA] H5
sto] Y ELAE Q153 AUTNo| #-72ks}
o, avlE S
number®| 57]7} 9] vk, W)= 57
3} AaE Mg AUTNO| A ehstobd,
USIM RES, IK, CK& AAkelct,

WLAN UE+= Al K9} CKEAE a5
Z7}4¢l keying materialS w3k} /\Hiﬂ]
=¥ keying material2 4241% MACS:
s,

protected pseudonym©] <=
WLAN-UE+= vj2je]
& ARt

7153t} sequence

OYN :|o

REEEE)

155 1380l pseudonym

o=

0¥, HSSEHE ZaadE Mg, 12. WLAN UE: M 2$ keying material® EAP

3GPP AAA ABI= 7}IA7F WLAN Au]2 A} WA o ek MEe MAC 2 A4k

S-S 7pAl=A] Akt WLAN-UEE A41% RESSF MACS 3+t
. MEZ keying material®] TKe} CKZF-E| EAP Response/AKA-Challenge MAIA|&

L ¥t} o] keying material> EAP-AKA©] ¢ WLAN-AN©|A| 53t}

o @ b2 271491 keying material©| 13. WLAN-AN EAP Response/AKA-

w01 4o ok, A28 pseudonymo] Al
glr]o] WA E keying material AREslo] 1
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3GPP
AAA-serv

1.

2. EAP Request/Identity

-
~}

3. EAP Response/Identity
[NAI based on a pseudonym

n or IMSI]

[+ ]

5. EAP Response/Identity
[NAI based on a pseudonym or IMSI]

|EAP Request/AKA-Challeng¢
[RAND, AUTN, Next re-auth id]

MAC, Protected pseudonym,

10. EAP Request/ AKA-Chall
[RAND, AUTN, MAC, Protected pseudony

tnge
m, Next re-auth id]

]

[RES, MAC]

12. EAP Response/AKA-Challlenge

(]

13. EAP Response/AKA-Cha
[RES, MAC]
15. EAP Success
+ Keying material
16. EAP Success
— —

St 9l

J% 4. EAP-AKA 7]l 7|gHst

D
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14, 3GPP AAA A Al M
A1E RESE XRESEF H] 3kt

15, l= HAE A6, 3GPP AAA AHl&=
EAP Success "A| X]% WLAN-ANof|7] %
sttt oh2 371491 keying materialo] A4
HAThH 3GPP AAA AHME 9] keying
materialS 7|8Fo] = AAA L2 EF WA
of 3EFA| 71Ty, WLAN-AN-2 9155 WLAN-
UE®t §4lol AH&sE7] 918] o] keying
material-& AAFeH}

16. WLAN-AN2 4342l 9155 EAP Success
AR 2 WLAN-UEC|A] &#lct, o]A] EAP
AKA nglo] AuAoz Ad=Ela WLAN-
UE®} WLAN-ANL keying materialS -
gitt,

(2) WLAN AN AOA tHHE RIS HIALIEZ
Sapgell RIHsHA aiwofof g AZAH AL

%X} TS U w2 U ESA FoE e 4

A1 5 (fast re—authentication)S

EXe goﬂo]u} upeba] 2 9ls g2

omg W

5= Z o]

i1, 3GPP-WLAN mterworkingoﬂﬁﬁﬂ 52
1% 59 go] FAkR,

(3) UE 7HAl B2 2F HAUSAILZIL 3)

- WLAN UE®} PDG+ IPsec SA(security
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o3| IKEv2[11]S ARE-3h

association) A74&

|
9
s
[®)
e
ol
flo
S
ol
e

A5 7 3717) AT

- [KEv20] 4] EAP- AKA7P WLAN UEE ¢l%3}
7] S8l ARt
— [KEv2E 98l oharo] r2utdlo] ARg-E|ofof 3t

J 1 128 H|E 7|5 0|83 AES CBC =
= A7) 0 AES-XCBC-PRF-128
3 -XCBC-MAC-96

(1) AlLt2IR 200N 7|2 dat 2N 7 LS

2 AS 718 WAUSEY A MAUSS
3GPP2] WH¢| "roltt, WLAN A 7A%o| IEEE
802.11% AM&3HH, IEEE 802.1119] 7WA wlAUZ
A wlAYFo] ARgEojof gt HA AlS 7]
Wt F24 MAUSES Y8 key materialo] vk
E] A47] MSK2YE ojg7 3= [6lell 71
&wo] Qlch Eak MSKe| A4 AT [6lef g2j=o]
oh;]..

AR

b

(2) AlLt2|2 30l 7|2MDt 2HN HAHUS

UES} PDG Atol] ElES F3l ddEl= 1P 97l
o] 7|UAz} FAAL Psec ESP 12]011 olaf HEF
t}. IPsec ESPE 918l th&2] szeutlo] ARgk|ofof
i},

- 7|4/ 128 H|E 715 AFS3E AES CBC &=
- 244 AES-XCBC-MAC-96
- Bg =7} AlgE|ofof s}
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WLAN

1. EAP Request/Identity

-
%

2. EAP Response/Identity
[Re-auth. id]

-
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3. EAP Response/Identity
[Re-auth. id]
— P

4. EAP Request/AKA-Reauthenticqtion
[Counter, NONCE, MAC, Next re-aufh. id]

3GPP

<%

5. EAP Request/Reauthentication
[Cdunter, NONCE, MAC, Next retauth. id]

-
<

6. EAP Response/AKA-Reauthentication
[Counter, MAC]

-

7. EAP Response/ AKA-Reauthentidation
[Counter, MAC]

8. EAP Success

A

9. EAP Success

A

— —

— —

12 5. EAP AKA tit2 xiels

3.3 YAl ID(temporary identifier) &z

A ID E+= Pseudonym-2 Fosld IMSI e
2 B olE flell 1284 7]1E 71Xl AES
(Advanced Encryption Standard) ECB(Electronic
Codebook) M E7} AMG-HITE AES ECB 2 E ¢fo%}
2 03] 0] Lol 16 vlol=2) w47t B Hast
o

olet, H4-e theat o] FAsIc,

1. IMSI®] 7} digits ®&3}7] 93l 4H]ES o]%
5}o] Compressed IMSIZ} A4t IMSIe] 24
ol+= 15 digitE ¥4 ¥+t Compressed
IMSIY] Zoli= 64H]E0]il MSBEs WF 12
Agsto] A Jxict, =,

IMSI = 214070123456789(MCC = 214 ;: MNC
=07 ; MSIN = 0123456789)
Compressed IMSI = 0xF2 0x14 0x07 0x01
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0x23 0x45 0x67 0x89
2. Compressed IMSIo|| 8 HfO|EQ] W25 AAF)
© 24 Padded IMSIZ} A4 ),
128-H|E 17| Kpseu’} HasHs $lal AHS-H
o}, 49]o] WLAN AAA AJH7} A4 9JA] IDEY-
E] 919]9] WLAN AAA AH|7} ¢+t IDE Y53 =
Urs YA HER A HE WLAN AAA AjH
SUE HEYE 7R sk gtk 1Y

=°|

62 Encrypted IMSI A4S Bojsct,

Kpseu—AAAAAAAAAAAA1

AES in
ECB mode

Padded IMSEF——> —— Encrypted IJ

12! 6. Encrypted IMSI A

Encrypted IMSIZ} AAJ =M of2-0] BESo] o
ZA¥itt,

— Encrypted IMSI : AAA A7} QJA] IDRHE]
P IDE = UES

- Key Indicator : YJA] IDE F=AIZE AAA A7
Encrypted IMSIE 235.3)517] 93 243 7]
53 URE

- Temporary identity Tag : IDE& Al
pseudonym F+= AAZ IDE 3EA[S}7] ) AF
SEt} g1+ EAP-SIM¥} EAP-AKAE 918t
IDof| sl Hefof g,

<+ 6bit# <+ 4bit®{<+——128bits (16 octets)—>

Key

. Encrypted IMSI
Indicatpr

Tag

< 138bits >
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AAL ID Aol A vhA e} ThAl= floflA dE 2~
E8S BASES4 WO ZlE 7Hsgt AEOoR

wals Zlolth, s AEeo] Zo]7} 1380 0]

B2 4349 94| D] Aol 23 EAjol L A
71 dagi
4. A2 R I3 #2353 5%

3GPP-WLAN interworking= 3GPP AH|AQ}
71%5& WLAN HA2 g o2 sdsto 2 3GPP
A2glo] FA M A 7R WLANS Hebxo=
o]-&3}= Zlo|tt, 3GPP-WLAN interworking 2k
of WHE F73} AUYS 3GPP TSG SA(Service &
System Aspects) WG4 TS 33.234 &A1& 54
o2 35k Qlek. @A V6.0.0 A7} 2] 7]
23] Kb @ AR HQHEA] T1e| il AJEA ]l B
ot HIAYGES HoskaL glon 2 a1ojA] o] & A}
Als] 278t
3. 3GPP-WLAN interworking Hobof| ##s}
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A A0 R oy
- Wa e #HO]A(WLAN HA|l2 YE =9}
3GPP HIEYA Alo]€] IEj#|o]A)of et 91F
faso] ©gels] G oyuA| obe o] B of Q)
Elgjo] A B = 3k AlGH o AtElo]d A
=g
— HF-EES] WLAN 7|52 AREAE dlojeof gt
FAAS BEE AestEE, 3GPP-WLAN
interworking< WLAN 7]&of oJaf Al3%+=
BAAS HoE o] &sfof ghet, whebA HaA S
HT gapAete] o] wfojof glt),
— WLAN interworking AJH]Z2of oA As}7]
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3l UICCE g2ket WLAN UEE o8] Ee2]4<l
AAEREE] 71EE 4838 H2)2F WLAN oHA|
25 Awsts AAE 7eHoR Rk
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ST T AGA 0 R olqtE o] o],

- UE 7WA] Bld S f1gh B AU S oA
3] 2k} Folot, IKEv29] A legacy VPN &
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gof thsiAe AtE Zolr), o]e} Tt
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