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— IPsec Core Protocol
D> ESP(AES, 3DES), Pre—shared Key IKEv],
ete.
AS22M A 52
— Basic Communication[Pre—shared Secret,
Main Mode(+417h)/Aggressive Mode(F-541
bl
> Psec :
Protocol : ESP[RFC2406]
ESP encryption : AES with 128-Dbit keys
in CBC mode[RFC3602] and SEED
ESP integrity : HMAC-SHA1-96[RFC
2404]
D> IKEv1 :
Encryption @ AES with 128-bit keys in
CBC mode[RFC3602] and SEED
Pseudo—random function : HMAC—-SHA1
[RFC 2104]
Integrity : HMAC—-SHA1-96[RFC2404]
Diffie-Hellman group : 1024-bit MODP
[RFC2409]
— IPsec Communications with Manual Key
D> TPsec/IKEv1 Communications
> TPCOMP. Communications
— IPsec Fragment & PMTU Discovery
D> IPsec Fragment/Reassembly Issue
> [Psec Path MTU Discovery
— IKE Proposal Exchange & ID Type
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> Phase 1 Multi—Proposal Exchange
> Phase 2 Multi—Proposal Exchange
— SA Expire & Re—Key Issue
D> Re—Keying when Lifetime/SA Expire SA
Expire
— NAT-Traversal
D> Packet Fragmentation Problem with
ESP-UDP
— Hub—and—Spoke VPN
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— IPsec Tunnel Capacity

> Tunnel(phase 1, phase 2) setup rate
D> Tunnel Capacity
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