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IP F4F W33E TCP 9428 A & g A Fgo) A
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& AH§ S
<E 4 21 %Y DB AF <ugE

memset(object path, '\, PATH MAX),
#( Sec'0S_Check Base(dentry, SECUOS_WRITE) > 0 ) {
sprantf{error_msg,mdir error no permission
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}
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_.304_



NAE 2lAA0 IS 82
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QE P s IP BiHCi &l
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|
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|
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|
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Holxd HAAY AEE Jwoz HTF IPE FH3HA AR
A2E oy 2EolY. MTBSE ZA $HIA Capture B E,
n}7) Write 28, 7173 3R Send REE FAEY £, &4 BF
e 52E° IP F48 AFer] 9% DB £4¥ MTBSAA
AE 29 FAAL] ABE &7 ¢ AMR(Alert Message
Report)o] &A1&t} 219 8& MTBSY 2§5& Yedch

6. AXF dAUSE 23

6.1 ZALE A% 21 AR 53

Ay &9 o 219 ARE ez JPAE 9F4 ¥ 7
Ax AsZ F&d0, AL e AT AFEH QY29
8% Aws @ o] 21 U Adrhie ddT FId=2 A
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<E 5> He AN HA

555064 769 /bin/login 1 0 229841 769 /etc/shadow 0-0

555064 769./bin/logm 7 0 767060 769 /var/log/lastlog 0-0
391825.769./usr/sbin/sshd 1.0-229841.769./etc/shadow.0-0

391825.769 /usr/sbin/sshd 16 0.~1 10 CAP_NET_BIND_SERVICE 0-0

343198.769 /ust/bm/procmail 16 0 -1 10 CAP_NET._BIND_SERVICE.0-0
327938 769 /root/project/log_daemon/secuos_logd 16 0 -1 31 CAP_PROTECTED 0-0

2R} 1

A& B 3B dehl FE ARE ohd, nd
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A Design of Electronic Evidence—seizure
Mechanism for the Response of
Information—warfare

Park, Myung—Chan - Lee, Jong-Seob - Choi, Yong—-Rak

The forms of current war are diversified over the pan—national
industry. Among these, one kind of threats which has permeated
the cyber space based on the advanced information technology
causes a new type of war. C4ISR, the military IT revolution, as
a integrated technology innovation of Command, Control,
Communications, Computer, Intelligence, Surveillance and
Reconnaissance suggests that the aspect of the future war
hereafter 1s changing much. In this paper, we design the virtual
decoy system and intrusion trace marking mechanism which can
capture various attempts and evidence of intrusion by hackers in
cyber space, trace the penetration path and protect a system. By
the suggested technique, we can identify and traceback the
traces of intrusion in cyber space, or take a legal action with

the seized evidence.

Key words: Computer Forensics, Traceback, Information-Warfare
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