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Technical Approaches for Blocking Obscenity in Internet Video Chatting

Dong Uk Cho' - Ji Yeong Kim"'

ABSTRACT

In this paper an analysis of current video chatting situation and connection status is performed and a technical method to block the obscene
contents is proposed. Methods to shut down socially degenerate Internet sites are well known, which are essentially directory or vocabulary
hased, For the video chatting sites, however, dynamic selectivity is required as the chatting groups in a sites are all different and even in a
single group the contents of chatting may turn socially objectionable as time passes. The proposed method is based on the analysis of chatting
contents and selectively blocks the sound and/or video data streams. To prove the effectiveness of the method the experiments are performed

and the results are shown very satisfactioy.
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1. Introduction

As Internet has become a vital part of our day to day
life, the negative use of it has grown proportionally, evi
denced by the existence of suicide web sites, draft dodg-
er web site, school dropout web sites, and etc. One of
the fastest evolving Intermnet technology application area
is the proliferation of various chatting sites[1-9]. Initially
began with character type chatting, the service has pro-
gressed through voice chatting and now to video chatting.
The format of chatting varies many forms of combina-

tions such as one to one, one to many. Originally started
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as a convenient communication means, the Internet chat-
ting has become one of the most vicious tools leading to
many social problems and crimes. The biggest problem
is that our under-aged society members are defenselessly
exposed to obscene video chatting and enticing means
leading them to offline delinquency and degeneration{10].
Further, the number of chatting participants are ever
growing. This still remains as a technical problem. Only
obscenity in video chatting has been noticed in the press.
For the pornographic Internet sites, social issues have
been raised and technical measures to block them are
known, which are directory and vocabulary based. However,
the same method can not be applied to the video chat-
ting sites because the sites need to be blocked only
when they turn obscene. The objective of this research
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is to develop a technical measure to selectively turn the
chatting room off only when it becomes obscene. We
survey the chatting situation, analyze the technical aspect
of chatting process, and propose measures to screen the
chatting participants for their adulthood and the contents
of chatting for their obscene nature.

2. Video Chatting Situation and Analysis of Related
Works

The technical advance in chatting to the video form
has caused the change of the nature in chatting. While
video chatting is vital in exchange of useful information,

it has also introduced proliferation of hardcore porno-

graphic chatting sites. (Figure 1) shows only one of.

“moderate” contents currently exchanged in these chat-

ting sites.
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(Figure 1) An example of video chatting scene.

Others include video exchange of live sex acts, show-
ing hardcore pornographs, coercively inducing live sex
act, and etc. In these cases the chatting site operators
are actively protecting the obscene chatting performance
by forcing inactive or very passive group chatting par—
ticipants out of the process. It seems that the chatting
site operation is one of the very valuable cash cows in
ISPs’ business now. Our survey of randomly chosen 87
subjects on their 30's shows that wide spread exposure
and participation of the their age group in pornographic
video chatting <Table 1>.

{Table 1> Survey results of 87 participant on their 30's

Sex of Survey Participant

Male(55), Female(32)

Video Chatting Experience Yes (45), No (42)
. . Mostly between 18 : 00 PM and
Connection Time 200 PM
Below 1 hr.(24),
. . 1 hr. ~ 3 hrs. (9),
Chatting Time 3 hrs, ~ 5 hrs. (3),
Over 5 hrs. (3)
Invitation to Offline Meeting Yes (21), No (18)
Request for Sex Yes (13), No (30)

Offline Meeting after Chatting

Yes (13), No (20)

Have Seen Pomographic Scene
during Chatting

Yes (21), No (13)

Another survey <Table 2> reveals that some chatting
sites are actively arranging offline meeting over the

phone (“phoneting” - phone meeting).

<Table 2> Survey results on “phoneting”

Category Percentage(%)
House Wife 44%
Student 18%
Occupation Salary Man 14%
Entrepreneur 2%
Others 22%
Below 20 2%
Age Group 20~30 3B%
30~40 40%
Opposite Sex Socialization 34%
. To Spend Time 30%
Purpose of Chatting —
Curiosity 34%
To Get Financial Benefits 8%

We found that 8526 of the cases the entry point to this
socially degenerative process is enticing spam mails[15].
Also in 88% of the cases the chatting site operators get
the target spam mail address by using automatic email
address extractors[16]. Therefore hindering spam mail
operation by preventing email address extractors’ work-
ing mechanism is a major step in blocking the entry

point to the process.

3. Analysis of Related Works

Existing technical measures are for the obscene Inter-
net sites, in which a whole site becomes inoperable if it
is blocked due to verification that the site is porno-
graphic based on the results of directory tracking and

vocabulary examination of site contents posted. However,



these methods often fail when the Internet site operator
updates the directory and posed site contents frequently
to evade the measures. In case of chatting none of the
methods used for the Internet sites are applicable, ie.,
only socially objectionable chatting groups in a site
should be shut down, leaving the other good chatting
groups untouched. Therefore the techniques appropriate
for the chatting sites should be contents based. Also as
the techniques are contents based it becomes possible to
selectively block the sound and/or video signals. (Figure 3)
shows the comparisons between the existing methods

and the proposed method.

(Tabie 3> Comparisons between the existing methods and the
proposed method
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4. Obstructing Email Address Extractors’ Operation

4.1 Obstructing Email Address Extractors’ Operation
The basic mechanism of email address extraction is

shown in (Figure 2).

v~ 1.sameto nomlal web contact D
@ﬁ& g i —————

Web Server

2. transform HTML source
User of email extraci

program

] 3. extract email address
e -

B o et -
email@daum.net
-kisa@kisa or.\r

M, e

(Figure 2) Example of Email Address Extractors’ Operation

In this case an email address extractor program nor
mally visits a web site asking the web server for web

documents in HTMIL. format. Then the web document is

parsed to get email addresses by scanning “mail to” or
“@" delimiters.

4.1.1 Operational Patterns of Email Address Ex-
tractor Programs

A ‘simple email address extractor operation (eg. : Mail
Sea, Email Hunter) is through the utilization of existing
search engines such as Yahoo and Empas and extracting
email addresses by scanning the listed link sites. Others
(eg. : @Capturer and Email Spider) scan the email ad-
dress extractor's own resident computer's temporary
HTML files created when web pages are surfed. Since
this method scans every page of web documents, surfing
speed is slowed. Some are more systematic than other
methods(eg. : Mail Sea, Email Hunter). The first web
page entered is a root page and lower link nodes form
level 1 and on making them a tree structure. In case of
Email Spider, up to level 3 nodes are searched. Some
email address extractors scavenge bulletin boards. Others

are using agents as in web search engines.

4.1.2 Proposed Email Address Extraction Obstruction
Measure
The method we propose here is not to present real
email address at the first time when an email address
request comes in through the hyperlink in web pages,
and to have some testing period against the requester
before giving out a real email address. A fake email ad-
dress is given out initially and the client’s response pat-
tern is analyzed. Only when it becomes clear that the
requester is not an email address extractor program, the
real email address is presented. The process goes as fol-
lows :
e Step 1: A generated fake email address, or id is
presented when a request comes in. (Figure 3) shows

an example fake id table.

HARPS
I CODB
EF GKL
MNQTU
VWXYZ

(Figure 3) An Example of Fake id Set
e Step 2 : The response of the client is analyzed. In

case of email address extractor program the re-

sponse has to be very quick compared to a human
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computer user.

o Step 3:To make sure that the requester is truly
legitimate, another fake id may be given out and the
response may be checked again.

e Step 4 : At this time the real email address is given
out to the confirmed legitimate human user.

In the above cases a set of formulae given in (Figure 4)
is used in generating a new fake id.

y1 = 8x; + 6x2 + 9x3 + 5x4
y2 = 6x1 + 9x2 + 5x3 + 10x4
y3 = 5x1 + 8x2 + 4x3 + 9x4
ya = 10x; + 6x2 + 11x3 + 4x4

(Figure 4) First set of fake id generation formulae

In the (Figure 4), x1 through x4 are the characters of
previous fake id and yl through y4 are characters of
newly generated fake id. When a new fake id is gen-
erated, the characters of the old fake id is recycled and
another set of formulae is used as shown in (Figure 5).

X1 = 23y1 + 20y2 + Byz + y4
X2 = 2y1 + 1ly2 + y3 + yu

X3 = 2y1 + 20y2 + 6y3 + 25y4
Xq = 25y1 + 2y2 + 22y3 + 25y4

(Figure 5) Set of true id generation formulae

In both cases modulo 26 operation is done to have al-
phabet characters. The fake id table may be periodically
refreshed by generation of new character set through a
random number generator, thereby tracing of the algo-
rithm becomes impossible.

4.2 Screening Process of Video Contents

4.2.1 Segmentation

To partition an image into meaningful areas, the tex-
ture of an image is analyzed. To extract the genital area
out of a naked body image, the proposed texture analysis
is based on the combination of the two GLCM (Gray
Level Co-occurrence Matrix) methods[17-19], ie., the
moments, which is very sensitive to any gray level value
changes, and the homogeneity, which responds to homo-
geneous gray level value changes, producing the fre-
quency distribution of gray levels. Then, the normal-
ization of GLCM and homogeneity values using the gray
level frequency distribution is performed. First, each Gli,
j] of GLCM is the change vector value d=(dx, dy) and

forms a pair of pixels with the brightness values of i
and ) and a distance of d between them. Now the total
value of the GLCM frequencies is distributed to the
GLCM elements, so that 3Glj, jl=1, which is used to get
the moment M,

N—-1 N-1

M= =20 =20 (i"’j)zc[i,j] 50

Now the normalized homogeneity H is defined as

H= N-1 Ni:l 255 — i~ 7l
=0

0

oz Glijl @

where i, j are the coordinate values of M+*N. Computa-
tion of H is successively done on a 4x4 window and the
values computed are saved in the arrays of [A] and [B].
Then an OR operation is performed between [A] and [B]
after the threshold value operation from the obtained M
and H for extracting target regions is applied on both
[A] and [B]. The result is the genital area extracted out
of a naked body image, which is projected into Y-axis
and the histogram formed is then analyzed.

4.2.2 Analysis of Histogram and Curve Fitting

As a result of previous operation([A] and [B]), we
now have a histogram as X projection, which is to be
further analyzed for the recognition of a naked body
characteristic with the genital area exposed. As the gen-
ital area of a human body of either sexes can be repre-
sented into a quadratic curve, curve fitting operation is

to be done for analyzing the x projection. Since we have

M+1 variables of {(x;,¥)1i=10,1,,M} the poly-

— = k
nomial expression P(x)= ,ZE) 2+% can be fitted to Exp-

ression (3).
d 2
E= Zom P ®

To have minimum values for o, @1,°**, @, Expression

(3) is expanded into Expression (4)
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where %; is X coordinate value and P(%;) is Y coor-



dinate value for the projection, and Y/ is the data value.
And ¢;(j=0,1,,n) is the coefficients of the nth order

in the curve fitting expression. To get the minimum value
of the above E, we have Expression (5) for j=0,1,-,n

aE M . n M .
=(-22yx/)+2 3 a/.va,-""’= 0
da; <0 F=0 -0

7

(5)
and we have Expression (6) for (n+1) unknowns of @;

M

n M
Da, nxlt= 2 vix/
P ®)

=0
which is further expanded to Expressions (7) through (9)
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Therefore the value of 2 is obtained by
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Similarly the values of @yand @, are obtained by
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Curve fitting to uniform distribution is done by ar-

ranging y = a+ bx to Expression (13)
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4.3 Screening Process for Acoustic Contents
Obscenity is not only based on the video contents also
includes the sound. In other words, another characteristic

of obscene chatting is the various sound generated dur
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ing sex related acts. Our proposal is to compare the fea-
tures from 2-D spectrum of the acoustic data out of
chatting site and the reference data prestored. The flow
chart of the process is shown in (Figure 6).

| Transformation to time series form |

v

[ Spectrum |
I

v > 2-D Spectium
| Correlation coefficient ]

Coefficient > 50%

Yes
Obscene contents

(Figure 6) Screening process for obscene acoustic signal

Any acoustic signal to be analyzed should be trans-
formed into a time series form and to a spectrum. For
this process we used Praat free software package devel-
oped by and downloadable from Paul Boersma and David
Weenink of the University of Amsterdam[20]. The fea-
tures of two acoustic signals are compared by computing
correlation coefficient using the following expression :

S'SY Amn— A ) Bmn— B)

wmon

(IS Amn—A)?) (I3 Bmn— B)?)

B on nwn o on

where Amn and Bmn are reference signals and A and

‘B are input acoustic signals.

5. Experimental Results and Observation

5.1 Image Contents

Experiments on video chatting images are performed
using an IBM-PC with a C language program. (Figure 7)
is a raw image of a female chatting participant with her
genital focused. (Figure 8) and (Figure 9) are the results
of area partition and histogram analysis. (Figure 10),
(Figure 13) and (Figure 15) are original images from vid-
eo chatting sites, and other matching figures are the re-
sults of corresponding area partition and histogram ana-
lysis. Obscene contents can be judged on the exposure of
genitals and female breasts. The histogram through the
curve fitting shows the quadratic curve. <Table 4> be-



1504 FEMEIES=ZXI D M11-DH M7=(2004.12)

low clearly matches the results of the analysis. The ex-
periments clearly show that the images of genital ex-
posure can be correctly screened. However, in the case of
Figure 16, our method fails to recognize obscenity. But
the case like Figure 16 is controversial whether the im-
ages is obscene or not. The image was not recognized as
obscene because the exposure of the female breast was
not noticed even though the very act performed in chat-

ting is masturbation and considered pornographic.

i

(Figure 8) Result of segmentation
chatting scene

(Figure 7) An original video

(Figure 9) Analysis of histog-  (Figure 10) An original video
ram chatting scene

CHEC S

s % . %

(Figure 11) Result of (Figure 12) Analysis of histog~

segmentation ram

(Figure 14) Result of segmenta-
tion chatting scene

(Figure 13) An original video

-

A

.2 23 & w o

(Figure 16) An original video
chatting scene

(Figure 15) Analysis of
histogram
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(Figure 18) Analysis of
histogram

(Figure 17) Result of
segmentation

{Table 4> Results of curve fitting

Video chatting scenes Results of curve fitting
(Figure 7) a=-0.0119, b=3.0304, ¢=-123.0598
(Figure 10) a=-0.0687, b=9.8478, c¢=-293.2061
(Figure 13) a=-0.0450, b=54630, c=-119.5912

52 Acoustic Contents of Video Chatting

Experiments on acoustic chatting contents are perform-
ed using an IBM-PC with a program written in C++.
Ten typical sound samples from Internet chatting sites
are taken and transformed into wav file format. The ma-
tching pairs of each of (Figure 8) through (Figure 17) are
acoustic signals and spectrums, for which previously men-
tioned software package Praat is used. Our experimental
results in <Table 6> through <Table 8> show that there
are high correlation between experimental samples and
reference samples of similar nature. In the future we ex-
pect that more experiments with various samples and
research in this area in search of systematic and estab-
lished recognition methods.

3 T
e L

(Figure 8) Sample 1 (Figure 9) Sample 2

Bound presurpletl (10/%

L3 140268
2e 17 requen oy D

(Figure 11) Sample 4

(Figure 10) Sample 3
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(Figure 12) Sample 5
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(Figure 13) Sample 6
(Figure 15) Sample 8

(Figure 16) Sample 9
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(Figure 14) Sample 7
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(Figure 17) Sample 10

(Table 6) Result of experiment(sample 6 & acoustic signal A)

sample 6 acoustic signal A
sample 6 1.0000 05236
acoustic signal A 0.5236 1.000

{Table 7> Result of experiment(sample 7 & acoustic signal B)

sample 7 acoustic signal B
sample 7 1.0000 0.3660
acoustic signal B 0.5660 1.000

(Table 8> Result of experiment(sample 3 & acoustic signal C)

sample 3 acoustic signal C
sample 3 1.0000 0.9285
acoustic signal C 0.9285 1.0000

6. Conclusion

In this paper we discussed negative functions of Inter
net, specifically video chatting. We surveyed the current
status of Internet chatting and analyzed the process of
negative chatting functions. We proposed a measure to
obstruct the function of email address extractor used by
obscene chatting site operators. We also proposed screen-
ing mechanism for video images and acoustic signals
from chatting sites. Our experiments show that chatting
can be blocked by screening the contents of chatting.
We consider our measures are only parts of a overall
system to effectively contro]l the access to harmful sites.
We expect more research in this area so that good
members of our society are effectively protected from the
negative functions of convenient medium.

Finally, we are thanksful financial supporting of Chungbuk
University RIUBIT Center for this research.
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