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Secure]S : A Secure JavaSpace based on Jini2.0

Yang-Woo Yu' - Nam-Doo Moon'" - Hye-Young Jung'"" - Myung-Joon Lee™"

ABSTRACT

The Jini system provides an infrastructure to facilitate a programmer to develop distributed systems. As one of the Jini services, JavaSpace
has been used as a repository which is accessible publicly in the Java distributed environment. Although JavaSpace could give a useful method
for saving and sharing java objects, it would not be applicable to develop a distributed system requiring access securities for the objects because
JavaSpace does not support secure access control. In this paper, we present a secure JavaSpace service based on Jini2.0 named Secure/S, which
strengthens the sceurity weakness of JavaSpace. The system consists of ObjectStore to store Java objects, AccessManager to control access
of ObjectStore and KeyManager to manage public keys.
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public class AccessManager {
private AccessManager_Impl secure]S ;
public static void main(String[ ] args) throws Exception {

T--—- /% AccessManager.config 391 & B2t} »/
final Configuration config = ConfigurationProvider getInstance(args) ;
LoginContext loginContext = (LoginContext) config.getEntry(
“Server.AccessManager”, “loginContext”,
LoginContext.clasE, null) ;

g - /e AHlE OaAdE dgde) 4AF8E g o/
ServiceDiscoveryManager serviceDiscovery = (ServiceDiscoveryManager)
config.getEntry(“Server.AccessManager”, “serviceDiscovery”,
ServiceDiscoveryManager.class) ;

3 - /+ AccessManagerg &AM 7ith =/

Exporter exporter = (Exporter) config getEntry( “Server AccessManager”,
“exporter”, Exporter.class, new BasicJeriExporter
(SstServerEndpoint.getInstance(0), new BasicILFactory()) ;

serverProxy = (AccessManager) exporter.export(this) ;

L f+ 29 BAE PAse, AccessManager MH 28 EMu|2d §
ik #/
JoinManager joinManager = new JoinManager(serverProxy, null,
getServicelD(), discoveryManager, null,
config) ;

B /4 ObjectStore AW| 29 ZAAE 2t} +f
Serviceltem serviceltem = serviceDiscovery.lookup(
new ServiceTemplate(null, new Class{ ] { JavaSpace.class ),
null), null, Long MAX_VALUE} ;
JavaSpace object_store = (ObjectStore) serviceltem.service ;

B - Jx ObjectStore®) AHAZSAE Z4)(preparel$HT, #/

ProxyPreparer preparer = (ProxyPreparer) config.getEntry
(“Server.AccessManager”, “preparer”, ProxyPreparer.
class, new BasicProxyPreparer()) ;

object_store = (JavaSpace) preparer.prepareProxy(object_store) ;

4 - /= AEYE 4487] 98 ObjectStored] write() HAEE 52§} +/
object_store.write(id_entry, txn, lease) ;

(3% 9) AccessManager AMH|A Zix|e| 18
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getlnstance() #[A{t o] &sto] ¢jojd},
“2 AccessManager M¥] 23t gl Ad) HiEY) Yty
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A el Rte] lookup() w428 %38k Object-
Store9] A M]3t AlLy ZHor)
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o A7 A1 S 42 ir HelA] FR R A oR
A ”] 7]1(ProxyPreparer)it 38t 743},
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34 AccessManagere| &Hd-AH(Configuration)

el Jini Mul x4 S8 AFE B el A S8
ol Akt s T sl ARk

o #7AH uolelt}, AccessManagere] tfd @34 H &
thab 7 WA zhubel JAAS 2719 S8 AccessMan*
agerdogin 31 H-gstan, /7] 15415 2l E trust-
store #18] HA G A Qe truststore 3 WY Q1%
/\1.53. AMsted 71 ALgAb] st 3ol Q1 ES et of
= AccessManagcr A HI’\°1] A48t 40 Qi AREREE “client”,
“reggie”, “ObjectStore” 2 &4 A] 71T},

Server.AccessManager {
= JAAS login =
loginContext -~ new LoginContext!* AccessManager jaaslogin™) §

= Kevstore for getting principals =/

private static caTruststore = KeyStores getKey Storet*Slinstal[Dir}
$- dexampleS{ - feommonS{, HsseS{/Jtruststore${/ Hini catruststore”,
nuld) ;

"= Retrieve from the truststore above, the public key certificate =/

private static clientKey - KevStores.getX00Principal(“client”, caTruststore)

private static reggicKey — KeyStores.getXa00Principal(“reggie”,

’ caTruststore! ;

private static AccessManagerKey - KeyStores,get Xo00Principal
(*AccessManager”, caTruststore) ;

private static outriggerKev ~ Key'Stores.getX300Principal(“ObjectStore”,
caTruststore) ;

SecureJS © uir?.0 718tQ) QtMSH javaSpace 1005

L

[

% AgRES AANGOTE, Au ZolA SSL LREH
& A48T 4 TR JERVISSE AW vete A% e

/= Exporter S s s em s o

private serviceEndpoint - 5<l°»eneandpomt getInstance(0) ;

private serviceConstraints = new BasicMethodConstraints
(new InvocationConstraints (new InvocationConstraint] ]
{ Integrity.YES }, nul}) )

private servicellFactory = new ProxyTrustiLFactory(serviceConstraints,

OutriggerPermission.class) :
serverExporter = new BasicJeriExporter(serviceEndpoint, servicelLFactory) ;

(12! 10) AccessManager.cofig T

3.4.1 Mul~ FE7]{(Exporter)
F7% 7N exporter)is Tebizl AF&8F: v (endpoint)
£ At AccessNanageri= JERIZINEE] SSL LR B

(38 1) M FE7]

3.4.2 Z2A] #4]7|(Proxy Preparer)

AccessManageri= ObjectStore A8} 2~5t o] &3}7] ¢]3}o
MBlAZEA S EREE et (37 12 R n B
zEkale] iate] mEAERY] £3E HFa 9o}, A
dol gele Tebaliz FAA, Feleldy <3, 1glar A
HQlE A dAwc

/% Preparer for ObjectStore proxy =/
static preparer - new BasicProxyPreparer( true
new BasicMethodConstraintsi
new InvocationConstraints
new InvocationConstraint[ ] { Integrity. YES,
ClientAuthentication. YES, ServerAuthentication.YES,
new ServerMinPrincipal(outriggerPublicKeyCert) }, null)),
new Permission] ] {
/+ Authenticate as client when connecting to server =/
new AuthenticationPermission(clientPublicKeyCert,
outriggerPublicKeyCert, “connect” 1) ;

private groups = new Stringl ] { “JSSE_Group0®, “JSSE_Groupl” } ;
serviceDiscovery = new ServiceDiscoveryManager(
new LookupDiscovery(groups, this}, null, this) ;

2 12) ZE2A| ZH[7|

3.4.3 AccessManager® RShitd 1l 4%

Jind 7|%ke] 22 3ol tetolA B} A Apole) <l

$& 95t JDK W) 7] (keytool) & o] &3t 714 A4

th Bg IS ol 88te] 719 A, WA EL A
714 F A keystore) it A STH10] o]#f g HEi= Jini2.0

AW AccessManager.login U] 71 YXNARE

Fajop g

122 rlr o oy

AccessManager.jaas.login {
com.sun.security,auth.module. KeyStoreLoginModule required
keyStoreAlias = “ AccessManager”
keyStoreURL = “file:${installDir}${/ lexample$t/ }common$t/}jsse${/keystore
${/Yaccessmanager keystore”
keyStorePasswordURL - “file:${installDir} ${/ lexample${/}commonS${/}jsse
St/ lkeystore$!/}accessmanager.password” ;

(3% 13) AccessManager.login Mg
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public class Chent_A {
private AccessManager secure_]S ;
public static void main(String(] args) throws Exception {
final Configuration config = ConfigurationProvider.getInstance(args) ;
LoginContext loginContext = {LoginContext) config.getEntry
(“client.Client_A", “loginContext”, LoginContext.class, mull) ;

/% Look up the AccessManager Demon #/
Serviceltem serviceltem = serviceDiscovery.Jookup(
new ServiceTemplate(null, new Classl) { AccessManager.class
}, null), null, Long MAX_VALUE) ;
secure_JS = (AccessManager) serviceltem.service ;

/# Prepare the AccessManager proxy */
ProxyPreparer preparer = (ProxyPreparer) config.getEntry(
“client.Client_A”", “preparer”,
ProxyPreparer.class, new
BasicProxyPreparer()} ;
secure_JS = (AccessManager) preparer.prepareProxy(secure_JS) ;

/% Use the AccessManager Services */
L - Idap_pub_key = IdapCtx.search(receiver_id, PK_FILTER, con-
straints) ;
------ Message msg_A = new Message() ,
msg_Acontent = (“Hello, Jini!!") ;
3 - secure_JS.write(receiver_id, msg_A, null, Lease FOREVER) ;

(32 15) ojd =234 : Client_A java
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public class Client B {
private AccessManager secure_JS ;
public static void main(String( ] arps) throws Exception |
final Configuration config = ConfigurationProvider.getInstance(args) ;
LoginContext loginContext - (LoginContext) config getEntry
(“client Client_B", “loginContext”, LoginContext.class, null) ;

/= Use the AccessManager Services #/
private_enenpt_id ~ encrypt_my_id(private_key, id) ;

W e

Message template  new Message() ;
© Message result - (Message)secure_JS.read(private_encrvpt_id, id,
template, null, Long. MAX_VALLUE) ;
System.out.printin(result.content) ;
}
}
(33 16) oM =223 : Client_B.java
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