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An Efficient Authentication Protocol Using Single Bit Synchronization
for Wireless LAN Environment

Hea Suk Jo" - Hee Yong Youn'

ABSTRACT

Today, wireless LANs are widely deployed in various places such as corporate office conference rooms, industrial warehouses, Internet-ready
classrooms, etc. However, new concerns have been raised regarding security. Currently, both virtual private network(VPN) and WEP are used
together as a strong authentication mechanism. While security is increased by using VPN and WEP together, unnecessary redundancy occurs
causing power consumption increase and authentication speed decrease in the authentication process. In this paper a new synchronization protocol
for authentication is proposed which allows simple authentication, minimal power consumption at the mobile station, and high utilization of au-
thentication stream. This is achieved by using one bit per a frame authentication, while main authentication process including synchronization
is handled by access points. Computer simulation reveals that the proposed scheme significantly improves the authentication efficiency in terms
of the number of authenticated frames and authentication speed compared with an earlier protocol employing a similar authentication approach.
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2.1.1 Service Set Identifier(SSID)

54308 AlgEE FAA 7% Fo SSIDE 2HAS]
FF9 A2 Ao g AFFh SSIDE Yutg oz nte
Z Hol U ¥7] WEe] AM2E FU/RAsE WHe
24 SSIDE AHEstE AL dgs B4 ZEoldEE
4 LANY ddste Aol A~ EIE(Access Point,
AP)E dwt¥o g SSIDE A3t @A/|dA BREsqxd
& & JEE AL JE o] FHAL B AEHE
HAEY 2} o] QEAR & 328tolE Hojo] 3 2d
A FAH A Eo] BSS(Basic Service Set)o]l H&E
upx] gAY AL} SSIDE shtel EMUS e §
AP gRy TR FE2, §F FAAY H43les B
E APY 54 AHEL A 598 SSIDE ARgslobyt 3
t}. 54 BSSY I#3% SSIDE 4X Fad 1 od A
& I BSSol #H&E 4 ¢lvk SSIDE HA Aol #r1E 3y
& G2E dolgjo|ng, 83 2YF G rhsAo] 9o,
ety YES I oiE) Hekg A FsR %34, 6, 9]

—

Backbone Network

AP #1 8S ID . AP #2 SS ID
= Newcc \;\J \j = Newcc

'\‘ k]
\ . ROAMING Qé

L4

A
\j AP #3 SSID

= New

BSS

Backbone Network

(28 1) SSib =

2.1.2 Media Access Control(MAC) Address Filtering
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2.1.3 Wired Equivalent Privacy(WEP)(6)
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2.1.4 802.1x(14)
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2.1.5 Virtual Private Network(VPN)
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1. Send data frame {addition one ~bit)

2. Send data trame (addition one - bit;

3. Lost ACK message(successor faflure)

2. ACK message(successor failure)

4. ACK message{successor failure)
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Algorithm for AP
//AP receives data packet with Bitla]
if Bitla] =~ Bit[b] then

b++

AP — STA : Packet{ ACK, success}
Else if Bitla] = Bit[b] then

b

AP STA : Packet{ ACK, failed}

Algorithm for STA
//STA receives ACK packet with success or
//failed bit from STA,
if bit == success then
atr+ ;|

Bit S7I=tE 01&% £ LAN BZ0Me 28501 2l

Cl

Z2EZ 751

tge 57 dnygEe 43 Aol
Lemma 1. STA% AP 5713 & wf STAY A5 &
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JHE FAaAUTE AP HAET ACK-success
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E

i) ACK-success : Psta++, Pap++ so, Psta = Pap
ii) ACK-failed : Pap-- so, Psta = Pap
iii) AP ACK-loss : Pap++ so, Psta <Pap
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End of Algorithm

i) Psta=Pap, #Psta==Pap
ii) Psta # Pap, *Psta = *Pap

iii) Psta # Pap, #Psta # *Pap
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