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ABSTRACT

Recently the biometric recognition technology is intensively studied and the standardization of the technology has been highly demanded for
its commercialization. Currently many biometric recognition products are being developed based on the BioAPI(Biometric Application Program-
ming Interface) specification. However, the reliable testing tools (or scenarios) to evaluate performance and conformance of the products are not
shown yet. In this paper, a conformance testing method is presented, which verifies a biometric recognition system to meet the requirements
of the BioAPI standard. Two different testing procedures are used in the proposed method. The first procedure evaluates that each functions
offered in the BioAPI specification are correctly implemented and that the functions are actually used in the system. Through the procedure,
a BSP(Biometric Service Provider) system is executed on the framework of the BioAPI functions. It requires selection of parameters and prece-
dent functions that should be executed first. The second procedure evaluates the abilities of module management, handling operations and ver-
ification process by the analysis of the test cases. It tests the correctness of the system operation when a testing scenario is given. The proposed
testing method is applied on a fingerprint verification BSP using the sample BSP provided by the BioAPI consortium. The experimental results
shows the benefits of the proposed testing method.

F|1RE : BioAPI, H&[21Al(Biometric Recognition), H&tMAI&E(Conformance Test), XIZAZSA|AH(Fingerprint Verification System)
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2.1 BioAPI(Biometric Application Programming Interface)
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7)%5L ofdiel 2ol 4717 FEER UE F gtk

oo e

B

4.2.1 BSP $E59 TE/344 #e

BSP7} AAd A% AFHE BSPY 7EARE HAL
Egld &3 g|2EE @l ek BSPrF AAE 3
$ AFHe ARE SAd ARG,

4.2.2 AA2EF A B

BSPY 5E&3} dolg Fxo tig HA2E Rgd df
g AdA #eEls FIg. AA2EF AANE FAG
B2 (Attach) o]t &2 (Detach)E w] AA/AAlE, ol AL
g A A% &, AA, A4 Fol TdEh

4.2.3 2% Yolg 2%} Bl
BSP HE THH 4F doelHEe da A%, BF
S AwE B A4 FHH.

4.2.4 7|8} BSP AR Ee e _
A 2Eg 9 BSPel ?ﬂr%% FESo] PR 9loH
o] FEE g & F 3 ghet,
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a8 D3 7
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2 &(Application)

x| AEf L E 2ol
{Registered Module Check)

1

a5Hea 25 9 By

Error Check (ModuleLoad/Attach Check)
| | SEMeslsn 2 e

{ModuleDetach/Unioad Check),
l 1. Test Generation FrameWork
GuILel @ ME .
i 2. Test Execution
Select Function by GUI VDS Module
EYMNTEY ;
— Libi
(Error Save) Function Scenario orary
Test Test
I Error|Check|
MEHNED BSP 25 MY
Report Error log {Test Resuit Log) {Run BSP Function)
Jj, Test Analysis
Ayt met
{Conformance Verdict)

(32 7) BioAPl EEXEYM AlE =7 M|
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(& 1) 2| BSP7t A[¥5k= BioAPl HMISES

(B 2 X2LEAIAHC gd HEUAIR F2EYy

T BSP & Password ZL}EZJ Ef
BioSPI_ModuleLoad Yes Yes
L= BioSPI_ModuleAttach Yes Yes
Z 2 | BioSPI_ModuleUnload Yes Yes
BioSPI_ModuleDetach Yes Yes
_ BioSPI_FreeBIRHandle Yes Yes
3‘ —;_ BioSPL_GetBIRFromHandle Yes Yes
BioSPIL_GetHeaderFromHandle Yes Yes
BioSPI_Capture Yes Yes
BioSPI_CreateTemplate Yes Yes
A A BioSPI_Process Yes Yes
A4 71§ BioSPLEnroll Yes Yes
BioSPI_Verify Yes Yes
BioSPI_VerifyMatch Yes Yes

-2 7 BSPY A4 A AA 43RS BoYET

(29 8)& BSP Selecto] A} Passwordg® A1#l3}i1 AutoTest
£ FEAY {2 &5 493t Next® F28 BSP7T 4
= Password?] ¢8-S WA Hok & g4 350
W wpeh Sl dAXE EQQE 5 9loem BRE H2EYL
FEEY 2% O¥F Zo] FHETAE BAE o9 |
7R 2 (28 e AEHAFA 2 Fingerprint BSPE

Az ARGFE 99 ot SHAE BF FYHY

(32 8) Password BSP Al&l 1

(33 9) XIZAMAIAHL ME 2

Service Provider Info : SecuGen Fingerprint BSP
BSP Name : sghiobsp.dll
Vendor . SecuGen Corporation

- GetHeaderFromHandle -
0x0000 Test Success

- GetBIRFromHandle -
0x0000 Test Success

- FreeBIRHandle -
0x0000 Test Success

- Capture -

0x0000 Test Success

- CreateTemplate —
0x0000 Test Success

- Process -

BIR data type is not intermediate.
0x0000 Test Success

- VerifyMatch -

0x0000 Test Success

- Enroll -

0x0000 Test Success

- Verify -

0x0000 Test Success

(E 3) X2HBAI2He| &tE 5T TEEH

- Result -

Run : Runing-Level Test (FrameWork-Level)

Mem : Fatal Memory Error Check (OS/FrameWork-Level)
Define : Function Implement Check (BSP/FrameWork-Level)
Func : Functional Check (If ‘Pass’ : All of Test Passed)

Module Name Run | Exist | Mem {Define| Func
BioSPI_ModuleLoad Pass | Pass | Pass | Pass | Pass
BioSPI_ModuleAttach Pass | Pass | Pass | Pass | Pass
BioSPI_ModuleUnload Pass | Pass | Pass | Pass | Pass
BioSPL_ModuleDetach Pass | Pass | Pass | Pass | Pass
BioSPI_FreeBIRHandle Pass | Pass | Pass | Pass | Pass
BioSPI_GetBIRFromtandle Pass | Pass | Pass | Pass | Pass
BioSPI_GetHeaderFromHandle Pass | Pass | Pass | Pass { Pass
BioSPI_Capture Pass | Pass | Pass | Pass | Pass
BioSPI_Create Template Pass | Pass | Pass | Pass | Pass
BioSPI_Process Pass | Pass | Pass | Pass | Pass
BioSPI_VerifyMatch Pass | Pass | Pass | Pass { Pass
BioSPI_Enroll Pass | Pass | Pass | Pass | Pass
BioSPI_Verify Pass | Pass | Pass | Pass | Pass

rir
of

Ztzbe] HAE AA}E HAE o HAXE BAF
AN AAHoR 57t EAlstn BAAHoE FYPshE
Test_Success®] #WAIA7t gt & g7 A3
A EAY A er FYHA 4E 79 “Function Does
not implemented”t} “Function Run Failed” ®lAA7} 21€
dh Axte] WA E g7t A4EHA g o 2AEy
Fake g 4t EEWA 28311 FAY A7 T

%



9] A3 2ol AYPHA g AL B <F P>
<E 2> FAe Y&-& 24 AR Uit HF
Hog FHste BAFE AToltt g5 Fo Rund T
A9 @A dao] Aoz FYPHY=AE AA
Exist® BSPA|Fol a3 ol Ui EAle] AR5 H=zs)
o MemE WEH 2771 ¢IdE7E Al2¥o) Defines=
BSP $7t Ao dEstE A28 mhAT Func
o] ¥l 7}A| FEo] LF Pass¥ Aol Pass dAAE 2
Bl 23 ¢ oW Failo] Heldh

<E 2>, <E 3>& (3% 99 2gHARE Fotod @R
A FAN 29 AEH ot}

52 434S/ 2EY g, dE, d5715 dE A
Ul HAPAES Fis dFfoirth

(E &) X2HSAILHL AlU2|2 HEYAIE #4

Operations Test Start

=x Module Management Start*

- Modulel.oadAttach Operation—
1. ModuleLoad Test_Success
2. ModuleAttach Test_Success
* Result : Test_Success

~ ModuleUnloadDetach Operation-
1. ModuleDetach Test_Success
2. ModuleUnload Test_Success

* Result : Test_Success

»+ Handle Operation Start(Test BIR) **
1. Capture TEST_Success

2. GetHeaderFromHandle Test_Success
3. GetBIRFromHandle Test_Success

4. FreeBIRHandle Test_Success
=Result : Test_Success

*x Verification Operation Start **

* Enroll_Verify

1. Enroll Test_Success
2. Verify Test_Success
* Result : Test_Success

* Verification

1. Capture for CreateTemplate Test Success
2. CreateTemplate Test Success

3. Capture for Process Test_Success

(BIR data type is not intermediate)

4. Process Test_Success

5. VerifyMatch Test Success

* Result : Test_Success

F Zo] 7 YANA AFE BSP AT g HFAA

BioAPIZ|El AMAE] 2282 HE8t7| fITt

i
o
0z
>
oo
0z
%

O
-
=
3

§& TYHAE o WEANLEHN AFAFA L€ BSP
<E 1>9 ¢ da7t A58 T £33 BioAPLIS 7)ut
& T EERY, 575, AF7%0 Ad 35 2L Ay
29 HxEHA |2 AH AT Test Success’t ZF A&
o] BioAPl &9 Q7AIgo] &S 8 & 4 gk

6. 22 o BB
AaAGN ATHe ZQAIE Anoz WA
e e, A% wz 14 A3 A9 ol

A3 AFET ol BE %Z—“% —iﬁ%d *ﬂvOlE}c N E
e FA Aok 29, 4T AEE T 2FexE H
33 o] SEITE JwE AFS AAA Fae A

& A "tk
A 2 AT A E BioAPI 719ke® Add QA1

A|2Elo] BioAPIL 3¢ &3t jdslg =Xl dig 3
A AE gie dysta A A3 Al"e &
GAEE F 7Re 21L& Fo] s A WAE &

THAAY 712GrLE Aty 2 AARARE HAMEE
HAE BSP AY3te 715& 7o T
2EA0) 28 BN mERE, dEVS, A2 U
A & Hriste Aol
AY-& BioAPl ZE(5E, 35) #¢ ¥ & Avge
Fslr) 98 AAAGA AT AEZ2 a8 X
FHFAN 2" BSPY AFE ARSI A4 FAEAE 7
235 HEE A3 Fo RogFe FHEAFHY EE JE
g5 H2EZ 8 $ol MYFe JE % 49, 2
B2 AR R 7 H2EA2E HFH AVte o] H
HE BRste =&3gch o] Adtel wel # BSP ¥
BioAPIe] A 3ok Aual e Agstel ATHAS
& HAFE F %Y. B3, F 714 F59 BSPY HZE
2 A€ BioAPIY A@A AFETY HEAE FHIAU
o ety &5 3"l AFY BioAPl A4 AS Ak
&3t AMEE 4 S ALE V|gET.

ey ¢ 2 AR £418 BioAPI BSPA djstd
% o] ook AFo g H{Ad AFe] BQF Aotk &

3, - )9 H 02 BioAPIS 7|Wte 2 3h= BSPY 4]

%, FARE, dolHuolA g5 & A AL Fol Yrh
7} 7)%0] AFHE AFol FF AdAdE A P L
Avg|ed g A Age] F74 FEe) 279 o=
2 old dig =79 FFo] dasjrtn godrt wx|ze
2 g5 Bl g7 ] BSPY A $ol= diojE Y dsstE &
L3 o5/l @ Aot} B #HolZ=24 DES(Data
Encryption Standard)& Ab§3t5& Aol 24 2585 2
AvEle FERH ug 7= Fasid.

Aol ¥
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