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Efficient Fault Tolerant Key Agreement for Ad-Hoc
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ABSTRACT

Ad-Hoc network is wireless network architecture without infrastructure. We encounter new types of security
problems in Ad-Hoc networks because such networks have little or no support from infrastructure. Thus, wireless
communications need security mechanisms in order to guarantee the integrity and the privacy of the
communication, as well as the authentication of the entities involved. Many practical systems have been
proposed. The most familiar system is the Diffie-Hellman key distribution system. This algorithm allows the
establishment of a cryptographic secret key between two entities. If more than two users want to compute a
common key, then a group key agreement system is used. This paper discusses several group key agreement
systems and presents two efficient fault tolerant methods to perform successful group key agreement.
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