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Web Services based XML Security Model

for Secure Information Exchange in Electronic Commerce
Kwang—-Moon Cho'

ABSTRACT

The most important technology in the electronic commerce based on Internet is to guarantee
the security of trading information exchange. Many technologies are proposed as a standard to
support this security problem. One of them is an XML (eXtensible Markup Language). This is
used in various applications as the document standard for electronic commerce system. The
XML security has become very important topic.

In this paper an XML security model for web services based electronic commerce system to
guarantee the secure exchange of trading information. To accomplish the security of XML, the
differences of XML signature, XML encryption and XML key management scheme respect to
the conventional system should be provided. The new architecture is proposed based on
unique characteristics of XML. Especially the method to integrate the process management

system need to the electronic commerce is proposed.

Keywords : Electronic Commerce, XML, Web Sevices, XML Security Model
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EEFEO] A M= 3oy ofof 7wk A
A3 A7 ZA FArE QAo

719E 3AY FRE A3 7Y dHe =34
e ol e 7IdHy 43 g83d ¢
FE SR 53 71|t A dF = AgdE
A G g Fugorn Fojd (F T2 20 0t
2B F¥Ho 2 AP E Rol utF ot} 7)1&9)
719 F Z2A2E FE)dte HIRYLE T2 42
#e Nadg ugoz, 7P ARGAR AN &
THe g8 7tA g4 8458 ¥45« B2B &3
of A3 AF RIS AJde Rl B =89 &
Holth. 3}, 71Ut A nPo] AAHA EF &
T2 dAwm e XML(eXtensible Markup
Language) WA A& A183te] 7]4E0] m@slte
XY bolH & A¥seta, ol 58 A she vl
ZUA ZZAAES XML WA A 23S 3o
APgoz N BE RH A fAAE 5T EEH
QAR EFHS AYSA Eoh =8 AAGAR
ANdedgoz g9 7EE QAR AR nF{FL B
o}
Qe Zell M S E e AAFAN) 4EE ¢
Hele 71 2 REL B¢ EAloth <ad 1>
2ol QY S 53 uf PR E @Ed) XMLE ¥
B3E ASe F AW ZARY ALEA Q1Fo] B
FHZ gorz wAlx] wgo] +AZ}A Rt
[12]. 53] vl AAE S5t JAAGA AN
A2 ALY S BAE] S AMEA UFE ¢
AT FN7) GE A2l nig S 531 AE g o
of gt} whEk A AL&AL FAT)S] AHAEH kR A
S 23 gE F Qe Wete] W3t

Purchase Order
XML
(Message)
Fusines: Proi:l; Tnternet W
Intranet XML Intranet
Company A Confirmation Company B

<P 1> QAR G wA)A] ng

F797] 718t FZ(PKI: Public Key Infrastructure)
£ 217 92 $4€ AgHE T 2PN
A A FANNE FRST A4 A FAE
T AT wehA GHgtn A YA
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= BN AAGAN Al &HA )¢ T2 98
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o9} ¥ ol XML 7]&o] JE Ul e-vl =12 A2
9 SolA vAA] mE Ao o] §HHEA XML
A9 B QA B4 87 230 H3 A, ¢
A AAZANE £3387] A3H XML AL
A (Digital Signature)o] W= A) XY ojo} Fir}
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AT AHT 5 e AAZAN 2 A
ol A& HAlsteH, 435 AFE Y3 PKI 71t &
g REZANEE 7HEY]) AT Y ME=E HA
83, X B2BZhe) WA X w@ Y H o] Bts} 2l
WA 4§ sl 23] #3) PKIsH XML 7)9ke] T 2]
g9 MY T2 EZS AA T

2. J|H J|g oy

2.1. 3771 7jgk =

INI G AN2RL v A 7) ¢F Aadeg
A, 34 §5E 7Nte g dy uidy] ¢F A2
d3 g2 7] %ol A3t shte vl FrFEA
AR ARE FAZY O stue Age]
Y2 Badte g Beitt oy T 3kE
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XML &2 XML A4 (XML document)e}= dj

olMEH ME MBS AT H Mula TJlgiel XML Eot 2" 95
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32 XML2 B2B} B2C 53 22 712342 84
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XML A% (XML Signature) &2 ¢ o33
7158 AFste AN BFOEAN 24T 3
A A48 222 dAFH o8 E oj= A
ou} He¥ 4 9irk. W3C g1gte XML A% &
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<a@ 2>= fAYE A XML £ & RAF

Signature>
<Signedinfo>
(Canonical izat ionMethod)
(SignatureMethod)
(<Reference (LRI=)>
(Transforms)?
(DigestMethod)
(DigestValue)
</Reference>)+
</Signedinfo>
(Signaturevalue)
(Keyinfo)?
(Object )*
</Signature>

<a¥2>txE A5 XML &4

XML A& <Signature> QAEZRE A%}
"o} <Signature> A2 UEE MPS T4 1 2
F3lA 8] F= F23 P8 dEe|r). <Signedinfo>
A HEE P/t MEE g & "AEE RS
ygstn Ak ool AL E(digest) & AT S
Ho)E] AEY L <References> ATHEZ FTHE
B, URI(Uniform Resource Identifier) ] o] &
EYJ L 7AHs=d AEEt <Keylnfo> JUE
7t A% 7ol Ui AE AUEE ATHLEHA
XML X3¢ Az =Fsel) /&3A AH&drth
<Object> A PE = o|d &19] 9 dlo|8] A= &
£ & gle= Ad oyl <Object> Y HNE Y&
o} ¥ 5+ <SignatureProperties>$9} <Manifest>
gl T 71X e B8 A HWEZ XML A% A
otal o] 3j A A 2 Hr}. <SignatureProperties> 4 2]
HEE WL AT F& A9 A& A3 7]
2 A o8 FAd ol o|t}. <SignatureProperties> &
HAEE Mdo #3F 8<l(assertion) S B
o} ol 23t FAEL B3 M FAAH doiH
T2 AFo g3l AFHE R ol FHE

Ed {8314 2Ath <Manifest>
AZATH Trld S A F=X HF
o AlEEHH, b5 BAdd MBEe O3 MEas
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<I|ELEMENT validity_period (notbefore, notafter)>
<IELEMENT DAICertificateCreatelnfo (XS00Name, validity)>
<|ELEMENT X500Name (c_name, o_unit, organization, local,
country)>

<\ELEMENT validity {(validity_period)>

<IELEMENT DAlCertificate (version?, issuer, subject,
delegation?, tag, validity, comment?), cert>

<VELEMENT issuer (XS00Name)>

<IELEMENT subject (X500Name)>

<!ELEMENT cert (#PCDATA)>

<13 3> XML 13X o] DTD

32. XML B¢t =

B =RdAE 71& dEgAcas sHHe=
XML M3 & F853 2Fse B¢ A29E 4
Myl 2 ERE 7o g AU <2¥ 1>4A4
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i3l &<l(Confirmation)& 3} F& 7o AHU
< B3 £528 0 AL AdA dE Hel gA”
AR Fsia, FUE AL BN £ Fol HF
oz AT SOAP A A ngo] 7HedteS
gt o] W) A= E HAXE ZAE HAE A
§ Qug AAse 48 FPhHe A A
(Proxy)2}2 &9, 4A2 A8 ANEE FY52
AZse 9L £PsE AL ¢ Mu22 78

o} o] 2 <1 4>9 2T
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Purchase Order
Purchase Order Purchase Order
XML 8
Fusines; Proces: Internet ) Business Proces1
Intranet XML R XML . XML Intranet
Confirmation| @ ®|Confirmation

Company A Company B

Digital Signature|
Server
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<?m! version="1.0" encoding="UTF-8"?>

<Signature xmlns="http: //ww.w3.0rg/2000/09/xml dsigh">
<Signedinfo Ig="toobar ">

<Canonical izat ionMethod

Algor ithm="ht tp: //ww.w3.0r g/ TR/2001/REC-xm| —¢ 1402001031
5/

<SignatureMethod

Algor itha="http: / /ww.w3.0rg/2000/09/xmldsighdsa-shal® />
<Reference
URI="http://ww.acompany . com/news/2000/03_27_00.htm">
<DigestMethod

Algor ithm="ht tp:/ /v, w3.0rg/2000/09/xm| dsigitshal” />
<DigestValue>j6 wx3r vEPOOVK tMupdNbeVuBnk=</DigestValue>
</Reference>

<Reference

LRI="http:/ /www.w3.0r g/ TR/2000/WD-xm| ds i g—cor e-20000228/s
ignature-sample.xml ">

DigestMethod

Algor ithm="http:/ /ww.w3.0rg/2000/09/xmidsigtshal” />
<DigestValue>Ur XLOLBI tabskoV5/ABA38GEWA4=</DigestVal ue>
</Reference>

</Signedinfo>

<SignatureValuesMOOE~LE=/SignatureValue>

<KeylInfo>

<X50Data>

<X503SubjectName>ON=Ed Simon, O=XM_Security Inc.,
ST=OTTAWA, C=CA</X5095ubjectName>

<X50Certificate> MIIDS]CCADHOA. .. IWN </X509Certif icate>
</X50Pata>

</Keyinto>

</Signature>

<TY 5> XML YA g A H

ol A AI 7t A M g A ul 2ol 4 5 )5 =
e

O HAE M3E T S 2R o] R Yk
o2 URl¥e 2 Fojxt}

@ 2 A% dFERE delA2E g ANE
XML t A1 Mg o) A A9 t A& <Reference>
dYUE AHo=3, A9 folMAEE
<DigestValue> JdAE At
<DigestMethod> dZ]HEE Al4E Sug=
< ozt

@ M d¥E <Reference> Ae|HEE A3}
8 o] AL <Signedinfo> A NE] L3}
<CanonicalizationMethod>+ <SignedInfo> 2

JREE I Ynase AW

<SignatureMethod>= U X8 M g ug&S
217 gt

@ <SignedInfo> A AEQ tfo|AAEE A3}
i 3§ o8 <SignatureValue> 929 Eoj
A% gkt

® FM7 R/} 23 B39+ <Keylnfo> A9
Ed ARt o] AL $41219] X509 Q1EM =
M AR Mg AFel) et ol A2}
< HAe <1 653 2o

® As7A 43 ZE AYWVES <Signature>
dAEd TFAPo =N XML tlxg Aw
< A9

UAY A3y Af4E A ARE <29
6>3} 2},

Nages U NS AFY 4 USE HejET)
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£9 FRE ANHAT T2 9}
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Zzade 98 ¥3Yel $98 4 Y 728
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AT, XML 24 W) 712 FH7} 27 deliES
HB 5T, FA AA gAY MEFoan A
o] oA D Hol U= BAsATH

FF $U937)1 899 A50) BY A7} A%
€] # 7] ©g CRL(Certificate Revocation List)
o WX, CAS] 7] 4l0] B 7= QAZAHY A2
Wl g A7 g asi
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