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A Study on Internet Traffic Control:
Blocking of harmful information based on IP spoofing
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Abstract In this paper, we propose a new system to block harmful Internet information based on IP spoofing. The
proposed system is located on a organization’s internal network and monitors all outgoing traffic and lets all this traffic
go outside. Once the proposed system detects a host’s access to a harmful site, it sends the host a pseudo RST packet
that pretends to be the response from the harmful site, and prevents the connection between the host and the harmful
site. The proposed software system is installed on only a server, and need not be installed on user hosts at all. Thus
we can maintain and upgrade the blocking system easily. The performance evaluation of the proposed system shows
that it effectively blocks the access to the harmful sites. Since the proposed system is based on IP spoofing, it can be
used badly as a hacking tool. Finally we propose some methods to eliminate this possibility.
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