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Abstract

AES is frequently used as a symmetric cryptography algorithm for the Internet. Wireless embedded systems
increasingly use more conventional wired network protocols. Hence, it is important to have low—cost implementations of
AES for them. The basic architecture of AES unrolls only one full cipher round which uses 20 S-boxes together with the
key scheduler and the algorithm repeatedly executes it. To reduce the implementation cost further, the folded architecture
which uses only eight S-box units was studied in the recent years. In this paper, we will study a low-cost AES
implementation for wireless communication technology based on the folded architecture. We first improve the folded
architecture to avoid the sixteen bytes of additional state memory. Then, we implemented a single byte architecture where
only one S-box unit is used for data encryption and key scheduling. It takes 352 clocks to finish a complete encryption.
We found that the maximum clock frequency of its FPGA implementation reaches about 40 MHz. It can achieve about 13
Mbps which is enough for 3G wireless communication technology.
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Table 1. FPGA implementation of AES11 (43.49MHz). Table 2. FPGA implementation of AES44 (47.15MHz).
function blk |# logic cells |# registers |# mem. bits function blk [# logic cells {# registers |# mem. bits
aes 769 256 32768 aes 816 257 8192
round (410) ) (32768) round (127) (0) (8192)
control 18 8 0 control 20 10 0
front 762 441 0 front 1096 569 0
host_int 29 6 0 host_int 28 6 0
key 274 128 8192 key 196 128 8192
amba slave |79 15 0 amba slave |79 15 0
Total 1881 84 40960 Total 2235 985 16389
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4. AES1762| FPGA T8 (47.15MHz)

Table 4. FPGA implementation of AES176 {47.15MH2).

function blk |# logic cells [# registers |# mem. bits
aes 703 157 20438

round (157) (24) (2048)
control 31 12 0

front 598 313 0

host_int 27 5 0

key 229 152 2048

amba slave |79 15 0

Total 1669 64 4096

E 5 AES3529] FPGA T8 (38.17MHz)
Table 5. FPGA implementation of AES352 (38.17MHz).

function blk |# logic cells [# registers |# mem. bits
aes 718 317 2048

round (55) (32) (0)

key (230) (152) )

control 30 13 0

front 461 313 0

host_int 27 5 0

amba slave |79 15 0

Total 1317 663 2048
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