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Abstract

IPv6 defines relation between surrounding node using Neighbor Discovery protocol. Used Neighbor Discovery messages,
grasp surrounding node, include important informations about network. These network information outcrops can give rise
in network attack and also service that use network will paralysis. Various kinds of security limitation was found in
Present Neighbor Discovery protocol therefore security function to supplement this problem was required.

In this thesis, Secure Neighbor Discovery protocol that add with security function was design and embody by CGA
module and SEND module.
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II. Secure Neighbor Discovery Protocol

1. Neighbor Discovery =QtZH
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2. §9+3 98t IPv6 Extension Header
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(extension header)?] FEIZ EFEo] Ued AH
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9% P=o]1l, Sequence Numbers AAE WAE 9
& AHEEE ZEo|y Authentication Datav % &
ne] 2o o8 Aag go] AZEE =og¥ AHE
MD5-HMAC %%+ SHAI-HMAC €uglEs o] &3t
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AR, AAHA FE& F4(unspecified address)& &
ubx] 32 (source address)® Abgdtx] =gl A
57 @& FiE IPvadlAd 000028 E7)5 3 [Pv6
A 0:0:0:0:0:0:00 EE m02 R/ HE FLE I

t} Bote] 7150 HEH ND(Secure ND)A & NS,
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YA, Proxy ND= A3t %=t Proxy ND=
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4. Authorization Delegation Discovery
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El(rogue router)’} AAE % Y, ¥ HE A
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6. Secure NDO|| HE&= 2oHdIEE
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9% 1. CGA 28 EZcloloja
Fig. 1. CGA Module Block Diagram.
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Generatore 128¥1E.9] modifierste £3EE 78
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CGA Address Public Key Manager

—
Parameter
Manager

A

Secure ND Message
Generator / Verifier

IPv6 for windows

SEND driver

Network adapter drivers

O3 2. SEND 2F Z2&rciojoja™y
Fig. 2. SEND Module Block Diagram.
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ND WAIR] AA719F A571e S FH2 T3
oul SEND ®E9 #AZE 3] Windows consol &
z2 788 TG Secure ND WAA] A5 =2
2P AFsazt s AARAE AYstE A vA

A& Secure ND ®|A1A] Aoz HEsrh Secure



20049 128 MX-SE3

T

s dolHE WA Bk o] A% 4% zzaPe v
Qo] HEHA g ND HAAZ Berd

v.d o

B =fdxe Eird
(corporate intranet) =2
EYAZ FAs CGA B3 SEND BE5&
o A3¥e 98 vEYa F4L 19 39 2.
FHHBE o] &3t Ao|Ede], BH5H Al2E, d¥teE
ANz"l agln gitxes A2FRE 9F53, A0E
ol AR dAs AL AEUFA AolEdol=
[Pv42 97F Hoj UL, FEE THSE ZhE, I
w=] 23 Yeh=s2t Pvdst IPvEE FAl A4
8+ Windows dual stack architecture® ©]-&3t
A

Sl AR JIEZ
7Y%22 IPv6 link local Y

BEe 495

I
e Y

=
o
=

rf

gh = Aj2Elo] A
Security Parameter®]]
23t Ay 22AHE BlEs] B
31, SEND BE5¢& ICMPv6e] Type® AH 59 fF
o we} Secure ND WIA|X| ZHFo] A&stA dolye
A gog,

g\

1. CGA 2& Algdojd ¥ I&

CGA 252 Secure ND Z2ZEZA ALEE R
o] & e IPv6 FA(CCGAE A48
t}. CGA 2% AA¥ SecParame] me} Xk
& MESFYsE 357t v o] CGA F4484
of & £ CGA EF ABH 4L Z-¢F
o HheT A|2"oA 4283t SecParam®]
e CGA Ta44 A 343 2u, gh5H
B3l Auhie s Al 2goA] ofm g Zpo]rt A
3] CGA EE9 Hewya MAAdES 443
¥ 12 % AzdEy dube= Al 2Eo A Security
Parameter#-2 vHtei7be 194719l CGAE A4dst=d
288 PN ERITH

CGA F4 AA4HAANA SecParamgto] 01 A&
Hash2& T38}= SHA-1 Hash €nd &g ¢ 23

A
A7), gho] 10)4Hel 79t Hash2¢] A$] 16 HIEZL

ook

Q

=

=
4

5

e

C3

X

=]
s

(99D

H4HATCHI2E 37
interneat
et c2 QL
a2 3. HAEE 3 link local HEH 3
Fig. 3. Link local network for testing modules.
E 1. CGA 4MAzZH
Table 1. Generation times of CGA.
AMAEL 228 Alé:ﬂi 8!5.*5:5_; ALEH
SecParam {P3-870MH2) (P3-696MHz)
0 0.000094 sec 0.00014 sec
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Hash @259 238e 160MER 14H 0 Qof 29
/0] Hash2& A4 & it} oju SecParam$ nolgt
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Hash2Z 448 4 o] SecParam?] #ol AZ+E
) 2H = Hash2d £+ AA Dv}. w24 SecParamo)
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0eE HIEE
CEA Address :
fe 80 08 00 00

ANQ By S8R

08 00 00 34 89 fa cf cb bf dc

Hodifier :

df 48 73 36 04 Sh 14 d9 96 9c 44 eb 37 22 b6
Subnet prefix :

fe 86 88 A0 @9 86 04 g
Encoded public key :
06 62 00 00 DO 24 0O
@1 60 01 00 d5 eh 9F
93 &7 9c £2 89 e6 10
35 bd 7¥ 34 4¢ bc 39
a3 9f 80 9e 88 7c 4
bd b2 76 6 fd 36 18
1f 9b 3b 8e bd 44 Sd
fa F8 1f 28 c5 22 27
10 59 17 28 45 6¢ b6
56 ed 6f e2

31
1c
L14]
26
83
53
57
B8
ad

09
ac
a9
ch
as
az
eb
8o
(]

o4
e3
fb
fe
87
¥
73
Be
f2

o8
u9
1a
96
49
48
df
74
be

ae
87
83
ch
a3
Be
b1
e?
8

L[]
be
2d
7b
51
daa
b7
a8
53

52
83
uy
50
1
39
7c
50
69

53
(33
38
6d
39
a6
c1
cbd
(23

"
a2

ed
48
ad
a9
aé
16

a2l 4. Secure ND HAIX] HSHE
Fig. 4. Sent information of Secure ND message.

o]&3lo] Secure ND WAAE HA&Edte EEo|th
CGA F4% SecParam$ 18 4A3le F48 At
91, Secuer ND WAIAE HE5F AH(Authentication
Header)Z 7FA2 9lo] Wk ND #WAIA % +3E
SEND E& A1&#o|A2 Secure ND WA A& B3}
o A48, CGA F49 CGA Parameterg ©|8-3hod
Secure ND HAA & AZdch =g Pvb 7S =Y
Bl & 4 )& Ethereal VIES|A B4 E o] &3
A4 E Secure ND wAAE AA3t] FE4 Pv6 9
ZAAA A8 Bt

SEND 2& Adge dwtet Al2gloA Secure
ND ®AlA] % Router Solicitation HIAIAE D43},
Z+o-E] A 2AdoA Secure ND AR AF 220G
23 HWAAES 7AZ8ln Ethereal MEHZ E47|&
8 WA E fFAs A zs £

a9 4% Secure ND HAIA] A4 Z2ae] HF
ABE 3§ gdo|t). Router Solicitation ™AIAE
A4e o MDY CGA F49 CGA Parameter® AHS
@ modifier, subnet prefix g8z FAI7F HZH
olth. 19 5% Secure. ND WAlX] AF Z2 a9 A
Z ABE AR gdo|d, HAL MFLe AH
link-layer (layer 2)¢ #di AX7} Jeht} 9, IP
(layer 3)¢) & A®B7l Yeh} Jop P dge
versiono] O0x0622 IPv6E YER) i, Next header’}
0x3322 AHE JEldt AR F4(source address)
B O¥ 49 CGA F29 22 A& 9% + Aok
AHZ B3 Next header’} 0x3AZ ICMPv6E YERY
3, SPI (Security Parameters Index)$} SN(Sequence
Number)7} A& 5o} glch, S Authentication Data
Hool= CGA Parameter GH.$ Q1% XE}EZ]‘ AZH

-

20|58 X RA5k= IPv6 ND Protocol &0

et

o7

BEE AN RIMY S8R

TED
- 086:05:01,430568:
+ Layer 2 Header:

+ pestination Address : 33-33-FF-FF-FF-FF

98-E0-00-1A-FB~22
86DD IPyé Datagram

+ Source Address :
+ Ethernet Type :
+ Layer 3 Header:
+ Uersion : 86 IPvé
+ Traffic Class : 00
+ Flow Label : @ 80 00
+ Payload Length : @0 D& (212)
+ Hext Header : 33 Authentication Header
+ Hop Limit : OF (15)
+ Source Address : FE:80::34:89:FA:CF:CB:70:BF:DC
+ Destination Address : FF:02::01
+ Authentication Header
+ Mext Header : 38 ICHMPu6;Internet Control Hessage Pratocol |
+ Payload Length : 61 (97)
+ Security Parameters Index :
+ Sequence Number : 0080088AF
+ Authentication Data :
DF &8 73 36 B4 5& 14 D9 96 9
FE 60 90 80 08 00 60 00 #i

80006001

EB 37 B6 A3
. .

e

38 82 97 a8
D6 B9 2a 86 48 86 F7 60 B1 87 02 AG B2 87 39 30
82 87 35 62 01 61 31 OF 30 6D 66 99 2A 86 48 86
F7 €D 01 a1 64 85 DB 30 81 BD 85 09 2R 86 A8 86
F7 60 81 97 01 A0 81 AF 0 B1 AC DF A8 73 36 04
S4 14 D9 96 9C 48 EB 37 22 B6 A3 FE 80 00 00 08
00 80 00 06 02 9© 08 00 24 08 98 52 53 &t 31 68
9% 0 06 01 BO 0t 80 D5 E5 9F BB 83 F5 D2 1C AC
E3 49 87 93 47 9C F2 89 £8 16 90 44 38 88 48 AQ
FB8 1A 83 35 BD 7F 34 4D BC 39 7B 50 6D ED 26 Ck
FE 96 Ch A3 9F 80 9E 88 7C FA 51 F1 39 48 83 AS
87 49 A3 BD B2 76 F6 FD 36 18 AR 39 A6 AD 53 07
7F 48 OF 1F 9B 3B BE BD bA 5D B7 7C C1 D9 57 EB
73 DF B1 Fa
+ ICHPuS;Internet Control Message Protocol
+ ICHPu6 Type : 85 (133) Router Solicitation
+ Secure ND : Verified
- 06:85:01,431606:
+ Layer 2 Header:
+ Destination hddress :

00-58-BF-33-5D-5A

a3 5 Secure ND HlA|X] HAEHE
Fig. 5. Verified information of Secure ND

B T S

message.

N,
=aE
Help
5 1.968970 192.168.1.3 192.168.1.5

o — T foa e

EFrane ¢ (466 Dytes on wire, 466 bytes captured) G
@ Ethernet 11, Src: 00:e0:00:1a:fb:22, pst: 33:33:FF:FF:FF:FF

;Filq Edi Captore Display Tools

@ Internet protocol version 6
8 autherticarion ueader
Next Header: ICMPV6 (0x3a) 1
Length: 396 1
SPI: Ox00000001
sequence: 0x000000af

.

i

Ta ¢T ¢o 70 br oc rr 02 000000 00 Dl‘l“ﬁ"\) 00 00
90 90 99,30 G0 0222 5L0000-00 00 00 01 00 03
P

2

NOTRORNANEWNHOIE O TE OR NG D E WK

5]

B0EcR00008050

5558565888

z
g

O3 6. Ethereal ZUEZ Z2IHo| BUER
Fig. 6. Packet Infomation by Ethereal monitoring
program,

t}. CGA Parameter AR5 ©]-&3)A Secure ND #A|
A5 #AFsn 2%E ¥ AH 22 ICMPv6
o} AR yehtn, Type =& %3 RS AAALS
g9l & & 9tk Verifiede WAIAZE 2 dagl Sl
g8 AFHASS et

1% 62 Ethereal WIES A ZUHY Z203S o
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