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Security-intensified SSL VPN and WLCAPT Virtual Server Design
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Abstract

This paper consists of two parts. One s the ECC(GF(2™)) digorithm fo improve the security strength and the processing fime
of SSL VPN and the other is the WLCAPT aigorithm instead of LSNAT for the securily strength of virfual server. In general when
corporates use SSL protocol in order to build VPN, they use RSA algorithm with the problem of security and processing fime about
authenfication and confidentiality. In this paper, a shared public key is generated with ECSPK which uses ECC(GF(2™)) algorithm
fo improve the security and processing fime instead of RSA. In addifion, WLCAPT algorithm proposed in this paper is applied to
vitual server which resides in the server side and then affer NAT frandlation, the actual server of headauarter is securely
communicated with if.
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Equal_addition(x, wi)
{
I=x1 + y1 * Multiply inverse (xi)
x =1 +1L+a;
ys=xi+ (L o+ 1) * x3;
return (xs, ys):
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Not Equal addition(x, vi. X, ¥2)

{
L= (y2 + 1) * Multiply inverse(x; + x1)
x3 =L  +L+x +x +a;
ys=L* (x+ x3) + %+ yij
return(xs, ys);

}
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EC~-HMAC (Sx, Sy, message)
{

Key byte(Sx, Sy, Ix, Iy);

Key int (Ix, Iy, $_K);

if (length(S_ K== 64))

S K,=S_K;

else if {length(S K) < 64)

pad_zeroes(S_K); S_K;=S_K;

else if (length(S_K) > 64)

{

S K=sha-1(S K);
p;d_zeroes (E_K) ; S_Ky=S_K;

}

EC-HMAC=sha-1((S_ Ky®opad) I |
sha-1((S_Ky®ipad) ||
message;

return EC-HMAC;
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client_source napt(struct pak form
*req_data)
{
for(i=1; i<=req_cnt; it+)
{
*bakup_reqg++=*req_data++;
new_port=rand_port();
*req_data.src_port=new_port;
*req data.source=napt_addr;
*bak_trans_reqg++=*request_
data++;
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client_dest_napt (struct pak form *temp res data)
{
for (i=1; i<=res_cnt; i++)
(/7 Wulde] F4uBY 2R 2Ux) Fio FEHS
/7 SEHRAY FAA F4, TEUGY A FLHBE 9
for(j=1; j<=trans_cnt; j++)
{ bak_trans_reg=temp bak trans_req;
res_data=temp_res_data;
if (*bak_trans req.source==*res_data.dest &&
*bak_trans_req.src_port==*res_data.dest_port)
{ for(k=1; k<=bak_cnt; k++)
{ bakup_reqg=temp bakup_req;
if (*res_data.src_port==*bakup req.dst_port
&& *res_data.source==*backup_req.dest)
{ *res_data.dest_port=*bakup_req.src_port;
*res_data.dest=*bakup_req.source; }

else bakup_reqg++;
}

}
}

else {bak_trans_req++; res_data++;}
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Virtual Real IP .
Protocol IP Address Port Address Port | Weight

TCP 1523157 80 | 100.01 | 8000 3

TCP 1523157 80 | 10002 | 9001 2

TCP 1523157 & | 10003 | 9003 1
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echo 1> [proc/sys/netfipv4fip_forward
ipchains -A forward -j MASQ -s 10.0.0.0/20 d
0.0.0.0/0
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ipvsadm -A -t 152.3.15.7:80 s wic

7 RGN AR AuE Be o] F7}
B,

ipvsadm -a -t 152.3.15.7:80 -r 10.0.0.1:8000
-m -w 3

ipvsadm -a -t 152.3.15.7:80  10.0.0.2:9001
-m -w 2

ipvsadm -a -t 152.3.15.7:80 r 10.0.0.3:9003
-m

AHd TP FAE ARESHE VIESAY S8l
AEZ} HTTP ME|=E w7] 93] Mue] a3
WS B W, 8% o] MuSe] WLC-
APT 7V MHE ZBfstiL, AMd IP 428 A
&ahs 8T Auolq Aul2g B2 7, oW
HRe Bl A4E Id 79 A 2mEd
obelish 2ot

< ¥ &>

83 w7l ik Az

(1) 73 Aol AR AW A9 - 7P Al
T8 AR A F49 XE HE
A 715 ElolEel HRe g FR
g 7188 %, 7k 34 dF ¢ndE
APt AA| MuE A3

@ 7P AR F4 HE - A4 A7) A4
HE 83 A9 F9A FiAv M A
Hel F42 8y, 24X ¥E ¥Hse 7}
4 AWZE o2 A3e MsE |Esich
Bz Fie A9E AA) el AMd P

FAhg FE HIE AA My @A}
a3 Aulzo] i3] A A3 HTTP ZE H
32 H3gd

¥ 49} o] 22 WaE Hre 72 Ho
d 71EG F, A4 AWz A+ED 1Y 10
2% AR U AFHLEEY F4 A
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IP F4
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wlc_nat(struct pak form *req data, int
wl], int c¢[])
{

for (i=l; i<=3; it++)

pack_proce[il=c[i]/w[i];

/7 TPFRE R AelRke Zheaist BHA) $48 Y
select_server=min_server (pack proce);
dest_addr=select dest (select server);
/1A Aee] Az e TEMEE e

dest_port=select port (req data.dest port)

/7 F a8 3P

for (i=0; i<=req cnt; i++)

{ *bakup reg+t+=*req_datatt;
new port=rand port();
req_data.src port=new_port;
*req_data.source=vs_addr;

req _data.dest port=dest port;
req data.dest dest=dest addr;
A
*bak_trans reqgt+=*req_datat+;
}

return (select server)

}

(%l 10y 7 EE=A0i (weighted least connection) @
T P AR

rot

=2 olEful Huwisis| (52 63)
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real-server nat (struct pak form *req data)
struct pak form *res data)
{
for (i=1; i<=req_cnt; i++)
{ temp source=*req_data.source;
temp port=*req_data.src port;
*res data.source=*req data.dest;

*res_data.src_port=*req data.dest_port
*res_data.dest=temp_source;
*res data.dest port=temp port;
res _data++; req data++;
)
}

vs_source napt (struct pak form *temp res data)
{
for (i=1; i<=res cnt; i++)
{for(3=1; j<=trans cnt; j++)
{ bak trans regetemp trans req;
res—data~temp res data;
/7 Y wldel] g aAuRie] Sltx] 4, FERS)
// 22 Rl BRI 4, FENTY UAEi TS 53
if (Yoak trans req.source—*res data.dest &&

*bak trans req.src port=*res data.dest port)
{ for(k=1; k<=bak cnt; k++)
{ bakup_request=temp bakup reqg;
if (*res_data.dest=*bakup req.dest)
{ *res data.source=vs_addr;

*res data.src port=*backup req.dest port;
*res data.dest=*backup req.source;

*res—data.dest port=*bakup req.src port;}
else bakup regtt; }
else { bak trans regi+; res datatt;}
}
}
}
}
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