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ABSTRACT

Membership changing is deeply associated with scalability problem for group key
management. If members of the group join or leave, new group key has to be generated and
distributed to all remaining members of group. Group key changing is performed by a group
controller. The following parameters are important evaluating criteria of multicast key
management scheme that generate and deliver new keys for rekeying: the number of keys
stored by both controller and member, messages to deliver, keys to initially be delivered by
controller, blocking capability of collusion attacks, messages to deliver at the batch rekeyng.
Batch rekeying can reduce messages to deliver and operation costs of generation for message
rather than removing members sequentially in fashion one after another. We propose efficient
batch rekeying scheme applicable to Pegueroles scheme using random number and prove to
be a efficient group key scheme for enhanced Pegueroles model with batch rekeying
capability.
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