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ID-Based Group Key Management Protocols for
Dynamic Peer Groups

Young-Ho Park*, Kyung~-Hyune Rhee'"

ABSTRACT

In recent years, peer—to—peer network have a greate deal of attention for distributed computing or
collaborative application, and work of ID-based public key systems have been focusing on the area of
cryptography. In this paper, we propose ID-based group key management protocols for secure com-
munication in autonomous peer group. Each member obtains his public/private key pair derived from his
identification string from Private Key Generator. No central server participates in group key management
protocol instead, all group members share the burden of group key management by the collaboration of
themselves, so that our scheme avoids the single point of failure problem. In addition, our scheme considers
the nature of dynamic peer group such as frequent joining and leaving of a member.
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