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Abstract

Recently, as network and computer technologies are growing rapidly, most of business transactions
are performed in cyber world, In spite of many advantages, the most concerns in Electronic Commerce
are the information security matters, and the cryptosystem has been claimed as one of the proper
means to settle this problem. In this paper, a partial encryption/decryption algorithm has been in-
troduced to show the efficiency against the conventional method in which all the data are completely
encoded. In our proposed scheme, the multimedia data can be efficiently encoded in a short time pro-
viding good data security. For example, the MP3 data can be securely protected with 10% encryption
in our scheme, Moreover, the shuffling process at the end of partial encryption procedure provides
higher level of data security.
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SUMLOOP (i) {
Session_key(il = random.seed ;

Key_generate(Secret_key, Public_key) ;
i{f(Open(ﬁIe))

fread(file, M) ;
Ratio = (M/100) * Ratio ;

mpg= M N
fclosefile) ;

T n
Cipher_file = Elliptic_Encryption( II (E(my DI mq) TIC }1 m,))
= t=2T+1

T ”
Shuffled_file = H(Elliptic_Encryption( 11_—1 (E(m )T mp) TIC - ;;[H m,N);

fwrite(Shuffled_file) ;
endif ;
l A%

i{f(Open(ﬁle))
fread(file, Shuffled_file) ;

}

Restored_file = H(Shuffled_file) ;

Decrypt_file = Elliptic_Decryption(Restored_file) ;
M = fwrite(Decrypt_file) ;

fclose(file) ;

endif ;

Q8 2D 72 U528 Y2z

T ”
#define Cipher_File_Size t]'[l (E(mgy-DTIma I ( ‘_yﬂ m)

'}f(Open(ﬁle))
} fread(file, Cipher_file) ;
zNhﬂe(Random_Block_Size < Cipher_File_Size)

memcpy{(buf, Cipher_file_Size+Random_Block_Size) ;
Random_Block_Size += Random_number ;
i{f(Open(ﬁle))

}
fwrite(Ordered_Cipher_file) ;
l A %
fread(file, Ordered_Cipher_file) ;

flcose(file) ;
) .
YV}ﬁle(RandorrLBlock_Size < Ordered_Cipher_File_Size)

endif ;
memcpy(buf, Ordered_Cipher_file_Size+Random_Block_Size) ;
Random_Block_Size += Same_Random_number ;

}

S = fwrite(Reordered_Cipher._file) ;
fclose(file) ;

endif ;

(32! 3> Random Shuffling Function H() Zx2|&s
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