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ABSTRACT

Recently, it is difficult to block the spam mail that changes variously with past spam distinction method by words. To
solve such problem, This paper propose the method of generating spam distinction rule using URL frequency analysis. It is
consist of collecting spam, drawing URL that get into characteristic from collected spam mail, URL normalizing, generating
spam distinction rule by time frequency, and blocking mail. It can effectively block various types of spam mail and various
forms of spam mail that change.
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SPAM: ---ommmmememn Start SpamAssassin results -----------
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SPAM: so you can recognise or block similar unwanted mail in ...
SPAM: See http://spamassassin.org/tag/ for more details.
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SPAM: Content analysis details: (13.3 hits, 5 required)

SPAM: Hit! (4.3 points) Reply-To: is empty

SPAM: Hit! (0.8 points) Found an X-Em-Version: header
SPAM: Hit! (0.0 points) BODY: Includes a URL link to send ...
SPAM: Hit! (3.2 points) HTML-only mail, with no text version
SPAM: Hit! (1.9 points) Subject is all capitals

SPAM: Hit! (3.1 points) Subject is full of 8-bit characters
SPAM:

AR HeE Fodsta k.

d& 9, dde] X-x dAvE sl
e +4.300, From #4°] some-
thing-offers 3Aleld +4.300, X A}
2ol vl F4U)b whiteliste] glew
-1008 #2 3 ¥+

® 28 24 Adnde 553 B AR

72 gtk d g EH, dAEZ 74

g ds 23shA e HTMLE‘"r FA

H v, HTML® Heading ®j29] #-&

AHE, Aol o7t 2219 AHSF 2 AE
ojct,

SpamAssassindle °]2gk A
EAE E2 BEo] FAkgtt

® E¥e|AE

mIo

. 5D URL $&S 0|83 AHNY I
7 AN

Hae) sduAe o2 7 Wae] Fhs
HYo2 Agsr) Y5, 290 3
&6 WS A e o)l o ol
Mol U837l 9% <83 URLS HE
o143t ~dld Y 71 A4l d)

P OABNY S URL QI a] e AT XEE

a3 1. Agolied Aok gy
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Table 2. The frequency of sending servers

Bl A HlE
10.2.202.xxx 615
216.65.3.xxx 110
204.200.197.xxx 90
205.158.62.xxx 74
216.65.3.xxx 65
216.65.64.xxx 59
205.158.62.xxx 56
205.158.62.xxx 41
66.14.165.xxx 23
68.171.98.xxx 20
68.19.91.xxx 16
67.15.24.xxx 15
68.218.161.xxx 13
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Table 3. The distribution of sending servers
according to time interval
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