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ABSTRACT

During the last decade, security models have been defined for two- and three-parity key exchange protocols. Currently
there is a growing research interest in security models for group key management schemes. While various security models
and provably secure protocols have been proposed for distributed group key exchange schemes, no results are known for
centralized group key distribution schemes in spite of their theoretical and practical importance. We describe security
requirements and a formal security model for centralized group key distribution scheme: we define the model on the channel
controlled by adversaries with the ability of strong user corruption. In the security model, we propose a conversion module
which can transform centralized tree-based group key distribution schemes in the literature to provably secure centralized
tree-based group key distribution schemes.

Keywords : group key distribution, security model, conversion module.
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