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ABSTRACT

Kvamstrom et al. in" proposed a rule protection scheme by using one-way hash function to protect rules in security
41 also proposed a rule protection scheme for Snort, which is one of the
most common IDS. These schemes provide security only for the header information but not for its contents. To solve this

systems over ubiquitous environment. Son et al. in

problem, this paper presents a scheme based on the symmetric cryptosystem over Snort not only for the header information
but also contents.

This paper uses the key management based on PCMCIA security module proposed by''? for the symmetric cryptosystem.
Our scheme could be adjusted to other security systems, which use the rule based detection.

Keywords : Intrusion Detection System, Rule Protection Mechanism, Symmetric Cryptosystem
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2.2 Snort

Snort £4 w4 2d & & =izl 3 Hd
ghA] Algloltt. Snortd] 71¥FERE 19 15 o)
AA 4tAz AR WA, Ed= AelA dE
g A7e A (sniff)3led 1Y (filtering) 3k,
P23 ARE t]F9(decoding) T F, A=Azl
(intrusion detection engine)ell4 &<l ¥4 &&
ke g A9l o5 elxils ARl Za(aler-
ting and logging) SAA Al2g] FejzbollA] Fx
T Bz 2a% )3 HEES HYUY

Alerting and Logging
1

Intrusion Detection Engine
Packet Filtering

?
Decoding(Each Protocol, Sanity Check)
1

Real Time Packet Sniff/Packet Filtering

)
Packet

a2l 1. Snortd} J{EZ=

SnortellA AREs= £ 7|2 F2E 28 29
Zoh, B =9 5d.e Hel WAUSY E&
ke 71 Adksle Alolnz o]ydl Bo PAS
olalshs 2L Abdsl Fasie)

L;‘.

of 7IgTx

28 2. Snort €

23 2914 Options BE o]A7IA| 9] ko] An
= i 8 (Header)®tz 82, Options = A
2E J&A4 B (Contents)etz e} ol &9
T4 L4 ek A Ardelrt

- Action : Asle] ## HAE A A% ¢
gk 3¢l (action)& AA
ex) alert, log, pass, activate, dynamic 5
- Protocol : AHE%l Z2EE& 4
ex) TCP/IP, UDP, ICMP %
- SourcelP, DestinationlIP :
0 A1x] A

ex) any, 203.230.91.1/32 &

A $47]

- SourcePort, DestinationPort : 3|7 %
EAA
ex) 8080, 21 %

- L E VIFLE YFo] A, 2EF]
FAIA) AR
ex) . (-, O %

- Option @ $]9] 3Eojele] EAjgdx1} dlofy

o] ARE 2 4 7le} AA
ex) msg, content, fragbits %

ol 44 (flexibility) & AlFst7l fsl] IP
Address, Port %2 4 ZH(fixed value), §
9] Z(wildcard), 7b# zkelvt WSl ZH(variable
or interval) 22 Fadrt} A4 Snort £9 ¢+
-3} 2l

- Destination Port7} ZA el 4%

ex) log tcp any any - 192.168.1.1/32 23
- Source IP$} Source Port7} 27+ 919 ghal

739

ex) log tep any any <) 192.168.1.1/32 23
- Source®} Destination®] Port7} H¢l &

713 3%

ex) log tcp any 23:100 -) any 1024:
- Destination IP7} ¥ #t A%

ex) alert tcp any any - $HOME_NET any
- Content BEE 7 A%

ex) alert ip $EXTERNAL_NET any -

$HOME_NET any (content:"{00 001");
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7PH43 (MinValue, MaxValue) {

Interval = MaxVal - MinVal + 1:
CommitVall = Random() * Interval:
DecommitVal = MinVal - CommitVall:

return Interval, CommitVall, DecommitVal:

- IV : Interval
- CV: Commit Value
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- IV : Interval
- CV: Commit Value

TR 7. bR gmelEel SXEy

7Pk CaptureNum, Interval, DecommitVal){
CommitVal2=CaptureNum-DecommitVal:
CommitVal2 -= (CommitVal2 % Interval);
return CommitVal2:

}

R L
F7) 9% Aelet,

A - E<l4 TP H<17t 208.230.91.200~203.
230.91.2202 AA=e] oz, vEH=
AelA AAR A7) 1P7F 203.230.91.
2059 A%

) 7 £33 1P WS 220 - 200 + 1 =
210]2.2 Intervals- 21°] Hrk 219 A4
¥l & 7IX1Z, Random()ells) A==
gtel 10cjetxz 743l CommitVall-
210°] k. DecommitVal H$9 4
Z{MinVal)® CommitVall®] =H(4ed
AN R AArE 2R ~100] e},

(2) 7ha kb Q1] ARl A A== e &)
Fals PR #lsh] HsiMe d¥= 1P
ol 203.230.91.2059} 7P ola] Alatsl
DecommitVal-g °¢]4389 CommitVal2
= CaptureNum - DecommitVal = 205 -
(-10) = 215% &=t 223 CommitVal2
= CommitVal2 - {{CommitVal2% Interval)}
= 215 ~ (215 % 21) = 210& Ak},

o]gA AR CommitVall® CommitVal27}
A=l shex] &AQgozs Azl Fau) Fo] 7=

e FaelEe) olE

O 8. e ©E 7id E=ol & MMy

Fa Heldl xgE=AY oAF-E HUAYF 5 3ok
A9 AN E e 4 203.230.91.205%
Commit\/all-ﬂ- CommitVal27} SU3 2£(210)
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EM?% g sk #HY S 2w d=e a¥ 8%
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stz sg Yl
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AAAL B AR 2999 A} & =&
A Ak E REiHe B8] o S49
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- IV : Interval Value
- FV :Fixed Value
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- EP : Encrypted Packet
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S, AHAAQl Eel BE A4S YR 4 glon
FIPS PUB 140-1 &Y 3& =3} 7] AA 4]
= PCMCIA &3 2E M2z 718 QA3
Al SHellA] AT 718 AR 5 ot o] BE
AA=Z 717F A4 G e old 32| ¢
PED(Pin Entry Device)2 FAE 3, AH4x}
PIN KEYE 2143le PEDE Eslj4 ¢3Ed
o 21l & F GEEZE AHel 7] dAe F
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- YSED -
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a8 11. PCMCIAE o83t 7|8

71& A=At 48E PIN KEYd o8 28 ol
A ANE T AR Jls Aa" W HAE 5
& A4 Triple-DES ¢33} 282 2= A
A8 7)) AZH 5 e FU¥ A2E PEDe|7|
dEe] PIN KEYE 714l #Hejzt o]¢]9] o 7%
712 AMAE AL & $= gk weby] 9
Fstol] ALEEE 719 FEd diF ZAE EEA
2 4 4 i

v, dE #EY

o] Aollide E =¥ At ARE F RE
7] Ag AFE Bola, 71FY o7 vlaiA
< AAgt

4.1 &8

a3 128 A 9 vEa FAHARE RAE
th Z+ Alxdle) $A4L g3 2}

- #4) g1 A~ : AMD Athlon XP 2000+,
Linux Kernel 2.4.9, libpcap, 100MB NIC

- 31g] lEYZ 2= : Intel Pentium-III
800MHz, Windows 98

- A9} A}2~¥ : Intel Pentium-III 800MHz,
Linux Kernel 2.4.9

- PCMCIAZ}=E : A9} g9#] A28 Al thread
234

AR} B4 A3 WA A2DE AolEslels
G A=z Alolel FAARSH, A =R

gl 12, WEY3 FHE

—°1~9—_ BE aa ‘l‘;g 3]'0:“;]' E_—g}_‘]‘)]
Alg-g $jste] Snortell4] BAF 5 e 100711
o] 34L& ¢33, & 7Y Aado|lmz (0%
2] FAR(false accept rate)®} 0%<] FRR(false
reject rate)< & 4 et

3% 13 Aula A¥ FFH(DOS, denial of
service)9) sl Jolt A9 & nE). 9%
v EYId] $23 T4 Aoz te Wi Ay
Yol &3 gJoe] ZAER FAL A=t

T fe gt Wow Wndow Heb
NGk BN BEE A OO B 6w
w:]Qutckanect r_lpmrdes%

{root@kicom 1sp]# ./jolt 203.230.91.200 203.230.91.220 10
Sending to 203.230.91.200
Sending to 203.230.91.200
Sending to 203.230,91.200
Sending to 203.230.51.200
Sending to 203.230.%1.200
Sending to 203.230.91.200
Sending to 203.230.91.200
Sending to 203.230.91.200
Sending to 203.230.81.200
Sending to 203.230.91.200
[(root@kicom lspl# l

a3 13. Jolt 34

2% 14+ Mula AR FA g 29 dAE
BeZg o] o did B3E E& a3 15904
BeZch Snortelld AHSEE B2 ¥ 13404

| B £t Vow wodon be
Haeakisg®
|} &) Quitkcomeet () Profies |

# (C) Copyright 2001, Martin Roesch, Brian Casweil, et al. All rights reservi
l §Id: dos.rules,v 1.29.2.1 2003/12/22 16:39:22 cazz Exp §

elert ip $EXTERNAL_NET any -> GHOME_NET eny (msg:"DOS Jolt atﬁuck": fraghits:
0s; 31d:268; rev:2!)

alert udp $EXTERNAL NET any -> $HOME_NET any (msg:"DOS Teardrop attack”; id:2:
rt.org/edvisories/Ch-1997-26.htnl; reference:bugtraq,l24; classtype:attempted-
alert udp any 19 < any 7 {msg:"D0S UDP echodchargen homh™; reference:cve,CaAR-
81d:271; rev:3;)

alert ip $EXTERNAL_NET any -> $HOME NET any (msg:"DOS IGHP dos attack”™; conter

CVE-1999-0918; classtype:attenmpted-dos; sid:i272; rev:2;)

a2} 14. Snorte] DOS 34 &
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