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n= HEE Wl Center for
Technology Research in the Interest of Society
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1 MAM HEST M ALEE]

Information

45 Ao
CPU 8-hit, 4MHz
8 Kbytes instruction flash
Storage 512 bytes RAM
512 bytes EEPROM
Communication 916 MHz radio
Bandwidth 10Kbps
Operation System Tiny OS
0S Code space 3500 bytes
Available Code space 4,500 bytes
Security Protocols for Sensor Networks

(SPINS) oA A E]= ZREE]S AvfRe] HEo
2 FEse x=9 Ho e e 2 e
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+ LEAP(11]). Deng et al.(3], Undercoffer et
al.(9]) &°] AUt
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* node to base station &2l
* base station to node 4!
* base station to all nodes ¥4l
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FEe Y 7le BE FARE $AAIT] FR5 o
of 3P FAAE F oA A= FH TE E
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2 AAAQ AFE oY A 4280 ZBE o]
P EAAES slde] 3 WAle® Xdd 7] =&
@ 93k 3 7] chaine] AHECH

2.2.3 HOIE #&
41 &l Hlolg Fad2 AT AR Hlol
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VTS T HolH FEHS B3I,

2.2.4 HOIE| MMM(Freshness)
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- counters %3l partial message ordering
(sending order) A|F

- A8 PAAE B dE SAAE 2 RS
# 7ve

- 8% : sensor® % Al

* strong freshness

- 9dele] W 2RI nonceE 3l request-response
pair|A] total ordering A
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- delay estimation A&
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3. Security Protocols for Sensor
Networks(SPINS)

3.1 SPINS2| ++d

SPINS 7|2 the 5 7K #5o8 434,

o SNEP(Sensor Network Encryption Protocol) :
dlole] vdAd, Azt dlojg] A%, AARE W],
24, FAd F AF

ouTESLA : H]°|8 Broadcastingolixel Q15
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3.2 SNEP(Secure Network Encryption Protocol)

SNEP 71&& a3t 22 Het 7% AFdc)
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HE 258 F AES dolHE vuyE 43t
s Al 3AT G5 HAACA del HAIAE F
23 4= glE Het 7]l (semantic security)= X
A}, otEslE 9siAE Counter ModeSs A
£3l0] vjdAgdS BHAG
- Counter mode(CTR)<] block cipherE 93l
S FRske 2719 countersE AR
counter : initialization vector(IV) )
- ZF WAIA] A ol Z424e] counterd 7
-2 WAIR|ZE v o244 Shashe
- Base station® ZE =0 it dA counter
7 S
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o 241 B3l ¢ Counter JEIE 2t end point®ll
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1
-2 WA 73 dlojg] Q1S By
-5 1K A9 dolE Q153 Data Confiden-
tiality 273

BN Ol SNEP E
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3.3 uTESLA(the “micro” version of the Timed,
Efficient, Streaming, Loss-tolerant Authen-
tication Protocol)

Sensor network’dolxl TESLAS] EAA3 p

TESLA9X €] Ay o3t 2o}7).

- TESLA 712 27] #3ld] AAMES x3tslo]
AFdhe Welem Aladel Relz s
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* (BS-)node) #HA A%
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ZF dE7E KigE A

interval i7} 7333 FHE § interval Foll Kig

=EA

AEN=E
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2}. Authenticating broadcast packets

o =A1E FFlo] HotZAL TEESIH FAAE=
packetS Agstm wheF wIESEA] Rspd &
packet S F-A]. B Z7dolgt =413t wjZlo) o
He 717F $A1A0 o3 ofd =EEHA] S
Baeke 2749, ojRAe A BE 419 o)

64 2004. 12. BRAEFsA] 229 A12%

Pl

< A2g | AR

* A Ki =%

A A= one-way function®s o83, 71X 3L
A Kvel KigE o 2208 Zkm v

one-way function F : Kv= Fi-v(Ki)

gtok wsgo] EW interval v ~ 1 < BuiRA
RE packete] 9F5H KvE Kiz thA

4

¥

n

0. Nodes broadcast authenticated data
3t =7} authenticated data® broadcastingst
e dE o2y 22 EAlgol &3

*node : "WEe BAEHA one-way key chain®
7] B5& AZE g5

» 27] A737] Kne2RE| 247te) 7152 AARshe
A= 1 vl &g

e = 7 IR} 718 FRE Al R 5 A
ov2 key chain® F#+= 1M|E9 node-to-
node key agreement® -t

o =2y 718 BE FAAENA broadcastingdh=
AZ 2T SHI A 1L H]go] 2

ol9] FE Wik TS 22 WS B Aulzrt
o|FARAEE k= Zlolth

* Node¥ base statione E3t H°|ElE broad-
cast@t}. Nodet base .stationollAl ASE HH
o2 dolEE MF3] 93l SNEPS AREshH,
1 %o base station®l broadcasting

e .==7} Blo]E] & broadcasting 3= base station
o] one-way key chaing -“FA5PH, HeA
broadcasting nodedlAl 71& AL} =g
broadcasting noded] A AkS 93] base
station®| &% 7]& broadcastingdlil, A=
FAAE 3t initial bootstrapping AAHE &
3 Ve '

3.3.3 2 S

Base
Node A Station

(OKn &E
ZKn-1 ... KO

(ZNonce

@TS|KilTilTint| 6
AC(KMS,Nonce | TS|Kil Ti

EMsg, MAC(Ki,Msg)

‘esecurity TKi
condition X3

BKi2 Kj

B 2ol




TS @ &4 Azt

Ki : interval i o] AF:E key
Titi o) Alg Az

Tint : time interval

9 ! =& delay

8 6 uTESIA ZEE2EE iR

4.8 8

B 3ol A MEYZY BWE F9 sl
SPINSE z&3}9ict. SPINSe| 78, Al~= A =
A, Bt g7AERE disla, 847]e9 SNEPH
TESLAS] BAH-& /A3 uTESLAS] 7|53 Z2 &
2L Mo m AABIIE 9 AFE vl o
SPINS ©]Fol ikl 7]<o] dts]o] EREHAUT
7} 71ze] Ao BT NS B3 A9 Hgol
8749 Holr},

2004'de] HHA vl FEE F4oE AA
UER A T55 3 38 3 7]e o] 73
o2 o]FojAx Ut} AA WESFe thdk Akl
QFZ7L Fault tolerance, scalability, 7F48 £9°]
o, Zt S8R A of 4 JAort dEAlE 87
Ao g AAZMY, reliability, HlolEl%, 714, A
g, o]FAH 5= & F Utk Het H 5L JiFHo

© [<}
ARkAQ]l g0 R mEyojof a1 & 27
HE] Al gk ojopt ke, H-§ AIA A

O

o) 9 HEADS F5F 4 ook, olw), T4 A4 u)
E92g S ot AR % Alo) Aul g ks
A AZs] A AN MENRE TP 94
3} olst ABHE A4 EAZS] 1l AF0] Y
Hog o|folAck gl

AA ViEE SHAES AFY B39 T
8% ABE s AN Aledel B3
A R PE2 gste] olg) S Ans
Heh B 9% 7]ee] Agol P& 2719 AFRH
49w ZoH Fus} ol Fold Rolnk
2EHoE, FUFEL BPIAS) B AFE F
1HEs 2 9 ok 2R B AR
7% Aol £ Aoltt. meht, Ao fHlEs
t 54 71%0] F5M0lx gm AA A7, AdEe
cherst 71%e) 2o e WA ok e A &
ZoAe) RHlAEls B30 AR B IAF &S
Al A Adel 71eg AT, AL Rud F1)9
Bl 87S P& s A9 71 71e o A
M9 Hek Q13 J1$ S BIHOR 2PT 5 Ye A
T, Age] 279 Zolt

5

ofy

X

=

|

Ko

T

I

re

a2

(1) H. Abrach, S.Bhatt, J. Carlson, H. Dui.
Rose, A. Sheth, B. Shucker, J. Deng, R.
Han, "MANTIS:
Multimodal Network of In-Situ Sensors’,
In Proc. of 2nd ACM Workshop on Wireless
Sensor Networks and Applications(WSNA'
03), San Diego, CA, Sep, 2003

(2] B.j.Bonfils, P. Bonnet, “Adaptive and
Decentralized Operator Placement for
In-Network Query Processing’, IPSN'03,
April, 2003, LNCS 2634

{3) J. Deng, R. Han, and S. Mishra, “Security
Support for

System Support for

In—network Processing in
Wireless Sensor Networks’, 2003 ACM
Workshop on the Security of Ad Hoc and
Sensor Networks(SASN '03), October 31,
2003

(4 ) Diameter CMS Security Application, draft-
ietf~aaa-diameter-cms-sec-04.txt, www.ietf.
org/html.charters/aaa-charter.html

(5] H. Han, A. Perrig, D. Song. "Random Key
Predistribution
Networks’, Appears in IEEE Symposium

Schemes  for  Sensor
on Security and Privacy 2003

(6] J. Hill, R. Szewczyk, A. Woo, S. Hollar, D.
Cullar, K. Pister, "System architecture di-
rections for network sensors’, ASPLOS
2000, Cambridge, Nov 2002

(7] A. Perrig, R. Szewczyk, V. Wen, D. Culler,
J.D.Tygar, “SPINS : Security Protocols for
Sensor Networks’, Wireless Networks Journal
(WINET), 8(5):521-534, Sep 2002

(8] K. S. J. Pister, J. M Kahn, and B. E.
Boser. Smart dust @ Wireless network of
millimeter-scale sensor nodes, 1999

(9] J. Undercoffer, S. Avancha, A. Joshi, and J.
Pinkston, “Security for Sensor Networks,
http://www.cs.umbc.edu/cadip/2002
Symposium/sensor-ids.pdf

(10) Y, J, Zhao, R. Govindan, and D. Estrin,

“‘Computing Aggregates for monitoring
Wireless Sensor Networks’, The First
IEEE International Workshop on Sensor

AA HEYZ Bl mR2EF 29 &% FAA 65



Network  Protocols and  Applications
(SNPA’" 03), Anchorage, AK, USA, May

11, 2003
(11) S. Zhu, S. Setia, and S. Jajodia. ‘LEAP:
Efficient Security Mechanisms for

Large-Scale Distributed Sensor Networks’,
The 10th ACM Conference on Computer
and Communications Security (CCS ’03),
Washington D.C., October, 2003
(12]) http://www.citris.berkeley.edu/index.html
(13) AEBAS, wAAN HESZ 7= 718AY,
2004. 2. 17.

M2

1995 Addthstn 3 238k (Feh

2003 AN gw Haprlsuistd JE
FETFIIA

2003~3A) At el 7FE
2} uha) 93

1995~dz] =k
29 AgaTe

By} ool HEAT A58 Alxw,
AHERE Q1 ITS DB

E-mail : sws@nca.or . kr

40
=

NEERLE!

2l Xt
1995 Aa@isty 4 23k (Fah)
1995~¢A =ik Qe S
CEREES)
© FARoE: PKI, Q5 FEREQ
E-mail : ssji@nca.or kr

b

483
1990 =) =oiiiEw 3G (HIHE)
St
1999 e etw ZAGE(FIHFE) AL
1999 #Aekea ALPAE S} 25
2001 (&) A E Ho]E 7]FolA}
2002~3A F=E AeilrlnkdE
9 w4
| T4 o) AR (IPvE), 2Hkd A
A%, fUlAEs Ame 9 A
H] A
E-mail : yjkim@nca.or. kr
Al Ab

—_ o

1983, 8~1988. 7 AMIN=AIEA Al
B A
1988. 89~1993. 7 AYHAL Al2el7)
, =iy
1993, 2 KAIST d4¥els &8
1995. 9~ =t HEprR
/ 0 o
2004. 2~%A FSTUSNAIE G
2002. 3~dA A=gn HFE s
AR
T4k 2usEw, 1T839 3tHAZeH(BeN, 1Pv6, USN/
RFID), FUESS, PKI
E-mail : ssc@nca.or.kr

iz

T
A

e HCI 2005 o

220059 19 31¥Y~2¢¥ 3¢

e A O AAANEAE

ANAAFE G283

« AA|QF : http://www.hcikorea.org/hci2005

IS SRR BEN

66 2004. 12. FEAEH A A22d 128



