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The Protection System of Digital Contents using a Frame Filter
Information based on Public Key
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Abstract

The growth of Intemet is the main factor that activates the Digital Contents Market and gives the convenience, efficiency ond
usefulness to the users. However the Digital Confents Market could be shrunk by an illegal reprinting and imprudent using. As
result, recently we can see that using the confents ilegally through Internet  makes the froubles between providers and customers
and finally they are af law. Therefore we urgently need a new technology which can prevent the contenfs from illegal using,
llegal reprinting and imprudent using.

We developed the system prohibits a imprudent using in order to activate the Digital Contents Market. We developed the
system protects the confents safely by removing the dangerous for the illegal reprinting with providing the encoded contents and
the system removes the contents cccording to the number of usage and the user authentication  {hrough network.

v Keyword : Digital contents Protection / Watermarking / DRM / PKI
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Static void read_Y_U_V(char
+frame, unsigned char «frame[ 1)

)

Init( )
sprintf(name, “%s.Y". fname):
i

Fd= fopen(name."rd"):

1

Sprintf(errortext, “Coutdn’t
open %s#n”, name):
fitter _read(): I |7New _Y= (Y.name(*)fillter())#J
i
filter _atu(): }.,-, ’7NewJJ=(U_name('>fillter()):4J

1

Fclose():
sprintf(name, "%s.U", fname):

F\lew _V=(V_name(- Yfillte r())iJ

e

Fclose():
sprintf(tname, “%s.V". fname):

Return() :
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char Filter_encry(int random _key)

char *ilter_info, *encry_filter;

char *Rand_Key;

void DES3( );

{
itoa(random_key, Rand_Key, 64);
fread(filter_info); // filter information read
// filter Information encryption
encry_filter=DES3(Rand_Key, filter_info);
return encry.filter;

[—

Contents_encry(char *filter_info, char *Y, char *U, char
*V, int frame_size)
{
for( i=0 ; i<frame_size; i++){
Y=Y Milter_info[i];
U=Ufilter_infoli];
V=VAfilter_info[i];
}
retun Y, U, V;
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4 Filter_decoding(Frame, En_Filter_info)
N /
Init(): //=218 ———

Des(En_Filter_info) ‘l Read(UserCont_Uselnfo)

N S
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( Return Source_Frame; J
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