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An Analysis of Intrusion Pattern Based on Backpropagation Algorithm
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Abstract

The main function of the Intrusion Detection System (IDS) used to be more or less passive defection of the infrusion evidences,
but recently it is developed with more diverse types and methodologies. Especially, it Is required that the 1DS should process large
sysfem audit data fast enough. Therefore the data mining or neural net dlgorithm is being focused on, since they could satisfy
those situations. In this study, we first surveyed and analyzed the several recent infrusion trends and types. And then we designed
and implemented an IDS using back-propagation digorithm of the neural net, which could provide more effective solution. The
distinctive feature of our study could be stated as follows. First, we designed the systemn that cllows both the Anomaly dection
and the Misuse detection. Second, we caried out the infrusion andlysis experiment by using the reliable KDD Cup ‘99 data,
which would provide us similar results compared fo the real dafa. Finally, we designed the system based on the object-oriented
concept, which could adapt to the other algorithms easily.
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