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A Formal Specification of Role Graph Model
Increasing Integrity
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ABSTRACT

The objectives of access control are to protect computing and communication resources from illegal
use, alteration, disclosure and destruction by unauthorized users. Although Biba security model is well
suited for protecting the integrity of information, it is considered too restrictive to be an access control
model for commercial environments. And, Role-Based Access Control(RBAC) model, a flexible and
policy—neutral security model that is being widely accepted in commercial areas, has a possibility for
compromising integrity of information. In this paper, We present the role graph model which enhanced
flexibility and integrity to management of many access permission. Also, In order to represent those ruie
and constraints clearly, formal descriptions of role assignment rule and constraints in Z language are
also given.
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O 718 =719 B3A A9

—— READ_PRIV_SET
object : P OBJECT
access_mode : ACCESS_MODE

access_mode = read

<917] A% H¥>

WRITE_PRIV_SET
object : P OBJECT
access_mode : ACCESS_MODE

access_mode = write

<27 A HAY>

ROLE

r-level : SEC_LEVEL
r-scope : READ_PRIV_SET
w-level : SEC_LEVEL
w-scope : WRITE_PRIV_SET

<AE>

r— LEVEL_TO_INT

level_to_int : SEC_LEVEL — N

Vs : SEC_LEVEL, 1 : N -

(s=1 =1=1V
(s=vi=>1=2) Vv
(s=¢c =1=3)

<FFY BFa>

il

INT_TO_LEVEL
int_to_level : N — SEC_LEVEL

Vs : SEC_LEVEL, 1 : N -

l=1 =s=1 V
1=2 =s=vi V
1=3 =s=¢)
<HF9] FF3>
— INIT_R_LEVEL

r-level : SEC_LEVEL

r-scope : P READ_PRIV_SET
r—temp - N

level_to_int : SEC_LEVEL — N
int_to_level : N — SEC_LEVEL

Vobj € r-scope.object
r-temp = min[level_to_int(obj)]
r-level = int_to_level(r-temp)

<97 TF 7>

— INIT_W_LEVEL
w-level : SEC_LEVEL

w-scope - P WRITE_PRIV_SET
w-temp : N

level_to_int : SEC_LEVEL — N
int_to_level : N — SEC_LEVEL

Vob) € w-scope.object
w-temp = max[level_to_int(obj)]
w-level = int_to_level{w—-temp)

<7 TF 273>

3.1.1 read only H&

g5 Re] A TANA read BEHS 2= RE A
Al e} A-E r-scope(R)Z 3L write BFE 2 L8

Ao AFE w-scope(R)o}gtar &txh =3 r-
scope(R)oll EAjels T8 AR Folld 2o 22
A e 2= 5FE AT 4E RY rlevelR)°]
g A 9J3kal w-scope(R)oll EAshz RE Ax F
oM Hho] FEH FF& Ze 53 AT 93
Re) w-level(R)o|2t A gt

read-only &[R4 739 w-scoped] #t°l T3
oo}, whok r-scoped] ZE A SFo] BF 2
& RAN FEE HE 4T, ©] 922 Biba 249
simple integrity A ¥o] Z &t} 7}, r-scoped
2E AN El M2 2 $24 FFE 7 B,
FA o 724 Tl AT AE A2 FEY TF
o s1F8tE r-level(R)ll 2)uf s olof g} whef 1
A o Ag FA L AR FFo) Fe A

& S =~

£ 9A Hol B3RS FEAHS BAEA A |8
s, ARG Ge AAE Ao} Aale) 57
o & A4 e Yot B FFOR 58 5 Q)
i E o]

olg) YE&S ARZAT HYA WA Z FHeT
e 2o

(A=A 1] VS € §, VR: € R
RoleAssign(S, R = MS) < r-level(Ry)

—— READ_ONLY_ROLE_ASSIGN —
s : SEC_LEVEL
level_to_int : SEC_LEVEL — N
r-level : SEC_LEVEL

level_to_int(s) < level_to_int(r-level)




3.1.2 write only 9%

22 2 write only 9&(Rw)Y 2% r-scope]
ol FxFolng, whek, w-scoped] AA FFol
EF 2L FEY TFE AE AS, ol 982 Biba
S99 integrity *-property A & o] F &t} grek
W—scopeﬂ RE AN ES| HME HE 72 57 &

VA A, FA Y FAA TFol AT 9 Ho
A4 53 Fde w-level(R)2 X)) st o
ok oRkeF 082 GO FAI} AMEY L& F
o] 2 2A =ol AR FAYE BAEH
SHA

o} 2] ‘41%" Atz A FHANE XHEH
&3 2ok

[AF=x=A 2] VS e S, VRw € R

RoleAssign(S, Rw) = MS) >

B
s Olﬂ

2
£

w-level(Rw)

—— WRITE_ONLY_ROLE_ASSIGN
s : SEC_LEVEL

level_to_int : SEC_LEVEL — N
w-level : SEC_LEVEL

level_to_int(s) > level_to_int(w-level)

3.1.3 read-write 9

S22 read-write & Rw) S 3183}, o]
= 9] 7kA A5 stsAdol EAdth WA
r—scope%L w-scope’} 3} S 7o BF EX) 5l
4%, 71¥9 Biba A< simple integrity A &3}
Integrity *-property S 3£t}
&2 w-scope?} r-scope”t hitolate] BAA
FReE X ?ﬂf?}"“i AE3 st FH AA UG
il ﬂdhg%}g %%—7”14] o) gk wjj A o]

;
o

Y

Ko —'?—%“5’% P22 °] d‘é}"ﬂi i o] Brhs
oF r-scope®} w-scope’t B & HiEol &
A &2 °}—E¥ 5 scope Aol 9] S dFEl=
FA e 9EE wWAY 4+ Ak
r-scope’} w-scopeE. T} A 99 I
gl FA U A ste FA S )2}34'3]’;{
F Ao BgEHE FA AW o
o} 31X g w-scope”} r-scopeR T} A9 o] &) 5}
= A% 23T 5= gle FA = Biba 3Y L 9w
3l read-down, write-up A7} WAt n 2 WA

S240| ZslE AE O 2Eo] MEA M 1625
g Qi & A2 FA o Biba A& Y Integrity
*~ propetyE #8384, wHeF FA9 FFo] w-
level(R)& Auf3ld i A& wlZE &+ ot

o8t e &S Vo R AR A3Y A FF
A3, a8 Z¥E A8 Fogsar)

[AMFxA 3 vS €S, VRw € R
RoleAssign(S, Rmw) = r-level(Ry) =
(Rw) AND AMS) < r-level(Rn)
AND MS) = w-level(Rw)

w-level

[AeFxA 3] VS € St VRw € R

RoleAssign(S, Rew) => MS) > w-level(Rw)

—— READ_WRITE_ROLE_ASSIGN
s : SEC_LEVEL

level_to_int : SEC_LEVEL — N
r-level, w-level : SEC_LEVEL

level_to_int(r-level) = level_to_int{w-level)
AN
level_to_int(r-level) = level to_int(s)
> level_to_int(w-level)

READ_WRITE_ROLE_ASSIGN(TRUST) —
FS : SEC_LEVEL

level_to_int : SEC_LEVEL — N

w-level : SEC_LEVEL

level_to_int(s) > level_to_int(w-level)

ol Eof it A rE-S A olsha ohe3t 2o}
O 9 M3 73
[read-only 99} 3]
RoleAssign[S, Rd =
True : if Dominate[r-level(R;), MS)]
False : Otherwise

[write-only (append) ¢}&2] 29
RoleAssign[S, Rw] =

True : if Dominate[A(S), w-level(Rw)]
False : Otherwise

[read-write &9 73-$]
RoleAssign[S, Rrw] =
True : if [Dominate(r-level(R,), w-level(Rw)]
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{

if

Equallr-level(R:), w-level(Rw)] == MS) OR
[ {r-scope(R:) N w-scope(Rw)} == &
AND r-level(R:) = A(S) > w-level(R)]
else if [S € St] AND Dominate[St,

w-level(Ry)]

False : Otherwise
3.2 o8 Tell= Al
A7) 9&9) r-leveld w-levelo] Bl 7} £

A4 TeE 7R A% 988 aesAL o)uf Y
r-level r-scope AA| Fol A Ao 5FS sl
w-level® w-scope SolA AU FF& 3o
A8 gz Ao 93] Ri9 r-scoper= R:9
r-scopedl] EF X 3ol HAr},

read H &9 7%, Ro9 r-level> Ri9 r-levels
2 58 7H-ok gttt ¥ go I e
= Heole] g JMdol 28] read up Yol ¢l
o 2¥ 1& H27h53 read S-S B Yl

(A=A 4] Ri—R2 ¥ W, read & T2] 73 9-(¥]
27hHE)
r-level(Rz) = r-level(Ry)

— READ_ROLEGRAPH_ASSIGN(COMP.) —
senior_role : ROLE
junior_role : ROLE

senior_role.r-level = junior_role.r-level

MaxRole

AR R \ """" i

_________________________

_____________________

r-vi

—p !
Svi ! (include r-c) Vi
S (1nclude 1
irevi,r-c) | /L
MinRole

a2 1. read YE(H|W7}hE)

R29] w-level©] Ri2) w-level S R ujd}ojof &}
write &8 AGEA 59 1Y 204X 71&dn &
21 glsl g et

[AZzA 51 Ri—Re A 9, write
27hE)

w-level(R2) >

GG e) B

w-level(R1)

— WRITE_ROLEGRAPH_ASSIGN(COMP.) —
senior_role : ROLE

junior_role : ROLE

levle_to_int : SEC_LEVEL — N

level_to_int(senior_role.w-level) =
level_to_int(junior_role.w-level)

M axRole
IS SR,
[ W -C E C
i (include w-vi, w-i)
[ W~ Vi
Svi H (include w-i) \2
R SRR
S | Wi 1
M inRole

a3 2. write ¥e(H|7}s)

H I 7b5 3 559 35 ol E7he] A 9 Aekx
e 71Fo g O 37 o) read-write ¥E 1
HE2 =233 [t 53] read AT B9 54
ZSFe 3o] HYE & FFMe @] oy
A gerh fukstd whof, o2 FF oA read B
o] 5Fo] HojE AL w FAY A 39 5

9 read @] TFHmE AFHE 92 5 UA
o] Biba 99 read up S HstA =71 o
o]t}

A

MaxRole

r-c,w-¢
S (include w-vi, w- 1) ic
i r-vi,w-vi w- i
S* 1 (include r-¢, w-i) (include w-i}

:,'_'_'.'_' _f_____'_'ff_'_‘fffiff_'f/f_'_‘_'_‘_;l

i (include x‘\{ / :

MinRole

a3 3. read-write ¥&H(H|W7}s)



=3 18 49 20| read-write 49 Tz
A T R Tl A Fdete Aol EAF
o}, read ¥3§He] ¢ Biba 29 2| read-up A O0.2
“\351—: F 08l 53 FAAM 49 550 read T
o2 Bo5 3 write B3 79 write-down &

How FUHE 55 24 99 S50 Feiar

vi,w-i | |
(mcluile r-c) |

222 r-leveld w-leveld] 5H& AHE 4]
g g gle B9 988 a8EAn

HAA read B9 A r-level(Ro) = A41¢) ’]‘*‘?’1
AE R Rrd r-levelFol A H313te] 535
gtk o)BA FoZM read up AH L FAY 5
At

Kl

olt

[(Aekz23 6] Ri—Ry, Ri »ReY 1, read A&
A

r-level(R2) = GLBI[r-level(R1), r-level{(R:)]

—READ_ROLEGRAPH_ASSIGN(NONCOMP.)—
senior_role : ROLE

junior_rolel @ ROLE

junior_rolel’ : ROLE

senior_role.r-level =
GLBl[junior_rolel.r-level, junior_rolel‘r-level]

o]zt 9% aYZE = 43slE g 1Y 5
o} 2o} r-vigk r-vi' BFo) vim E7l5F 53 Y
AL C e gd dlFste #AE vi 559 Hd 31
i THE BAFoZMN read up AHE

il

SN0 o= HE JdE Dol HEA M 1627

MaxRole
st i c
AN
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