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Abstract Though biometrics to authenticate a person is a good tool in terms of security and
convenience, typical authentication algorithms using biometrics may not be executed on resource—
constrained devices such as smart cards. Thus, to execute biometric processing on resource~
constrained devices, it is desirable to develop lightweight authentication algorithm that requires only
small amount of memory and computation. Also, among biological features, face is one of the most
acceptable biometrics, because humans use it in their visual interactions and acquiring face images is
non-intrusive.

We present a new face authentication algorithm in this paper. OQur achievement is two-fold. One
is to present a face authentication algorithm with low memory requirement, which uses support vector
machines (SVM) with the feature set extracted by genetic algorithms (GA). The other contribution is
to suggest a method to reduce further, if needed, the amount of memory required in the authentication
at the expense of verification rate by changing a controllable system parameter for a feature set size.
Given a pre-defined amount of memory, this capability is quite effective to mount our algorithm on
memory-constrained devices.

The experimental results on various databases show that our face authentication algorithm with
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SVM whose input vectors consist of discriminating features extracted by GA has much better
performance than the algorithm without feature selection process by GA has, in terms of accuracy and
memory requirement. Experiment also shows that the number of the feature to be selected is

controllable by a system parameter.

Key words : biometrics, face authentication,

resource—constrained devices
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2 2vlEJIS(smart cards) AlZ®E HIEF AR
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X (Principal Component Analysis)o| B8] 7+eks}
A 7)&dch

2.1 Support Vector Machines(SVM)

SVM<E V. Vapnik¥ 19} 35 d7AEd 93]
B QoM gxpdeln gnkatd wWyloz T4 A
t=EldTHel. SVMe 723 94¥  HA3H(structural
risk minimization)® 7A@l 71N FA FY AR
B (optimal linear decision surface)& F+ oA &
F dgelth 2A YL g5 IAF daEd M5
B ZF(weighted combination)©)t}. oj21% <5 AT

A2E5E support vectorsBtil HEI o]AL F

P2 7k FAEE vebdch

N A9 g% AEs &)z} gltka 8k, 9714
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29 Ad TrEo] SVMe £ AlgFed, O’
2] #Ad(polynomial kernels)& T34 4 (4)¢} #o]
FolZt).
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g RBF #AY(Radial Basis Function kernels)&
4 (5)9} 2o,

1
Kxx)=exp ———llx~x I
(*x,) p( 20" ' ] )
tangent hyperbolic kernels-& T8 4] (6)3 Zth
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2.2 REX 2D2|E(GA: Genetic Algorithms)
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SVM Evaluation the ! |zeol|-eature5uhee)
Feature Size
ontrol Pacame;

Evaluaticn of Fnlness Valu

Sloppmg
SVM witht rhz‘
Best Feature SLb:

4z A5 A="e) 44 #A

Images

Training Data
Tuning Data

a9 1 AgreeE o

1.1 2 &)(Preprocessing)

o2 RE 4% £ ARE NFe= 89 ¥F
= 2T § 64%X64 A7) d2E oA WEele]
MN2glo] dE9 zAvld) YTg v FLE Y
3 gk olElgt A BYS 8l 4" ez ry
g FE PHe 71EY dud ¢ 24 daudEEs
AREE F Qo) B3 YF w8 AZ4E Mo] sRoR
A& dols I A 7L QI A% 5

O

3.
%
L
15

hs

|'|



ATE 2Ade e FA AN AFH A2 AT 1237

g3t 1 & F2EY HEsHhistogram equaliza-
tion)& HE3td F4e ¥ri(brightness)9t ZE&S
E(contrast)d] J&FE 7A3A 3t

312 B4 B2 A2xelAE(Feature List Instances)2)

e

£3 E&(feature list)e] Wie EFo] FUAUAE
yelllz, 553 2& 9J2EAfeature list instance)s
E4 EF9 d4E9 g Jepdth GA #3F F9
WAl ALHE R|Ety] %] 54 A" 80 A

E3 vg Ads) g0k B =

EoME F 7 R/ 5 EEL AMEsed, 3y
= 949 ¥7%k(intensity values)®l HTFT A gk
(edge values)9] HFL Al&&e= AHolz, T2 e
PCAS Z2AM AF2 o]FoF Zolt}. <l8jdt &
EE olfdx thakdt §3 EFEo] AYH Alzwle
84 £+ 3t

g3e gkl Haal CAghe) PFEez oFeid
B3 EF2 64X64 Iy 48 FEoEHE ALE
k. 39 204 BXe] ¥F el diste 8x8 7]
I=+E 4 HAE(ixeDW LHHSHA A E 2703}
W, A 225702 2 A5 AAgd 7 Atk
gt 53 B2 AABEAE, o]y 225718 AxRo
3l 4 AxS dle) HAs9 ¥y By 4 o
A A2HAHSobel edge operator)[21]2 &3 9 H
TE AMNG gog FAP

G

{1y oo Bay ooy Faoss Byage vovins
f, ~ f,,5 :average of the intensity values of 8*8 window
126~ F4sp : average of the edge values of 8#8 window

29 2 WG oAl BEL AHEH 54 B

x UE 53 E22 PCA A AFE iz
AREEE Aotk B =Rdie dF 48 A9 M
A9 TR SHE DHFLEEF FAdgozN Ao
Ae 4 99 71EA HWE Q'E 54 B0z AE
Eiz=g

313 GAE AHE§ Ago] 43 54E A9

Adte @2 AF A2"HdME GA 4L T3l
Fold 54 B2¢ RE RFEIYUSL Y= @

. AEEH Fo31 B B2 REATS 5 FE
F$Kfeature subset)olela E713th GA Ao A
He ¢ % 29 58 Fe =39 54 2R
A ¢ & H3xg o dud 54 REIY
422 SVME o83t Hridt ol=g HA AAL
V& 54 REIRS 28 WA gEE 39
Agsizict. 19 32 7o daAr 54 E2o B
23%e Hdsle 4% Zol9 ol A(binary str-
ing)Z2 YElEE HoAFET, @A Zols 54 EF
o AVNE HA ERAEY Mo 2z, g4A9 z
HEE 2 ¥Ed tgidsHe 39 Ad JRE g7
th HES g “1"& I HEd sl 550 M5
RAee vERia, ‘0"e MYEZA 2% viehdch
A3 FAGMEe D¢ @3t A (simple crossover
operator)$} dZE WE HZ(the elitist strategy)S
AHg-EtAT

Feature List { f.l’ £ G’ fo e s fos foeps fpas oveveennn Fpp iy}

YYY
o[ 1]o]

YYY
............. — [o[1]q]

Size of Feature List (N)

Gene Lll
79 3 54 2Rl Q94 Ed

314 SVME AH&-§ g4 <] Bt

Zzte] @HA(EE 5 FEIDE H7s s
o, 8 dojet JFe 54 BF Jd=maE2YE 4
A2 #9€ 5 AP ddse 53 78
& dadzsg <
A 2 FAA9) Hg=(fitness value)E F4A
HE P4 SVMO 79 dolet JEY 53 REH
JA2HAEE A3 Fo) & ZAnd) vlgsiy, &
FEARE e dnEHEES Ao & o
2] (1003 2] Aot

do o

1%
fitness =[T;"”x/l+%x(l—}t)]x(l—n)+an(NS)

self other

(10
A A AN Tepe U7 A B J4e &
AFolal, Vet BUALE SutEA AS3 EA I

9] MFolL, Tomer & EFA B39 F M50lT, Ve
T ERl FHeE ZulEA A3 el FAde) Aol
t}. A¥ False Reject Rate(FRR)$} False Acceptance
Rate(FAR)S ZAsl= gelvlelz, A7)l 2715 uat
FRR2 Z43ta FARE Z7igtth 3 F(N)E U8
4 (13 2] Fostd 84 RENFEY Z71Y N
weEslAl vt wEkA FINSDE A"8 53 223
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1.0 if N,<N, /4
N,—-N_/4

F(N5)= 1.0———F—— if NT/4<NSSNT/2 Best Feature Subse
N, /4

0.0 if Ny>N_/2 Feature Subset Instance
(1) -

2 (1D NreE 53 5EE9 Zv)olnh 4 (10)9
Al e dEEeER dREzm aFH Egol=-o=
(trade- off) SEMEE, 77t 848 7L 54 £33
el o 58 ASLE 94 HE2EE o He A=yt 2
2314 2ok & e pE AW HEg Aol
< ARG o] FL Aeo $HAEE FA "ok a9 4 A3t 4F A% AleHY 9% B3

AlzEle o]He AT ol&ste 71 43 @

A A=rt 1.00] HAY Aot I Fol o] € d2E2E FE3G 2 2

£ w7tz Ags Bk Aot F38 F Y $R% HdgE £R %"—%%‘Ji}ﬂl %H%‘}E ERU%E ?‘P‘t‘r 7/1
EHA g 5 FEIF d2H2E dE¥9E olt}, mekA &
2 8l= SVMo| 2z} Alge] digt dF AF Al=yo) o]Folxl £4 &
"ok x8 =7)9 ﬂET—E— X euigstar Az 2~

3.2 AZ 215 AMAHE Sst 215 I'-i& A& 226719 9= Wo| HAE9 &g BT o

o] A 31AdA BT IF A2=EE o] A PAEZ ojFA A EFY HEF3 e oS
3] A= AMEAE AFde = Xé° ARt Q0 Hie Ad2uEAE At
% A4 HY gt the 1Y 49 2o AT A 322 SVME o] &% 42 AT
26 WA Aol AAHE SVME A7 3y, 4% Support Vectors®} 1] tigHE 71E2x2
Support Vectors$} 1o tigEHe 7IEXE 719421 o]f3ld GF Q& A2 SVME FE3Th AAd
£ GA #HEE 539 FEHA SVM AEA ) SVM(E GF 1S A28 32.1400M TN £H
galelo] Ao AMEE Huo) B REJNIE A REIH J2€H2E JEse 1 ARgoez 9= o

O

Extraction of

o]N

sted Qg FAA o] &7 5 A & B3
321 AA} 54 21T A2 (Feature Sub- 3.3 ROERE AZF 2IF AlAHS 78 o
set Instance)d] & of doXe AdF dE A% LRYFL AHEIH
AT A 2T 4F Aade A4 AR B2 AN 92 9F A2d9 7 o E Bt 1Y 5%
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H Authentication b
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1=& <335k= Match-on-Card %+ Match-on-
Token Al2=¥2]l 74 ¢& vehd Aol

AA AMRZ SZ(enrollment) HFE ATRA o
I 2tk Z2EA FHHEE T3 9¥E FFER
B A4y ¥ 492 83X A4S Y59 9F 39&
&3k ggoz, FEH 92 990 gvtEA F&
HY=A AFde @A2 SVME ol&% dF 99
#H% F4Y(face region verification)S F3 3}, o|AL
A &R AN FEE 990 dF 9= &
g 3¢ 5% 33 2 AF A 277 G
Alzdlel A AE JtHeA Hed olE WAIE
Az HAolrt 32%x32 =719 15032 HZ(face) B
E7 15089 uldZ(non-face) FAEL ol&3Fd
SVM €2 99 #E7E v gFAA FAG 42
99 AZ7] ggA FE2EHH(bootstrapping) L2
S o83l dFE QHE HIEE JAEH HIY
Z2 U4EE €F IHES A dEd 18k
gg3ldth. 42 99 A% ARE 58 ASE 8F
BEES ARSI AdE 21EEY GASE SVME
AR FHor 4F AF AN=HE B80T 838
AF 9% A=Ee AnEFIE EE USB EE28 A
5] AZEY. o] W AFE IF Al2="L2 Support
Vectors®} 1o] dl§HE 71$A, HdddE E4 223
oz o]FoZ

o202 AR} 91Z(Authentication) #HFL AHE
H, 4 55 33Y 522 dA4Y 2 42 X 3F
I IdF d4Y 2S5 BHE FP). FFd dF 99
PO ZRE EAEE JAPLE FF39 o|F A}
Ejle ¥ USB EZ0E A4 AnfEJE EE
USB EZ WRolrs &A% Support Vectors®l 1oj)
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(c) Face Images from the Postech database
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(b) 80 images of known person for training or turn~ (c) 44 images unknown person for both training and

ing process

turning process
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