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A Checkpoint and Recovery Facility for the Fault-Tolerant Process
on Linux Environment

Seong-Rak Rim' - Sin-Ho Kim'"

ABSTRACT

In this paper, we suggest a checkpoint and recovery facility for the fault-tolerable process which is expected to be executed for a long time.
The basic concept of the suggested facility is to allow the process to be executed continuously, when the process was stopped due to a system
fault, by storing the execution status of the process periodically and recovering the execution status prior to the fault was occurred. In the sug-
gested facility, it does not need to modify the source code for the fault-tolerable process. It was designed for the user to specify directly the
file name and the checkpoint frequency, and two system calls(save, recover) were added. Finally, it was implemented on the Linux environ-
ment(kernel 2.4,18) for checking the feasibility.
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2.2.1 Z2A29 F2A) : task_struct
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3l7] 98t Z2AA FRA(task_struc) & FRFH3, 41
do_backupOol Al A% 38 Z2Aj29 AAA EHz 4
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A% 38 T2A2T Al2d 2R o8 T8E H$ o
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task_struct sigaction
sa_handler
sig sa_flags
blocked sa_restore
sigpending sa_mask
sa_handier _NSIG
sa_flags
. sa_restore
signal_struct sa_mask
count :
action[_NSIG]
siglock sa_handler
sa_flags
sa_restore
sa_mask

(22! 3) signal_struct 98 #+=

2.2.3 LA~ F2 FZF: mm_struct
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o] mm_struct AETFZ mm_struct FFA S mmap £
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structy ZEA29 714 2y 99028 o8 Y seg-
ment® FAEY, 3 HE T2z HFE AF text
% data segment’} AZE wlE# FA+E vm_area_struct

F2A9] vm_start®} vm_end”} 2+z 7l zivH1, 7]

task_struct

mm- ’_‘Eﬁnmap vm_start, 7
map_count vm_end toxt
pod vm_next segment
start_code vm_offset, !
end_code vm_file
slart_data /\@
enddata  ym_start,
start_brk, brk vm_end
start_stack vm_next data
arg_start, - \ segment
arg_end vm_offset, ™~
""" vm_file T
mm_struct
swap
or
vm_start aout
vm_area_struct Disk
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3.1 proc_save T8

while(1)

{
M ARZEA2 FRE VUG &
waitpid(pid, &status, 0) ;
e AN Z2AXTF A4 FE HAEA FY ¥/
if(WIFEXITED(status))

else
{
printf(“pause ¥n”) ;
/x Aado] A% w7l T2 £EE A +/
pause() ;
}
}
/x Al1d AEH +/
static void save_process(int 1)

{

printf(“Wncurrent save_process processing number : %dWn”, k++) ;
/[ ARZZNAE YWE +/
kill(pid, SIGSTOP) ;

/% A2 Z2A 2 JHE Bl
if(waitpid(pid, &status, WUNTRACED) < 0)
perror(“SIGSTOP error”) ;

/% saveN 28] & =/
save(pid) ;

/* & 2713} +/
alarm(0) ;

[x & ALA %/
alarm(al_time) ;

printf(“kill SIGCONT #n”) ;
/x A Z2Aze ZAAS A +/
kill{pid, SIGCONT) ;

/+ JPo g WoleEY UAE 4A +/

if(arge = 3)

{
fprintf(stderr, “command parameta : <proc_save>
<program_name> <time> %n") ;

/2 A2 dE A v/

act.sa_handler = save_process ;

/% vkzaIegig Ald Ao BE ATIEES AA +/
sigemptyset(&act.sa_mask) ;

/x A2d A5 APA FAS A/

act.sa_flags = SA_RESTART ;

/* SIGALRM Al1d #E8E FEU +/

if( sigaction(SIGALRM, &act, NULL) < 0}

[+ & 2713} %/
alarm(al_time) ;’
/x A2E Z2A2E A +/
pid = fork() ;
if(pid < 0) fprintf(stderr, “fork error ¥n") ;
if(pid == 0) /* child process */
{
printf(“child processing ¥n") ;
fx A SEEE I A

3.2 sys_save() T8
A% HE& ZaAdx9 Ay AuaZ AFgss] A3 Alx
g F&(save())& AYsr] Y3t g3 o] AE R

FrEe £4 2 Fhshan

3.2.1 AAM Z 71 9 AA
A3 3¢ ZAAs Ay 948 AAE EYint
need_bak)E task_structell F7}sti, AR ¥ ol =
EAzo] dig HAH Fa g TRUEE HAS =
sys_save()E %9 gc}

struct task_struct {

int need_bak ; /* AN Zeja Sl
};
sys_save() {
/A Ee 1 Fohs/
current — need_bak = TRUE ;

if(execve(filename, 0, 0) < 0)

else /* parent process */

3.2.2 ret_from sys_call &3
Ala®l SERRE A REE ERde FE(ret



2lsL BE0M 28 38 ZZ2MAE 28 ZAIE & 27 =37 317
from_sys_callel Z2Al2 A e R AZes A4 /e A HE ZEA2Y text B data BT ¥/
o rloy NEESSE read(file, (char*)&tmp, n, &file—f pos) ;
dO_baCkUD()a E]'u“‘}' % ] T }"_E}' do_mmap(NULL, tmp, vm_start, )
find_vma(current — mm, tmp.vm_start) ;
ENTRY (ret_from_sys_call) read(file, (char*)tmp.vm_start, n, &file —pos) ;
S putname(filename) ;
jne signal_return }
call SYMBOL_NAME(do_backup) /* do_backup() 7} #/
restore_all :
RESTORE_ALL 34 88 =21¥Y 9 57 4¥
B mRdA AAT 2 54 ZEA29 R4S Z
3.2.3 do_backup() %7} Est7] A38t9 save() ¥ recOE glE2 Ad 2418 WF-
T2AA A8 A48 AR AZE Yetd e gL 7 of F7psta o]E ol§% v e & 2 5T =T
¢ ¢85k do_backup() F7Hateh, & AAste] Al

0’2 g ZT2IY : teste

do_backup() {

make_file() ; /*57T FLH Fo 2 A4/ /x A & ‘3 */
write_file() ; H#Z2A 29 A Ae] A/ for i=0; i<100; c++) {
} for G=0; j<100; j*++){
array[ 1 10j)=1+j;
make_file() { printf(“%d\n”, array[ i 1L j D) ;
char *extend = “bak” ; }
memcpy(filename, current — comm, k) ; }
filename [i++] = extend [i++] ;

filp_open(filename, O_CREAT, --+) ;
: o B3 T pro_rec.c

}
/¥ rec A2 T E Ao &/

write_file() { _syscalll(int, rec, char*, name) ;
write(file, (char*)current, ) ; int main(int argc, charx* argv) {
write(file, (char*)current — sig, ) ; o
write(file, (char*)&vm_area_count, ---) ; /* recO) A2¢ F 5 3F ~/
write(file, (char*)current —mm, ) ; rec(argv(l]) ;
write(file, (chars)regs, ) ; return -1 ;
write(file, (char*)current = mm — mmap, **) ; }
write(file, (char*)current — mm — mmap — vm_start,) ;

} 3.4.1 A% 88 Z2 A2 A% =7 4

[root@localhost savel# ./proc_save test 1
33 sys rec() ?54 test test.c proc_rec.c proc_rec proc_save

4% 34 Z2Ax9 A9 HHE BT Q3 Al
¥ F2(rec())E A3V #std v 2ol Feojd A
q B35S A

3.4.2 AAVE Y A4 2 39
$8 Z2ad(testol ABFE STl ‘b C'2 NAA
FRAY F, FAA Hdtestbak)o] ANEE Gl

[root@Ilocathost savel# ls
test testc test.bak proc_recc proc_rec proc_save

sys_rec() {

filename = getname(name) ; /*34H 712 2.7]%/

filp_open(filename, O_RDONLY, 0600) ; /*3 L& 7%/ 3.4.3 A%rsL T B
/x BT g ARG ¢U] #/ o W ” I
read(file, (char*)&task, n, &file—{_pos) ; 57 223 “procrec’® HIBZHoE FHERHIUA
read(file, (char+)&sig, n, &file— f_pos) ; A% 88 TzAsS BN
read(file, (char*)&vm_area_count, n, &file—f_pos) ;
read(file, (char)&mm, n, &file—{_pos) ; [root@localhost savel# ./proc_rec test.bak
read(file, (char*)&regs, n, &file— f_pos) ;

/

3*

@A s R 99 A «/
flush_old_exec(&bprm) ;

A 314 TR AL AE] HH B 4/ 4 #A B2
restore_task(&task) ;
restore_mm(&mm) ;
restore_sig(&sig) ; A2 BT 7 FAT HYE QFE ZEAX

*

/
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