20049 118 MXSH=EX M 41 A CIL A 6 = 13
== 2004-41CI-6-2

ARA2E B S §3 fdEA e

(A Risk Analysis Methodology for Information Systems Security
Management)

*

o] ¥ T
(Lee, Moon-Ku)
2 o

2 QTe J1&e YRR PHES0] 2= WA BAHL HAVOE Fol7] Asel, FRA2YRAVAL AT 9]
AEAPUES AQDT. At JARAEUEL AWAYDA, hSALAA, AT GAY 3HAZ FAAG A
FUANAL 71 EAFEATAG FAFLES DA Prol HAHES Sk RAGRAANAE Funck AAst
FEEA QWA WoI7ke] Hadel nek AIE AW Fuo] Wed P9 AW FBEL APIES it /EAY B
B2) Dotk FHGBRHNDANNE A4, A4, 98 825 BT o/ /JNoR AYY AYYE YSEE o
g0 990 AR 119 A9 BRIY e ANAWANNE AW ARl W} 137449 AUAES 5§, A,
Ax, B oY $oz dePEe 44% ¥, 294, DY, 1eH0s dede AUHES A9 shges AFad
SANAE A% HAER AFAWS WA, HARAFYS A L AL AT R o] RIS SHck,

Abstract

This study proposes a risk analysis methodology for information system security management in which the complexity
on the procedure that the existing risk analysis methodology is reduced to the least. The proposed risk analysis
methodology is composed of 3 phases as follows: beforehand processing phase, counter measure setting phase, post
processing phase. The basic risk analysis phase is a basic security management phase in which fixed items are checked
when the information security system is not yet established or a means for the minimum security control is necessary for
a short period of time. In the detailed nisk analysis phase, elements of asset, a vulnerability, and threat are analysed, and
using a risk degree production table produced from these elements, the risk degree is classified into 13 cases. In regard to
the risk, the 13 types of risk degree will execute physical, administrative, and technical measures through ways such as
accepting, rejecting, reducing, and transferring. Also, an evaluation on a remaining risk of information system is
performed through a penetration test, and security policy set up and post management phase is to be carried out.
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Fig. 1. Information System Security System Processing.
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