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Abstract

It requires that user have to verify and conform with user authentication protocol on
non-meet face to face internet services offered by mobile terminal which user make known
user’s own intention, and user be using the normal. It is more operation time
authentication protocol than Access control protocol. That is what need to be user
authentication protocol have verified security, non-reputation, and improved
high-performance in operation time for mobile terminal. In order to solve the above
demand, in this paper, we would design for mobile terminal of TCP User Authentication
ECC Algorithm Protocol with a performance test. Algorithm has 160 bit key and designed
IPv4 & IPv6 frame architecture. We should conclude that the proposed protocol have more
verified security, non-reputation, confidentiality, and improved high-performance in
operation time of mobile terminal from 1 to 17 times than before.
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Fig. 1 Authentication for Mobile Terminal
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Table. 1 Verification of Domain variable on F(p™)
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Verify m = prime number,
prime number p ) 3

Verify x™— @ in GF(p)

Verify integer a, b, xGyG ( € (0, p"-1))
Verify Bit stream Seed (> 160 bits), ~
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Verify 4a® + 276* % 0in GF(p™

Verify y G® = xG® +ax G +b in GF(p™

Verify nG =0

Verify n () 160 bits && prime number), & n
V" 4(p™(Option) Calculate h =
V(™) +1)?n & Verify h=h’

Verify 5™ % 1 mod n (1<B<30)

Verify #E( GF(p™) F p™ ~

if Verification = Ok through ~

then print "Valid"

else print “Invalid’
end if
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VerifynT4 =0
if Verification = Ok through ~
then print Valid’

else print “Invalid”
end if
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Table. 4 Creation of Message M
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Print byte stream { 7, s} by signature for M
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Table. 5 Verification of Message M
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Verify = (length-hash function) & X t'( n
(integer t'= 2th Message 7'(0,n-1))
Calculate Message hash code
Vi= Tyt M7
Calculate Mid-term value ¢’ = » @ v’ mod n
Calculate (x2, y2) =t' T4 + &'G, ~
Verify T(x2) = »
if Verification = Ok through ~
then print “Valid”

else print “Invalid’
end if
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