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Implementation of File Access Control Module Using on Windows XP
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ABSTRACT

As the development of information telecommunication technology and thus the information sharing and
opening is accelerated, IT system is exposed to various threatener and the avrious security incident is rasing
its head with social problem. As countermeasure, to protect safely and prepare in the attack for a system from
a be latent security threat, various security systems are been using such as IDS, Firewall VPN etc. But,
expertise or expert is required to handle security system. The module, implemented in this paper, is based on
Windows XP, like Linux and Unix, and has effect integrity and non-repudiation for a file.
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if(GetSecurityInfo(hFile, SE_FILE_OBJECT, OW
NER_SECURITY_INFORMATION |

DACL_SECURITY_INFORMATION, &pOwner,
NULL, &pDacl, NULL, (LPVOID*)&pSD) !=
ERROR_SUCCESS)

return -1;

CloseHandle(hFile);

ES R L]

cbName = (;

cbDomain = 0;

LookupAccountSid(NULL, pOwner,
&cbName, NULL, &cbDomain, &peUse);

NULL,

Name = (char *)malloc(cbName);
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Domain = (char *)malloc(cbDomain);

LookupAccountSid(NULL, pOwner, Name,
&cbName, Domain, &cbDomain, &peUse);

strecpy(Entry->Name, Name);
strcpy(Entry->Domain, Domain);

free(Name);
free(Domain);

nAce = (;

//DACL Zx

GetExplicitEntriesFromAcl(pDacl, &nAce,
&pEntry);

Entry->Count = (int)nAce;

for(i = 0; i < (int)nAce; i++) {
cbName = 0;
cbDomain = 0;
LookupAccountSid(NULL, pEntry[i]. Trustee.
ptstrName,NULL, &cbName, NULL, &cb
Domain, &peUse);

Name = {char *)malloc(cbName);’
Domain = (char *)malloc(cbDomain);

LookupAccountSid(NULL,pEntry[i]. Trustee.
ptsttName, Name, &cbName, Domain,
&cbDomain, &peUse);

strcpy (Entry->AceName[i], Name);
Entry->AccessMode[i]=AccessModeToDwor
d(pEntryfi].grfAccessMode);
Entry->Permission[i]=pEntry[i].grfAccess
Permissions;

o] F42RE 24 BYo B 247 FR
=09 AH, DACL ARE 4& & Utk
tg-e 5fdd thE ACE HAE 2= g9

R Eolh

GetNamedSecurityInfo(FileName,
SE_FILE_OBJECT,

DACL_SECURITY_INFORMATION,
NULL,
NULL,

&ExistingDacl,
NULL,
&psd);

BuildExplicitAccessWithName(&explicitaccess,
Trustee,
AccessMask,
option,
InheritFlag);

// add specified access to the object
SetEntriesInAcl(1,
&explicitaccess,
ExistingDacl,
&NewAcl);

// apply new security to file

SetNamedSecurityInfo(FileName,
SE_FILE_OBJECT, //
object type

DACL_SECURITY_INFORMATION,
NULL,
NULL,
NewAcl,
NULL);
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Fig 3. screen of access denied
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Hive: HKEY_CURRENT_USER

Key:

Software\ Microsoft\ Windows\ CurrentVersion
\Policies\ Explorer

Name: NoSecurityTab
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