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An Improved Protocol for the Secure Mobile IPv6 Binding Updates
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ABSTRACT

In MIPv6, unauthenticated binding updates expose the involved MN and CN to various security attacks. Thus, protecting the binding update
process becomes of paramount importance in the MIPv6, and several secure binding update protocols have been proposed. In this paper, we pro-
pose a novel protocol for the secure binding updates in MIPv6, which can resolve the drawbacks of the Deng-Zhou-Bao's protocol [2], by adopt-
ing Aura’s CGA scheme with two hashes [9]. Aura’s scheme enables our protocol to achieve stronger security than other CGA-based protocols
without a trusted CA, resulting in less cost of verifying the HA’s public key than the Deng-Zhou-Bao's protocol. Through the comparison of
our protocol with other protocols such as the Deng-Zhou-Bao's protocol, CAM-DH and SUCV, we show that our protocol can provide better
performance and manageability in addition to stronger security than other approaches.

FI9{= : 24} [Pv6(Mobile 1Pv6), HIQIE AlI(Binding Update), Cryptographically Generated Address(CGA), Return Rout-

ability(RR)

1. Introduction

The route optimization operation in Mobile IP Version 6
(MIPv6) environment allows direct routing from any corre-
spondent node (CN) to any mobile node (MN) [2]. But the
route optimization requires that the MN constantly informs
its CNs about its new care-of-address (CoA) by sending
them binding update (BU) messages. Without a security
solution, the route optimization functionality exposes the
involved MNs and CNs but also all other nodes of the
Internet to various security threats [1]. The essential re-
quirement to address the security threats is for the CN to
authenticate the MN sending the BU message. Only after
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successfully authenticating the MN, the CN has to update
its binding cache entries. Unfortunately, it is so difficult
to achieve strong authentication between two previously
unknown nodes (MN and CN) where no global security in-
fra_structure is available. Thus, the need has arisen for a
security solution to enable sufficient authentication be-
tween the CN and the MN, excluding the use of traditional
secret - or Public Key Infrastructure (PKI) based authenti-
cation infrastructures.

Several researches have been conducted to solve this se-
curity issue [2-8]. Recently, the Return Routability (RR)
protocol has been accepted as the basic technique for secur-
ing the BUs. Nevertheless, the RR protocol has some po-
tential drawbacks, both in terms of its security properties
and also performance [2]. Unlike the RR protocol, the proto—~
cols such as CAM(Child-proof Authentication for MIPv6)
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- protocol, CAM-DH protocol, SUCV(Statistic Uniqueness
and Cryptographic Verifiability) protocol and ABKs (Ad-
dress Based Keys) protocol have been proposed based on
public key [2-6,8]. The public key based protocols at-
tempted to associate the MN's address with its public key
to avoid the use of additional security infrastructure such
as PKI, by using the novel methods such as Cryptographi-
cally Generated Address (CGA) and identity-based crypto-
systems. There are two important design considerations in
the public key based protocols [2]. The first is the perform-
ance since public key cryptographic operations are compu-
tationally intensive. It is desirable to minimize the ex-
pensive cryptographic operations in mobile devices with
constraint computational power, such as PDAs and cellular
phones. Among the above public key based approaches,
CAM-DH and SUCV provide the option to off-load the ex—
pensive cryptographic operation of the MN to its HA. But
CAM-DH does not fully remove the expensive crypto-
graphic operations from the MN and SUCV results in the
HA’s additional cost of managing the MN's private key.
The second is the mechanism who generates and possesses
the private/public key pair, and how the public key is se-
curely bound with its owner. In the above public key based
approaches, the MN generates and possesses the private/
public key pair and binds the generated public key with
its home address (HoA). However, such a bind is not desir-
able due to several reasons mentioned in [2]. Alternatively,
subnet prefixes for home links, much more traceable and
manageable, can be used.

Deng, Zhou and Bao proposed a public key based protocol
{2). Unlike other protocols, their protocol uses the public
key certificates (PKC), issued for home links, containing
home link subnet prefixes as subject names instead of the
public keys bound with the MNs’s HoAs. Therefore, their
protocol with such PKCs can be much more traceable,
manageable and scalable than the above public key based
approaches. Moreover, it uses the home agents (HA) as
trusted security proxies to off-load the public key crypto-
graphic operations of the MNs to the HAs under the
MIPv6's assumption that communication between the MNs
and their HAs is protected with pre-established security
association. In spite of the above strength, their protocol
has a critical limitation [11]. That is, it needs trusted Certi-
fication Authorities (CA) to issue the PKCs containing
home link subnet prefixes as subject names for home links.

Also, the verification of the PKCs is burden to the CNs.

In this paper, we propose a security proxy based protocol
for authenticating the BUs, which combines the Deng-
Zhou-Bao’s protocol with Aura’s two hash-based CGA
scheme [9)] to avoid the use of trusted CAs. That is, in our
protocol, the HAs use the addresses derived from the their
public keys via the CGA method instead of the PKCs issued
by the trusted CAs. Like Deng-Zhou-Bao’s protocol, our
protocol uses the HAs as the trusted security proxies to
minimize the expensive cryptographic operations in the
MNs.

The rest of the paper is organized as follows. Section 2
reviews the Deng~Zhou-Bao’s protocol. In section 3, we
describe the two hash-based CGA scheme and propose a
security proxy based protocol for securing the BUs. Section
4 analyzes the proposed protocol, Finally, section 5 draws

some conclusions.

2. Review of Deng-Zhou-Bao’s protocol

Deng, Zhou and Bao designed their protocol to possess
the following features [2]. First, it performs one-way au-
thenticated key-exchange between the MN and the CN
where the MN authenticates itself to the CN and the ex-
changed session key is used to secure the BU messages
from the MN to the CN. Second, it employs public key
cryptosystems and is secure against powerful adversary
who is able to launch both passive and active attacks.
Third, it is easy to manage and scalable. Instead of issuing
PKCs containing the MNs’s HoAs as subject names for the
MNs, their scheme issues PKCs containing home link sub-
net prefixes as subject names for home links. Fourth, no
public key cryptographic operations are performed at the
MNs. The HAs function as trusted security proxies for the
MNs in the protocol. They testify the legitimacy of the
MNs's HoAs, facilitate authentication of the MNs to the
CNs, and establish shared sécret session keys for them.

2.1 Notation

hO > a cryptographic secure one-way hash func-
tion

prf (k, m) : a keyed pseudo random function - often a keyed
hash function. It accepts a secret key k and
a message m, and generates a pseudo random
output.



Px/Sx :a public and private key pair of X.
Sx{m) :node X's digital signature on a message m.

min ! concatenation of two messages m and n.

2.2 System Setup

A home link is associated with a public/private key pair
Py and Sy in a digital signature scheme. The private key
Sw is kept by a HA in the home link. The home link obtains
a PKC, Certy=1{HL, Pu, VI, SIGca} from a CA, where
HL is the home link subnet prefix, VI is the valid duration
of the certificate, and SIGca is CA’s signature on HL, Py
and VI It is assumed that CN’s can obtain CA’s public key
via various means. The protocol also uses the Diffie-
Hellman key exchange algorithm to arrive at a mutual se-
cret value between parties of the protocol. Let p and g be
the public Diffie-Hellman parameters, where p is a large
prime and g is a generator of the multiplicative group Zp*.
To keep notations compact, g* mod p is written simply
as g”. It is assumed that the values of p and g are agreed
upon before hand by all the parties concerned.

2.3 Protocol Operation
The protocol messages exchanged among a MN, its HA

and its CN are shown in (Figure 1).

MN HA CN
REQ
{ HoA,CN,ng } fg&’fg\‘z G}
> —>
COOKIE1
{ CN,HoA,Cq,Cy, 4}
<3
EXCHO
{ HoA,CN,C,,Cy,11,,n3, 8%, TS, SIGy, CERT,}
{1
EXCH1
{ CN.HOA,Co,C,, gV, MACy, }
<3
REP CONFIRM
{ CN HoA,ng, kg } { HoA,CN.MAC, }
__________________ >

8IGy=Su{HOA|CNg*|n, | 0y |TS)
CERTy={HL, Py, VI, SIGca)
Kow=gv
Koy = prf (Kpp, ny | 1)
MAC, = prf (Kgy,g¥ | EXCHO)
MAC, = prf (Kg, EXCH1)

(Figure 1) Deng-Zhou-Bao’s protocol

In the protocol, the existence of and operations performed
by the HA are transparent to both the MN and the CN.
As far as the MN is concerned, it sends message REQ
to and receives REP from its CN. Similarly, from the CN’s
point of view, it receives COOKIE 0, EXCH 0 and CONFIRM
from and sends COOKIE] and EXCH]1 to the MN. The

use of cookies during the key exchange is a weak form
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of protection against an intruder who generates a series
of request packets, each with a different spoofed source IP
address and sends them to a protocol party. For each re-
quest, the protocol party will first validate cookies before
performing computationally expensive public key crypto-
graphic operations. If the authentication process is success—
ful, the CN creates a cache entry for the MN’ HoA and
the session key Kpy, which will be used for authenticating
binding update messages from MN. After that, the MN
proceeds to send CN BU messages protected using Kpu

as in the RR protocol.

24 Weakness of the Deng—Zhou-Bao’s protocol

Because of issuing PKCs containing home link subnet
prefixes as subject names for home links, the Deng-Zhou-
Bao’s protocol is able to be much more manageable and
scalable than other public key based approaches. Further-
more, with the PKCs, it can achieve a strong one-way au-
thentication of the MN/HoA to the CN and allow the CN
to securely share a secret session key with the MN.

Nevertheless, there is a critical Limitation that the protocol
should employ trusted CAs to issue the PKCs for home
links. It is not feasible solution where no global CA is
available. To protect against the man-in-the-middle at-
tack, the CN should validate Certyr certificate path and rev-
ocation status in addition to the signature on Certy.
Obviously, such validation is heavy burden to the CN.

Thus, the Deng-Zhou-Bao's protocol needs to be en-
hanced to avoid the use of trusted CAs and PKCs issued
by them.

3. The Proposed Protocol

In this section, we propose a security proxy based proto-
col for authenticating the BUs, which combines the Deng-
Zhou-Bao’s protocol with Aura’s two hash-based CGA
method to avoid the use of trusted CAs. In our protocol,
the HA uses the address derived from its public key via
the CGA method instead of the PKC issued by a trusted
CA.

3.1 The CGA
CGA is TPv6 address where the interface identifier is
generated by hashing the address owner’s public key.

However, as computers become faster, the 64 bits of the
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interface identifier will not be sufficient to prevent attack-
ers from searching for hash collisions.

Recently, Aura proposed a new CGA scheme where two
hash values are computed instead of one [9]. The first hash
value (Hashl) is used to produce the interface identifier (ie.
rightmost 64 bits) of the address. The purpose of the second
hash (Hash?) is to artificially increase that computational
complexity of generating new addresses and, consequently,
the cost of brute-force attacks.

In the proposed CGA scheme, a CGA format is defined
as an IPv6 address where the 12%Sec leftmost bits of the
second hash value HashZ are zero, and the rightmost 64
bits of the first hash value Hashl equal the interface identi-
fier of the address. The three rightmost bits of the address,
which encode the security parameter Sec to determine the
level of security, and the universal and group Bits are ig-
nored in the comparison. The latter two bits must both be
one. The above definition can be stated in terms of the fol-
lowing three bit masks (Maskl, Mask2, Mask3) as shown
in (Figure 2).

Sec = Address & 7

Maskl = 0x00000000000000000000000000000000 if Sec =0,
0xf ££00000000000000000000000000000 if Sec =1,
Oxt £ £££100000000000000000000000000 if Sec =2,
Oxf 111 £1100000000000000000000000 if Sec =3
OxffE££ 111 1££00000000000000000000 if Sec =4,
OxEEEEE £ 61 £ 11100000000000000000 if Sec =5,
OxfEfffE£E£ £ 11 1£100000000000000 if Sec =6, and
OxfEEEFEEEEEEF 1116161 £00000000000 if Sec=7

Mask2 = 0x00000000000000000300000000000000

Mask3 = 0x0000000000000000f fffffff {118

(Hashl & Mask3) || Mask2 == Address & Mask3
Hash2 & Maskl ==

where ‘& means bit-and operation and ‘||’ means bit-or operation

(Figure 2) The definition of a CGA using bit masks

3.2 System Setup

In our protocol, a home link is associated with a pub-
lic/private key pair Py and Sy in a digital signature scheme.
A HA in the home link keeps the public/private key pair,
and derives a CGA from the public key Pp.

Each CGA can be associated with a self-signed X.509
v3 certificate.

(Figure 3) shows the self-signed X.509 v3 certificate
structure, its extension and two 128-bit hash values (Hashl
and Hash2) [9, 10]. As an alternative to the certificate, an

optimized parameter format can be used. The optimized

format is simply the concatenation of the DER-encoded
subjectPublicKeyInfo and CGAParameters data value.

Certificate = SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm  AlgorithmIdentifier,
signature BIT STRING } -- signature must be verified

TBSCertificate = SEQUENCE {

version [0] Version DEFAULT vl,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name, -- value : home link subnet prefix
validity Validity, —— validity must be checked
subject Name, -- value : home link subnet prefix

subjectPublicKeyInfo SubjectPublicKeyInfo,
-- value : address owner public key

issuerUniquelD {1] IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version shall be v2 or v3
subjectUniquelD {2] IMPLICIT Uniqueldentifier OPTIONAL,
-~ If present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL
-- If present, version shall be v3 - }

Extensions = SEQUENCE SIZE (1.MAX) OF Extension

Extension = SEQUENCE {
extnID  OBJECT IDENTIFIER, -~ value : cgaExtnlD =
{136141311 TBD}
Critical BOOLEAN DEFAULT FALSE, --value : false
extnValue OCTET STRING } --value : encoded

CGAParameters

CGAParameters = SEQUENCE {
modifier OCTET STRING (SIZE 12),
routingPrefix OCTET STRING (SIZE 8),
collisionCount INTEGER (0.2) }

Hashl = MD5(DER _encode(SubjectPublicK eyInfo) |CGAParameters
datavalues)

Hash2 = MD5(DER_encode(SubjectPublicKeyInfo) Imodifier data
values)

(Figure 3) A Self-Signed X.509 v3 certificate structure
for the CGA

The process of obtaining a new CGA is as follows.

D Generate a public/private key pair Py and Sy for a
home link.

@ Generate a new CGA via the algorithm presented in
(Figure 4).

@ Create and sign a self-signed X.509 v3 certificate,
which contains an extension where the extnID has the
value cgaExtnlID, critical has the value false or true,
and the extnValue contains the encoded CGAParame-
ters data value. As an alternative to the certificate,

an optimized parameter format can be created.

Like the Deng-Zhou-Bao’s protocol, it is assumed that
the public Diffie-Hellman parameters p and g are agreed
upon before hand by all the parties.
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// type

SubjectPublicKeyInfo :an ASN.I structuré of type
SubjecctPublicKeyInfo

CGAParameters Jan ASN.1 structure of type
CGAParameters

//input

HL : the home link subnet prefix (a 64-bit Routhing Prefix)
PH :a HA’s public key
Sec : security parameter Sec, which is an unsigned 3-bit integer

*/

IPvbAddr *generateCGA(IPv6AddrPrefix HL, PublicKey PH,
unsigned int Sec)
{

SubjectPublicKeyInfo *pkinfo= NULL ;

CGAParameters *cgaParams = NULL ;

unsigned char *derPKInfo= NULL, *derCgaParams = NULL ;
unsigned char xHashl = NULL, *Hash2=NULL ;

IPuv6Addr *newCGA = NULL ;

// 1. DER-encode a HA’s public key as an ASN.1
structure of the type SubjectPublicKeyInfo

pkinfo = new SubjectPublicKeyInfo(PH ); CHK_ERR(pkInfo) ;
derPKlnfo = pkinfo — DER_encode() ; CHK_ERR(derPKInfo) ;

// 2 Create an ASN.I structure of type CGAParameters

cgaParams = new CGAParameters() ; CHK_ERR(cgaParams) ;

cgaParams — modifier = 0 ;

cgaParams — routingPrefix = HL ;

cgaParams — collisionCount = 0 ;

derCgaParams = cgaParams — DER_encode() ;
CHK_ERR(derCgaParams) ;

// 3 Compute Hash2
while(1) {
Hash? = MD5(DER_Concatenate(der PKinfo, DerValue
(cgaParams — modifier))) ; CHK_ERR(Hash2) ;
// compare the 12+Sec leftmost bits of Hash?
with zero
if (Is_Leftmost_bits_Zero(Hash2, 12%Sec)) break ;
cgaParams — modifier++ ;
iflcgaParams — modifier == Max_Modifier))
goto error_handler ;
}
// 4. Generate a new CGA
while(1) {
Hashl = MD5(DER_Concatenate(derPKlnfo,
derCgaParams)) ; CHK_ERR(Hashl) ;

// a new CGA = HL | rightmost 64 bits of Hashl

_ newCGA = Make_IPv6_Address(HL, Rightmost_64_bits_of
(Hashl)) ;
CHK_ERR(newCGA) ;
Set_Group_Bit(newCGA, 1) ;
Set_Universal_Bit (newCGA, 1) ;
Set_Sec_Bits(newCGA,Sec) ;
if (!Is_There_Address_Collision (newCGA)) break ;

" cgaParams — collisionCount++ ;
iflcgaParams — collisionCount > 2) goto error_handler ;
Free_DER_Value(derCgaParams) ;
derCgaParams = cgaParams->DER_encode() ;

""" // 5. deinitialize values
return newCGA

error_handler : // 6. Handle errors

return NULL ;
}

(Figure 4) CGA Generation Algorithm
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3.3 Protocol Operation

In our protocol, the HAs function as security proxies for
the MNs. They testify the legitimacy of the MN's HoA,
facilitate authentication of the MNs to the CNs, and estab-
lish shared secret session keys for them. For the appliance
of the CGA, our protocol modifies the Deng~Zhou-Bao's
one by replacing the Certy of EXCHO with the self-signed
X509 v3 certificate or the optimized parameter format.
Thus, when the CN receives the modified EXCHO, it
should verify the HA's CGA using the self-signed X.509
v3 certificate or the optimized parameter format instead of
Certy. The algorithm for verifying the HA’s CGA is shown
in (Figure 5).

S
// constant

cgaFxtnID : { 136141311 TBD )
/7 input

CGA : a HA’s address
pkinfo :a HA's public key information
cgaParams | CGAParameters

BOOL VerifyCGA(IPvbAddr+ CGA,
SubjectPublicKeyInfo* pkinfo,
CGAParameters* cgaParams)

unsigned char *derPKInfo=NULL,
xderCgaParams = NULL ;
unsigned char *Hashl = NULL, *HashZ2 = NULL ;

unsigned int Sec;

// 1. Check input values
CHK_ERR(CGA) ; CHK_ERR(pkinfo) ;
CHK_ERR(cgaParams) ;

// 2. Compare the group and universal bits
V4 in the address to one
if (!Is_Set_Group_Bit (CGA) 1]
s_Set_Universal_Bit (CGA))
goto error_handler ;

// 3. Get Sec value and

// check that the collisionCount value is 0, 1 or 2
Sec = Sec_Value_ofl CGA) ;
if (cgaParams — collisionCount > 2) goto error_handler ;

// 4. Verify the subnet prefixe of the CGA
ift'Is_Equal_Two_Subnet_Prefixes(
Subnet_Prefix_ofl CGA),
cgaParams — routingPrefix)) goto error_handler ;

// 5. Verity the interface identifier of the CGA
derPKInfo = pklnfo — DER_encode() ;
CHK_ERR(derPKlInfo) ;
derCgaParams = cgaParams — DER_encode() ;
CHK_ERR(derCgaParams) ;
Hashl = MD5 (DER_Concatenate (derPKInfo,
derCgaParams)) ; CHK_ERR(Hashl) ;

if (!Verify_Interface_ldentifier(
Interface_Identifier_ofl CGA),

Rightmost_64_bits_of( Hashl))) goto error_handler ;
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// 6. Verity the Sec of the CGA
Hash2 = MD5(DER_Concatenate(derPKInfo, DerValue
(cga Params — modifier))) ;

CHK_ERR(Hash2) ;
// compare the 12%Sec leftmost bits of Hash?
with zero
if (!Is_Leftmost_bits_Zero(Hash2, 12%Sec)) goto
error_handler ;
""" // 5. deinitialize values
return TRUE ;
error_handler : // 6. Handle errors
return FALSE ;

(Figure 5) CGA Verification Algorithm

The algorithm takes three inputs : the HA's CGA, the
HA'’s SubjectPublicKeyInfo data value subjectPublicKey-
Info and the HA's CGAParameters data value cgaParams.
subjectPublicKeyInfo and cgaParams are retrieved from
pkInfor, which may be the self-signed X.509 v3 certificate
or the optimized parameter format. In a case of using the
self-signed X.509 v3 certificate, the CN should validate the
signature on the certificate besides the HA’s CGA. Our pro-
tocol is outlined in (Figure 6).

MN HA CN
REQ_ COOKIED -
- COOKIE1
modified EXCHO -
- EXCH1
<« REP o ___COnERM_ »|

modified EXCHO = { HoA,CN,Co,Cy,0,n2 .0, TS, SIGy, pkinfo, }
pkinfoy, = Self-Signed Certy; or OPFy
OPFy = DER_Encode(H'’s subjectPublicKeylnfo)}

| H's CGAParameters data value

(Figure 6) The Proposed Protocol

4. Analysis

Our protocol is anal?zed in terms of security, perform-
ance and manageability. Then, it is compared with other
protocols such as the Deng-Zhou-Bao's protocol, CAM-
DH and SUCV.

4.1 Security

As compﬁters become faster, the 64 bits of the interface
identifier will not be sufficient to prevent attackers from
searching for hash collisions. Our protocol uses the two

hash- based CGA scheme to prevent such brute-force

attacks. The scheme includes the routing prefix of the ad-
dress in the input for the first hash value Hashl and uses
the second hash value Hash2 to increase the cost of
brute-force attacks. During address generation, the input
for HashZ is modified by varying the value of modifier until
the leftmost 12*Sec bits of HashZ are zero. This increases
the cost of address generation approximately by a factor
of 25 1t also increases the cost of brute-force attacks
by the same factor (ie. from 2® to 2°'#5%) Thus, our pro-
tocol is more secure than other CGA based approaches such
as CAM-DH and SUCV, which require the cost of
brute-force attacks, O(2%).

4.2 Performance _

We evaluate the performance of our protocol in terms of
the cost of verifying the HA’s public key Py and the public
key cryptographic operations that the MN should perform.

<Notation>

COStCert-Signature : the cost of verifying the signature on the certif-
icate

CoStrevocation-staus - the cost of checking the revocation status of the
certificate

: the cost of verifying the certificate path

Costatrash-cGA : the cost of verifying two hash-based CGA

Costitash-cGA : the cost of verifying one hash-based CGA

Costozs : the cost that the Deng-Zhou-Bao’s approach
verifies Py included in Certy

: the cost that our approach verifies Py included
in a HA’s self-signed certificate

Costorr . ! the cost that our approach verifies Py included

in a HA’s optimized parameter format

Costcert-patn

Costse-signed-Cert

Costcam-vy : the cost that the CAM-DH verifies Py~
Costsucy : the cost that the SUCV verifies Pun
<Cost>

Costpzp = Costcert-signature + COStRevocation-Status + COSECert-Path

Costself-Signed-Cerr = COStatiash-cca + COSE Cert=Signature

Costorr = Costatash-ccA
Costcam-pu = Costixush-cca
Costsucy = Costifash-cca

+

Costcert-path > COStCer-Signature > COSbatiash-CGA
> CostiHash-CGA

Costsucy = Costcam-pr < Costorr < CoStstef-signed-Cert

< Costpzs

Cost Revocation-Status

(Figure 7) The Cost of Verifying the HAs (or the MNs)
Public Key

(Figure 7) shows the cost of verifying the HA’s (or the
MN’s) public key. Our protocol needs Costses-signed-cert OT
Costopr to verify the HA’s public key Py, which are less
than Costpzp. Especially, because Costorush-coa= CoStiHash-cA,
our protocol with the optimized parameter format has al-
most the same cost as the cost of one hash-based ap-



proaches such as Costcam-pr and Costsucv. From the view—
point of the MN, the MN is allowed to perform no public
key cryptographic operations. That is, the security proxy
HA performs the expensive cryptographic operations on
behalf of the MN. CAM-DH and SUCV provide the option
to off-load the expensive cryptographic operation of the
MN to its HA. But CAM-DH does not fully remove the
expensive cryptographic operations from the MN and
SUCV needs for the HA to manage the MN's private key.

4.3 Manageability

Because our protocol needs no trusted CA and allows the
HA, instead of the MN, to use the address derived from
its public key, it is more manageable and scalable than other
protocols,

The comparison of our protocol with other protocols such
as the Deng-Zhou-Bao’s protocol, CAM-DH and SUCYV is
summarized in <Table 1>.

As shown in <Table 1>, our protocol can provide good
performance and manageability in addition to stronger se-
curity than one hash-based CGA protocols.

{Table 1> The comparison of the proposed protocol with other

protocols
Qurs Deng-Zhou-Bao | CAM-DH SUCV
1 x o] X x
9 two hash- PKC one hash- one hash-
based CGA based CGA | based CGA
HA HA MN MN
0P 0@ or 02 0% 0%
Costsef-Signed-Cert
5 Costpzs Costcam-py Costsucy
or Costorr
High High Low Low
X X O X
Diffie-Hellman | Diffie-Hellman |Diffie-Hellman|Diffie-Hellman
. . return
9 cookie cookie routability puzzle
1. Trusted CA
2. Mechanism binding the public key with its owner.
3. Node who generates and manages the private key/public key pair
4. Cost of brute force attacks
5. Cost of verifying the public key
6. Manageability and Scalability
7. Public key cryptographic operations the MN should perform
8. Method that generates and distributes a session key
9. Method that prevents denial of service attacks

5. Conclusion

In this paper, we propose a security proxy based protocol

for authenticating the BUs, which combines the Deng-
Zhou-Bao's protocol with Aura’s two hash-based CGA
scheme to avoid the use of trusted CAs. Because the two
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hash-based CGA scheme increases the cost of brute-force
attacks by a factor of 22°* (ie. from 2% to 2°7%5%) our
protocol can achieve stronger security than other
CGA-based protocols. Moreover, its cost of verifying the
HA'’s public key is less than the one of the Deng-Zhou-
Bao’s protocol, and with the optimized parameter format,
the cost of our protocol is almost the same as that of one
hash-based approaches. Also, the security proxy HA al-
lows for the MN to perform no public key cryptographic
operations. Because our protocol needs no trusted CA and
allows the HA, instead of the MN, to uses the address de-
rived from its public key via the CGA method, it is more
manageable and scalable than other protocols.

The comparison of our protocol with other protocols such
as the Deng-Zhou-Bao’s protocol, CAM-DH and SUCV
shows that our protocol can provide good performance and
manageability in addition to stronger security than one
hash-based CGA protocols.
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