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Abstract While the Internet keeps its permeation into every aspect of human life, two things
stand out. One is the requirement for high quality of services to support multimedia data service. The
other is the desire for ubiquitous network connection. Combining the two things makes the Internet
possible in supporting multimedia communications for nomadic users on the locomotion. To support
QoS comrunication for mobile users by applying RSVP to Mobile IP, RSVP Tunnel, which specifies
building separately a RSVP session between the home agent and the foreign agent, was proposed.
However, the RSVP Tunnel method breeds bandwidth overhead and association problems in tunnel
because of duplicated RSVP messages use. To resolve these problems, in this paper, we propose the
new encapsulation method, the RSVP-in-IP Encapsulation (RIPE) that can support QoS guaranteed
service efficiently in Mobile IP networks. The proposed method supports RSVP mobility to Mobile IP
tunneling mechanism efficiently without any additional session as the RSVP Tunnel scheme. Moreover
it removes the critical problems of bandwidth overhead in a tunnel and association by duplicated
messages. We compared the performance of our proposed scheme with RSVP Tunnel scheme in term
of mean delay, mean data rate and bandwidth overhead in tunnel.
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There exists increasingly the number of mobile
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rently in progress to provide environment that
supports applications with quality-of-service(QoS)
required by the users in wireless networks.

The Internet Integrated Services make it possible
for applications to choose the control level of
end-to-end delivery services for their data packets.
States per packet flow in every router is required
and every router also makes admission control and
policy control. ReSource reservation Protocol{RSVP)
[3] is a signaling protocol that can provide QoS
guarantees for integrated services on the Internet.

Mobile IP[45] enables a mobile host to move
between different IP networks and yet maintain its
existing connections without the need to change its
IP address to reflect its new point of attachment.
This technique does not consider quality of service
communication, but if only considers best effort
communication. For communication that guarantees
QoS for all mobile users, the RSVP protocol for the
Internet Integrated Services needs to be support by
the wireless network using Mobile IP.

However, RSVP cannot be used directly in a
Mobile IP network environment for the following
two reasons. First, end-to~end RSVP messages are
invisible to the intermediate routers on an IP-in-IP
tunnel[6] used in Mobile IP. Second, when the
Mobile IP is handed off, new reservation should be
made on a new tunnel path. To resolve such a
problem, the RSVP Tunnell7] introduces the QoS
over IP-in-1P

independent session for RSVP protocol is mapped

reservations tunnels where the

into a tunnel session between two tunnel end

points. However, the use of these duplicated
resource reservation signaling messages in RSVP
Tunnel may demand too much bandwidth to set up
a path and degrade the network performance. In
this paper, we introduce an extended IP tunneling
mechanism that allows RSVP to make the QoS
reservations across all tunnels by using the new
proposed RSVP-in-IP Encapsulation (RIPE) without
establishing an additional session. The RIPE is an
method for encapsulating the RSVP message within
the option portion of another packet header to make
the message visible for routers on a tunnel.

The rest of this paper

background of Mobile IP tunneling, mobility issues

is as follows. The

of RSVP and RSVP Tunnel mechanism are first
presented in section 2. Section 3 describes previous
RSVP Tunnel problems, the proposed RSVP-in-IP
and RSVP-in-IP
performance evaluation is illustrated in section 4.

Encapsulation, tunneling. The
Finally, conclusions and future work are given in

section 5.

2. Related works

2.1 Mobile IP tunneling

Mobile IP specifies enhancements that allow the
transparent routing of IP packets to mobile hosts in
wireless networks. Each mobile host is always
identified by its home address, regardless of its
current point of attachment to a network. When a
mobile host moves away from its home network to
a foreign network, it obtains a care-of-address,
which provides information about its current
location of attachment to a network. The mobile
host registers with a home agent in its home
network to inform the recent of its care-of-address.
Data packets addressed to the mobile host are
routed to its home network, where these packets
are intercepted by the home agent, and then they
are sent to the care-of-address toward the mobile
host using a process called tunneling. The tunnel-
ing has two primary functions: encapsulation[8] of
the data packet to reach the tunnel exit point, and
decapsulation when the packet is delivered at that
exit point. The default tunnel mode is IP-in-IP
Encapsulation: Optionally, a Minimal Encapsulation
(9] within IP can be used.

To encapsulate an IP packet using IP~in-IP
Encapsulation[10], an outer IP header is inserted
before the IP header of an existing packet. The
outer IP header Includes source and destination
addresses identifying the entry and exit points of
the tunnel. The inner IP header contains source and
destination addresses discerning the original sender
and receiver of the packet, respectively. The inner
IP header is not changed by the encapsulator,
except for decrement of the TTL, and remains
unchanged during its delivery to the tunnel exit
point. No change to IP options in the inner IP
header occurs during transmission of the encap-
sulated packet through the tunnel. If need be, other
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protocol headers such as the I[P authentication
header may be inserted between the outer IP
header and the inner IP header.

The IP-in-IP Encapsulation adds much overhead
to its final packet because several fields in the
outer IP header are duplicated from the inner IP
header. To prevent this waste of space, Minimal
Encapsulation has been proposed. In that scheme,
instead of inserting a new header, the original IP
header is modified to reflect the addressed of the
entry and exit points of the tunnel, and a minimal
forwarding header is inserted to keep the original
source and destination addresses. Thus the care-
of-address of the mobile host becomes the des-
tination address of the IP packet and the address
of the home agent becomes the source address.
When the foreign agent in the tunnel exit point
tries to decapsulate, it simply restores the fields in
a minimal forwarding header to the IP header and
removes the forwarding header.

2.2 Mobility issues of RSVP

The RSVP protocol was designed to enable the
senders, receivers and routers to communicate with
each other in order to set up the necessary router
state to support the QoS services. RSVP is a novel
signaling protocol in the following ways.

It uses soft state, which means that it is tolerant
of temporary loss of function without imposing
fate-sharing between the end systems and the
network routers. This means that QoS routing
can be deployed separately.

*RSVP is quite straightforward in packet for-
mating and operation, and it is relatively less
costly to implement it in end systems and
routers.

RSVP is not a routing protocol but is a signaling
protocol. It is merely used to reserve resources
along the existing route set up by whichever
underlying routing protocol is in place. The primary
messages used by RSVP are the Path message
which originates from the traffic sender and the
Resv message which originates from the traffic
receivers. The primary roles of the Path messages
are firstly, to install reverse routing state in each
router along the path and secondly, to provide
receivers with information about the characteristics

of the sender traffic and end-to-end path so that

they can make appropriate reservation requests.

The primary role of the Resv message is to carry

reservation requests to the routers along paths

between receivers and senders. The basic operation
of RSVP is as shown in the following steps.

1. When the Path messages are delivered from the
senders to receivers, all RSVP capable routers
on the path intercept the messages and set the
Path states.

2. After the receiver receives the Path message, it
should answer with a Resv message containing
desired QoS parameters. The Resv messages are
delivered back to the senders along the reverse
links of the Path messages.

3. If the required resources on all links are

available, the soft-state reservations will be
established.
The RSVP solves the QoS problem with

advanced resource reservation on the Internet. Now,
an important trend of the researches about the
RSVP support on the Internet is the expansion of
accesses to mobile users[11-15]. Mobile phones,
PDAs, notebook computers, and various other de-
vices that are easy to carry around all become
very popular and ubiquitous. With the help of a
wireless infrastructure, it is natural that people
want Internet access from these mobile devices. To
provide a way for nomadic users to access the
Internet seamlessly, the mobile IP explained above
although
mobile IP can resolve that users can access the

in Section 2.1 is proposed. However,
Internet wherever they go, as a next step, it needs
to provide quality of service communications for
the mobile users. Therefore, it is an important
research topic to support RSVP mobility efficiently
and effectively to provide QoS guarantees for
communications over Mobile IP networks. However,
RSVP
signaling protocol is adapted to Mobile IP networks.

two mobility issues occur when the

First, the IP-in-IP Encapsulation technique used
by Mobile IP makes RSVP messages invisible to
intermediate routers. If the RSVP protocol is ap-
plied to Mobile IP tunneling, RSVP message, Path
and Resv, will be encapsulated in an IP-in-IP

Encapsulated packet with a protocol number 4 in
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the outer IP header. The RSVP protocol number 46
and the
intermediate routers on the path of an IP tunnel

in the inner IP header is . concealed,

cannot recognize RSVP signals to provide the
desired QoS.

Second, RSVP cannot take cognizance of mobility
because the resource reservation path cannot be
dynamically adapted along with the movement of a
mobile host. In other words, once a mobile host
moves to a new region, its previous reserved
resources are no longer available and the service
quality of the mobile host may drop through due to
a lack of resources reserved for the mobile host in
the new region.

To resolve the mobility issues on RSVP in
Mobile IP networks, some schemes have been pro—
posed. Talukdar[16] et al. proposed Mobile Re-
Source reserVation Protocol (MRSVP) to resolve
the handoff impact of mobility on RSVP by making
advance resource reservation. C. Tsengl[l7] et al
introduced a Hierarchical Mobile RSVP Protocol
(HMRSVP) to integrate RSVP with Mobile IP
regional registration and makes advance resource
reservations only when inter-region movement may
happen. The work of G. Lee[l8] et al. presents
Pointer Forwarding scheme to make advance
resource reservations only on a forward one-step
path from an mobile host along the forwarding
pointer chains. In this paper, we consider RSVP
Tunnel proposed by Terzis et al. to resolve the
RSVP message invisibility problem.

2.3 RSVP Tunnel mechanism

End-to-end
PATH message

IP-in-IP encapsulated
PATH message

The RSVP Tunnel is the operational method
proposed to support resource reservation over IP-
in-IP tunnels. The method can solve the problems
of router invisibility and RSVP mobility incog-
nizance by separately building a RSVP session
between tunnel end points. This RSVP session can
exist independently from the tunnel session or it
can be triggered by the tunnel session. Figure 1
shows a simple RSVP Tunnel mechanism, in which
the senders S, and receiver R; are connected with
the RSVP session called as a end-to-end RSVP
session through a tunnel session between R-entry
and R-exit. The R-entry and R-exit make con-
nection with the RSVP session called as a tunnel
RSVP session providing resource reservation for
the QoS guarantee[19].

Initially, a S end-to-end Path

message, which is filled with the address of the

makes an

sender and receiver, and the RSVP protocol number
46 in its IP header. When the end-to-end Path
message is delivered to the R-entry of the tunnel
entry point, the tunnel R-entry point encapsulates
the message with CoA(Care-of-Address), which is
the tunnel R-exit point, and sets its type field as
the Mobile IP protocol number 4. As soon as
sending the encapsulated end-to-end Path message,
the tunnel R-entry point issues a new tunnel Path
message which records the address of the tunnel
R-entry and R-exit points and is set to the RSVP
protocol number 46. On receiving the end-to-end
Path message, each intermediate router on the path
of the tunnel session directly relays the message to

Care of Address
Tunngl Session

R-entry

D

(|-
)

RSVP Session

Address of the Sender S1 & Receiver R1

Coees

Progress Direction

> Receiver(R1)

Figure 1 Mechanism of the RSVP Tunnel
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the tunnel R-exit point. However, on receiving the
tunnel Path message, each intermediate router
performs the path finding function as described in
the original RSVP protocol because of being visible
in this message by the RSVP protocol number 46.
When the tunnel R-exit point receives these end-
to—end and tunne! Path messages, the end-to-end
Path message will be decapsulated and sent to the
receiver, while the tunnel Path message will be
processed only by the exit point and need not be
forward to the receiver. In response, after the
end-to—end Path message is arrived to the receiver,
it delivers an end-to-end Resv message to the
sender. In the same way, when the end-to—end
Resv message arrives at the tunnel R-exit point, it
will be encapsulated with an IP header as described
before and then be forwarded to the sender. The
tunnel R-exit point soon makes a tunnel Resv
message without encapsulation and sends the mes—
sage to the tunnel R-entry point. Thus, after the
sender and receiver negotiate with the tunnel Path
and Resv message, all intermediate routers on the
path of the tunnel can reserve the desired resources

if sufficient resources are available.

3. Proposed Mechanism

In this section, we address the considerable
problems of RSVP Tunnel, and to resolve the
problems, propose a new encapsulation method
which does not need additional packets and band-
width in tunneling.

3.1 Previous RSVP Tunnel problems

Even if RSVP Tunnel can be a solution to
provide QoS over IP-in-IP Tunnel, there are two
critical problems to solve. One is the problem of
association. The RSVP Tunnel defines and uses the
association mechanism to do one-to-one mapping
between tunnel session and RSVP session. To do
this a new RSVP object which includes the
of the

session is attached to end-to-end RATH messages

identifier and some parameters tunnel
at R-entry and is interpreted by R-exit. However,
one of the RSVP messages in the tunnel or RSVP
session can be lost easily in a wireless envi-
ronment. If there is a lost RSVP message in

session, the session is dropped and re-built by the

R-entry. It can be a considerable issue when so
many mobile hosts use quality of service com-
munications in the network. The other problem is

bandwidth overhead in the tunnel. It is obvious that

_if a great number of mobile hosts move to other

subnets, and so their flows in the tunnel are
increased, the bandwidth required for the QoS in
tunnel will become more than double compared to a
tunnel without support of the RSVP Tunnel.

3.2 RIPE

We propose here a new type of encapsulation
method, RIPE, to provide efficient resource reser-
vation for mobile hosts in wireless networks
applying the Mobile IP. Though the use of recur-
sion may solve the problem of RSVP messages
being invisible inside the tunnel, the method is also
known to have several problems. Using only the
existing IP tunnel without an additional tunnel
session, having RSVP messages operate efficiently
over the IP-in-IP tunnel is one of the feasible
solutions for the issues. The typical case is that
the RIPE eliminates problems of association bet-
ween an end-to—end RSVP message and tunnel
RSVP message as a mechanism of the RSVP
Tunnel. Figure 2 shows a process generated as a
new IP packet for an original IP packet.

To encapsulate an original IP packet in the RIPE,
the contents of the encapsulation outer IP header
are generated by performing a mapping from the
original RSVP message to the option portion of the
outer IP header. The header portion of the outer IP
header records the address of the tunnel entry and
exit points. The original IP header is mapped to
the data portion of the encapsulation datagram
recognized as the payload of the encapsulated RIPE
packet by home and foreign agents. The option
portion of the encapsulation outer IP header has the
resource reservation information for passed routers
between end-to-end hosts, and, being dealt in a
portion of the header of the final encapsulatéd
packet, can be read for any router which wants to
reserve QoS resource. It is a key idea to resolve
make end-to-end RSVP
to the
without using any duplicated messages as the

problem that - tunnels

messages invisible intermediate routers

RSVI? Tunnel mechanism. The original IP header
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RIPE encapsulating process  Original IP packet
Original IP header | Original RSVP message
—.J"’— i _,.»r‘— i
Header portion Option portion Data portion

Encapsulation outer IP header Encapsulation datagram

Encapsulated RIPE packet
Addresses of . . ..
tunnel end pointe Original RSVP message Original IP Header
Encapsulation outer [P header Encapsulation datagram

Figure 2 The RIPE packet generation process

in the datagram of RIPE packet is not changed
during the tunneling except for decreasing TTL,
and also does not make its option be changed up
to the The fields of the

encapsulating Outer IP Header are set as follows:

tunnel end point.

» The Version is set to 4.

+ The Type of Service(TOS) bits are copied from
the original IP header.

* The Source Address and Destination Address are
set to the entry-point and the exit-point of the
tunnel, respectively.

+ The Internet Header Length(IHL), the Total Le-
ngth, and the Checksum are recomputed for the
encapsulation outer IP header.

+ The Identification, Flags, Fragment Offset are set
as specified by [RFC 791] for any IP packet.

+ The Protocol field is set to 66, which identifies
the RIPE protocol, that is, option portion of the
encapsulation outer IP header has the RSVP
message, and the original IP header is encap-
sulated to the encapsulation datagram of the
RIPE packet.

»The Time to Live field is decremented if the
entry-point is routing the original IP packet from
some interface to the tunnel interface.

3.3 RIPE tunneling

The RIPE packet has an IP header and its option
portion, which has the RSVP message, attached in
front of the IP datagram. The packet is treated as
just a normal IP-in-IP Encapsulated packet at the

routers on the tunnel. It is because the form of the

RIPE packet is the same as that of a normal
IP-in-IP Encapsulated packet. The protocol field in
the encapsulation IP header allows intermediate
routers to distinguish which encapsulation methods
are used for the packets on the tunnel. Flows that
do not need QoS reservations inside the tunnel
continue to use the IP-in-IP Encapsulation. The
tunneling mechanism of the Mobile IP using the
RIPE is illustrated in Figure 3.

The home agent will be the tunnel entry point,
while the foreign agent will be the tunnel exit
point. When the mobile host moves to the network
of the foreign agent, it informs the home agent of
its new subnet with CoA. The home agent knows
about the mobile host's CoA. Thereafter, using the
RIPE,

Path mességes with tunnel QoS reservations, while

the home agent encapsulates end-to—end

normal IP packets without QoS reservations for a
[P-in-IP Encapsulated.
routers in a tunnel forward the packet based upon

tunnel are Intermediate
the encapsulation outer IP header added by the
home agent. If there is need of reservation for a
tunnel, intermediate routers learn about information
related with routes from the option of the RIPE
packet header. When the foreign agent receives a
Path message from the home agent through the
tunnel, and decapsulates it, the header portion of
RIPE packet is replaced by the data porion of that
packet. The option portion is copied to the data
portion of that packet. After the decapsulation

processing, the Path message transits it to the
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:] End-to-end
PATH message

Normal IP packet IP-in-1P encapsulated
:l ? [:- normal [P packet

l::] RSVP-in-IP encapsulated
(RIPE) PATH message

Tunndl Session

Tunnel
Entry

[ W L1

Tunnel
Exit

k\_._.\,__)

Encapsulation Outer IP Header

'\Address of the Sender S1 & Receiver R1

Center)

—
Progress Direction Receiver

Figure 3 The RIPE tunneling mechanism

mobile host. When the foreign agent receives an
end-to-end Resv message from the mobile host, it
encapsulates the message within RIPE and sends it

to the home agent.

4. Performance Evaluation

This section presents the simulation results of
the performance analysis for the proposed RIPE.
The performance analysis is evaluated by compa-
ring the previous RSVP Tunnel and the proposed
scheme. As our simulation tool, the NS network
simulator proposed by U.C. Berkeley was used. An
extension to the NS basic packet was implemented
to support the tunneling mechanism being formed
by two modules; the RSVP Tunnel and the RIPE.
The two modules were implemented using the C++
and the Otcl languages. The simulation is perfor-
med on the side view of the mean delay, the mean
throughput by the handoff rate, and the tunnel
bandwidth overhead by the number of flows when
there is mobile host movement.

4.1 Metrics and Methodology

TFigure 4 presents a type of topologies used in
the simulations. In this topology, we assume that
the bandwidths of the link between all nodes are
5Mbps and the all transmission delays on the link
from a CH to a HA are set to 10ms. The trans-
mission delays between a HA and FAs are set to
1.5ms because they communicate with each other

with tunneling fashion.

CH N

s
7 Rest Internet .

Figure 4 Simulation model

The number of mobile hosts is adjusted to from
1 to 40, and the speed of them is set to be created
randomly with 10-50 Km/hour. This speed means a
vehicle speed. To measure the performance compa-
rison according to handoff probability, we assume
that the mobile host moves randomly in 4 direc-
tions among sub-networks according to given
handoff rate, and the CH is in a fixed position.
During a time unit of the simulation, it is assumed
that the CH data to the mobile host

successfully, and the time taken in this case is

sends

calculated by sum of each transmission link delay
plus encapsulation and decapsulation processing
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time and RSVP path update delay time. The RSVP
path update delay happens when a mobile host
hands over to a foreign network. To examine the
bandwidth overhead in the tunnel, we assume that
the number of flows means the number of mobile
hosts caused to tunneling by handoffs.

4.2 Simulation Results

The simulation result of the mean packet delay is
shown in figure 5, where X-axis is the handoff
rate and Y-axis is the mean delay. Handoff rate
represents probability of that mobile host moves to
other sub-networks during given one simulation
time. Mean delay represents the average value of
delay taken until data arrives at a mobile host from
the CH. On the whole, the result shows that the
mean delay of both the RSVP Tunnel based scheme
and the proposed scheme are increased when the
handoff rate is augmented. The reason is that the
transmission delay is increased by long tunnel hop
counts made as the mobile host moves away from
home agent, and when the handoff happens, the
packets are delayed due to the path re-establishment.

Mean delay (ms)
g

Handoff rate (%)

Figure 5 The mean packet delay by handoff rates

| _—nRsvP tunnel  —RIPE |

Moan Data Rate (kbps)
£ 8
B
J——
——s |

10 20 30 40 S0 60 70 80 SO0 100 110 120 130 140 150 160 170 180
Simulation Time (s)

Figure 6 The mean data transmission rate

Figure 6 shows the simulation results for the
mean data transmission rate of a single mobile host
using the RSVP "Tunnel based scheme and the
proposed scheme over simulation time. During the
simulation time, each scheme handoffs in different
time because the movement of mobile host over the
foreign network follows random motion. In this
simulation, we can observe that the mobile host
can maintain a stable data transmission rate at
6bkbps except for the handoff time regardless of
which schemes are applied. The phenomenons in’
figure 5, 6 show that, although RIPE does not use
simple copy method as RSVP Tunnel, but uses
encapsulating method by packet re-organization, it
can still maintain performance as much as RSVP
Tunnel.

Figure 7 shows the tunnel bandwidth overhead
over the number of flows. As a whole, we can
note that reserved tunnel bandwidth overhead is
augmented according to an increase of the flow
numbers, and until numbers are 15 flows, over—
heads of both schemes are almost the same.
However, bandwidth overhead in the tunnel using
the RSVP Tunnel based scheme is increased from
15 flows by exceeding difference comparing with
the proposed scheme. The reason is that both
schemes reserve more much bandwidth for QoS
guarantee according as the number of flows
increase, but, in case of the RSVP Tunnel, another
session for messages copied from original RSVP
messages is demanded in tunnel, and it makes total
bandwidth overhead increase.

As a result, the proposed scheme provides similar

performance between the mean delay and data rate

BOQ frorcmmrrmmeom oo meoseiaea s ciiesii et s s ?--
RSVP tunnel -»—RIPE
o |- L= J

Tunnel Bandwidth Overhead

o 5 10 15 20 % 30 35 40
The Number of flows

Figure 7 The bandwidth overhead in tunnel
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with that of the RSVP Tunnel-based scheme.
However, over the Tunnel bandwidth overhead, the
proposed scheme offers about 48% lower overhead
than that of the RSVP Tunnel based scheme.

5. Conclusions and future work

In this paper, we have presented a new scheme
that can support RSVP signaling protocol for QoS
to IP-in-IP tunnel used in the mobile IP. The
scheme works by using the proposed RIPE for
end-to-end RSVP messages over the IP-in-IP
tunnel connecting the home agent with the foreign
agent.

Using a simulation model, we have shown that
with the introduction of the RIPE, the mean delay
and data transmission rate in the tunnel between
the entry and exit points is similar to those of the
RSVP Tunnel, but the tunnel bandwidth overhead
is greatly reduced.

For future works, we intend to work on the
execution of simulations associated with the packet
encapsulating at tunnel end points to evaluate the
processing overhead in routers. In addition, all the
Integrated Service contents cannot be supported to
mobile hosts in the limited option portion of RIPE
packet, to resolve this issue is, also, our future

work.
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