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Abstract

An anti-fraud system that utilizes association rules of fraud as well as AFS (Anti Fraud System) for credit card

payments in e-commerce is proposed. The association rules are found by applying the data mining algorithm to millions
of transaction records that have been generated as a result of orders on goods through the Internet. When a customer
begins to process an order by using transaction components of a Secure messaging protocol, the degree of risk for the
transaction is assessed by using the found rules. More credit information will be requested or the transaction is rejected if

it is interpreted as risky.
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Order#: 20010118094923

Buyer: Christoper T Cox

Mailing Address: 2397 Rio Dosa Dr. Lexiton,
Kentucky, United Stares

Destination Country: United States
Product Receiver: Christopher T Cox
Shipping Address:2937 Rio Dosa Dr., Lexiton,
Kentucky

ZIP/postal code: 40509

Cardholder name: Christoper T Cox

Card#: 5491000914029

Expiry Date: 1101

Issuing Bank:  Fleet

IP Address: 205.188.19% %%

AFS Decision: AA-Authorized, Approved

a8 1, 3AER MERE

Fig. 1. History Record.
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Fig. 2. Association Rule Algorithm.
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generate_candidate(Fi-1, Hy, Ci)
Ce = & /* 2713} %/
forall NYAERF € F,_ | do
Select ¥ERE ¢ = il,iz, sy ik— 1)jk—1
from Fj (p-1).Fj (r—1) where
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// EI.(k—l)% F,_ ol &3te A 35309,
// Zk—I% I FER3e k-1)EA FE
// atr()e 35 i 9 &4
if (Hulh(c)] = s) then Ci = Cx U {ch
endfor
end generate_candidate

18 3. generate_candidate() ¥3E|E
Fig. 3. generate_candidate() Algorithm.
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Buyer-"Yurily Baranovskiy” => fraud, 93%
Buyer-"Gianluca Omodeo” => fraud, 44%

Shipping_address-"Pacific View Flat 10B Tower2’ => fraud,
1009%
Shipping_address-"Kiev, Ukraine” => fraud, 62%

3% 4 EEEHOZA AR
Fig. 4. Association Rule Result.
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Fig. 5. Structure of AFS.
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of A d|xEZ dojeHlo]ie] dHoE%} Hlﬂo}ﬂl

MY ZREES

<oy

A MM ACIHSEE 29

AHgake] Bl e A Azkach Ade AP
g A337] 934 Holeivtold 71U & ol ko) olsh
2e 2T AHE AR FhE usl fEsdlE
waath J8€ A= st A7 Ade 5ol

i m\m

#42 4% 1 J95 neh PFATE
2l A=A 52 skl 4
Adsl " od@ 2 ATIEY 758

ks
A
3

RS
o=
ik

N

o XL

AHE
A HH
- IPFA FHANLHL 849 PFAE F33}d

B9)o] 719J%} Billing Address$} Shipping Address &
Bl §83HA &8 A JIE A0S BFSHA dvh 1
HY A AR 2 (Y4 AgHe AEFEY 2= A
oBp® 29 g Yall Mz s dFL2PAH
H71AQ AEARE a4 "ot

- AT F3 A ARE ARGATL A fEG
A3z o} dA 7hE AHEALS MEHS E Uzt F1
= AP HES ARl A e

- tedg 28 4 A
olFE& VYA EE 8} %% -?~ il
(2 E)

- MBS A A2dE A= AR i =S
AT AMESHA| RE AMEY A A7) £ Ed H2
sted ml Fully B2 4o FEL AlRgchd Al
e AH8-E 21 Ll AREA (FEdE AR oA
g o Jl= AR o FE gobste A&t

- YA A A 2P L FE g A GoARE :rL“Ha Pd
Abgol BAl TE Ao FulE AR HE Az
2 AIHE Botete) FuiE HAxATlE "\i:%“’]ﬁ}.

AFS+ eGate Inner Transaction Serverol|A X2 ¥
=4 Merchant Site ¢ Client Site22] 922 Wb A
I8 MEYIE S8 V= 2BHUL Xl
AZAAAFE Request CGI 9 23 dZ2E AVS
A A#E RUYFE Result CGL vlX|og2 AFS
g7t Hoj HFHoz FujRolA HEHE Retun
CGIz 74" 19 63 72 &5 A3
EOE AFS AMel& $% Data Packetd] A2 Hx9}
3| 2E7 dejgue]xd ARHE HEe) S e
W Ao},

Request ¥1& eGate® 7}= 498 2337 943
7NEAEZA Feld®l W82 Encrypt Moduled] &3
o3 3lyo] A4 Eh Response 2= e 4$¢ Ax
E JH 0.2 Return 3 Field®) W8S #A] Encrypt
Moduledl 93} ¢EstEo) AgAy 230 B #1-6
] Data Packet®] 2] W&& AHRE of X8 2

o



30 Hybrid 8 8%t 2870 MEFISHTIAAH Z24 9
Request CGI
L Terminal ID r Request(¥ & &) ‘
Doore [ ot [ s | der [ ed [omoun [ aid [ eoviar | ciovinn | Simr® [ e | S | Sei | W [ae |
Result CGI
[ Terminal ID T Response(& &8 —l
—
| e | | 5| on | o [ | 22 | 0 | o [ et | e | 5 [ [, [ S22 | [ s [ e
Retorn CGI
uermlnallD l OrderD ate WSequence Nor Result Reserved! ReservadQJ
a3 7. AFS X2lE st 25slE MEol HA
Fig. 7. Encryption Lefters Form for AFS Processing.
E 1. AFS M2|& 28t Data Packetel Xz L&
Table 1. Data Packet Process Content for AFS.
1D Data Packet Etc
# TerminallD, Request(T) Al H&
#2 IIEFE eGate =IH Z[2HS
#3 TerminallD, Response(32) He g9 58
# Ack 8% TRUE/FALSE
#5 Ha 2= HTML eGatesM(*ﬂ%n)
#6 Return CGI o[E& Cal

o] 49 ¥ $7b
e
Hybrid

AR S diE AgE
Fo] Aeshs A S HoEH.

V.4 E

2=0].8.
[SRESA=)

71E AVSY stz A
Gateway ] 7)=4]
Databasedl] dlo]Hutol\d HF& AXA &=dl Ut

S AAGEE F28 83 FTE AFsE Ao
A, F2:9F ZIP Codedl A WA A Ag] wexpvhs o]
Wt vzt A oEste ZeE Wl
o}

2 =fdAe oed & g e R sjdst
7] 9g o= dolente]l g A&7 ¢x4 AFS
(Anti-Fraud System) ¢ A802 7]&9] AVS AlxH

=

]JH

(o=

(472)

Order Summary for your Review
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Fig. 8. Sample Authentication Form for Hybrid Proessing.
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