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Design of a User authentication Protocol Using Face
Information
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Abstract

Consequently substantial research has been done on the development of the bio-metric recognition method
as well as technical research in the field of authentication.

As a method of bio-metric recognition, personal and unique information such as fingerprints, voice, face,
iris, hand-geometry and vein-pattern are used. The face image system in bio-metric recognition and
information authentication reduces the denial response from the users because it is a non-contact system, the
face image system operates through a PC camera attached to a computer base this makes the system
economically viable as well as user friendly. Conversely, the face image system is very sensitive to
illumination, hair style and appearance and consequently creates recognition errors easily, therefore we must
build a stable authentication system which is not too sensitive to changes in appearance and light.

In this study, I proposed user authentication protocol to serve a confidentiality and integrity and
to obtain a least Equal Error Rate to minimize the wrong authentication rate when it authenticates the user.
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[Table 1] Comparison of bio-metric
certification system
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[Table 2] Performance evaluation of
face certification algorithm
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[Table 3] Function and symbol used in user
authentication protocol
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1 #define MAX_Countn
count =0;
r=Reject{|ID ;

2 while(r==Reject|[ID_& & count < n) {
Preprocess(Facelmage
Compute(M ,,0):
€c=E cuas [ID Ml E g [H(M ¢ )11:
Send(e,)
count++;
Receive(e,)
r;—DKUas (es);

CO\"“);

— r=Compare(M,, My);
= e =Eyy.[rll ID_];

#define Max_Countn
count = 0;

while(count < n) {
Receive(e )
DKRas(ec);
Access_DB(ID_, My);

Send(e,)
count++;

if(cont>=n || r==Reject) e .= E . [r]| ID_];

(29 1] AH&2 A5

ZREE

[Fig. 1] Proposed user authentication protocol
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