Embedded Linux 7| 42| UPnPE
My 78

2t S-HEZ| = x
53D-9-4
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Abstract — Middleware enables different networking devices and protocols to inter-operate in ubiquitous home network
environments. The UPnP(Universal Plug and Play) middleware, which runs on a PC and is based on the IPv4 protocol,
has attracted much interest in the field of home network research since it has versatility. The UPnP, however, cannot
be easily accessed via the public Internet since the UPnP devices that provide services and the Control Points that
control the devices are configured with non-routable local private or Auto IP networks. The critical question is how to
access UPnP network via the public Internet. The purpose of this paper is to deal with the non-routability problem in
local private and Auto IP networks by improving the conventional Control Point used in UPnP middleware-based home
networks. For this purpose, this paper proposes an improved Control Point for accessing and controlling the home
network from remote sites via the public Internet, by adding a web server to the conventional Control Point. The
improved Control Point is implemented in an embedded GNU/Linux system running on an ARM9 platform. Also, this
paper implements the security of the home network system based on the UPnP (Universal Plug and Play), adding VPN
(Virtual Private Network) router that uses the IPsec to the home network system which is consisted of the ARM9 and
the Embedded Linux.
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