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An Implementation of Mining Prototype System for
Network Attack Analysis

Eun Hee Kim' - Moon Sun Shin' - Keun Ho Ryu"""

ABSTRACT

Network attacks are various types with development of internet and are a new types. The existing intrusion detection systems need a lot
of efforts and costs in order to detect and respond to unknown or modified attacks because of detection based on signatures of known attacks.
In this paper, we present a design and implementation for mining prototype system to predict unknown or modified attacks through network
protocol attributes analysis. In order to analyze attributes of network protocols, we use the association rule and the frequent episode. The col-
lected network protocols are storing schema of TCP, UDP, ICMP and integrated type. We are generating rules that can predict the types of
network attacks. OQur mining prototype in the intrusion detection system aspect is useful for response against new attacks as extra tool.

719 HEYNI Z2EE(Network Protocol), HESI B (Network Attack), HIOIE| D{0|d(Data Mining), MEFE (Association
Rule), 84 ofjmj4=(Frequent Episode)
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YA 3485 43317 AAA vtold & FqsA o Ipdst | verchar2 Tep_dport varchar 2
7t dAEZ £3EE B tEA ctSAd A A 3] V) Ip_ver varchar 2 Tep_seq varchar 2
3}, Ip_hlen varchar 2 Tep_ack varchar 2

Ip_tos varchar 2 Tcep_off varchar 2

Ip_len varchar 2 Tep_urp B varchar 2

| Ip_id varchar 2 Tep_res ﬂ varchar 2

Ip_flags varchar 2 Tep_flags varchar 2

- Ip_off varchar 2 Tep_win varchar 2

Ip_ttl varchar 2 Tep_csum varchar 2

R LP%*SE!E{“OL& Ip_proto varchar 2 Ipcsum | varchar2
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Rule /J Ip_len varchar 2 Udp_dport varchar 2

— Ip_id varchar 2 Udp_len varchar 2
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AlgorithmAxis-basedAssociationRule
Input
Data Set : A set of each protocol, integrated protocol data
Threshold : min_supp, min_conf (minimum support, minimum
confidence)
Axis_attr © A set of added attribute
Method
Relation : each protocol Table
ID : protocol ID
TtemList : selected attribute(s) + [Axis attr]
Call Association( )
Call GenerateAssociationRule (Relation, ID, ItemList, min_supp,
min_conf)
While (item supp >= min_supp) {
Create Cand_set (1 <=i<=n-1)
For each (cand item supp >= min_supp)
Create Large_set (1 <=j<=m-1)
For each (large item supp >= min_supp)
Create Rule_set (1<=k <=1-1)
}
Create Final_rule set
Return Final_rule set;
Output

Final_rule set : association rule set
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Algorithm Axis-based Frequent Episode
Input
Data Set : A set of each protocol, integrated protocol data
Threshold : min_supp, min_conf
Window slide : time_granularity, window_width
Axis_attr : A set of added attribute
Method
Relation : each protocol Table
ID : ProtocollD
ItemList : selected attribute(s
Call FrequentEpisode( )

Call GenerateFrequentEpisode (Relation, ID, ItemList, min_supp,
min_conf, time_granularity,
window_width)

Create window_set in order to sort protocol data according
to window_slide
While (window_set item supp >= min_supp) {

Create Cand_set (1 <=i<=n-1)

For each (cand item supp >= min_supp)

Create Large_set (1<=j<=m-1)
For each (large item supp >= min_supp)
Create Rule_set (1 <=k <=1-1)

+[Axis attr]

}
Create Final_rule set
Return Final_rule set ;
Output
Final_rule set : Frequent Episode Rule set
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o o 2) (src_host = 203.255.74.102, dst_host = 210.155.167.10,
src_port =9156, dst_port =21, service = tcp) ==> (src_
host = 203.255.71.102, dst_host = 210.155.167.10, src_port
= 9156, dst_port =21, service = tcp) [10, 60, 10]
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ice = tep) ==> (src_host = 203.255.71.102, dst_host = 210.155.

YEYSA 374 B A vpojd LEEEY A2dE

7%4¢ O0SE Linux7.1% DBMSZE o3&
81.7& A&t AL AolE JavaE AFES] FES}
don dolgluolaet A5 98 JDBC =dholvE AL
sat A8S 98 AH-E A28 Pentinum PC 1.3GHz
256Mbyteol®, DBMS2A 22 88 AH&atsl, 2o+

167.10, src_port = 9156, dst_port = 21, service = tcp)” ©] & 7o) GBS 95 JDBCEeolmE A& 1En A
Qe A2 Heio] AA 108 o4 BAFAL, (src_host dol 464 dole A& 44 TCPDUMP #reelE s 3
- 203.255.74.102, dst_host = 210.155.167.10, src_port = 9156, #3€ VES A A7 dE S DARPA #7tel Abgd dlo]
dst_port = 21, service = tep) ==> (src_host = 203.255.71.102, HE 7R Ahs.

dst_host = 210.155.167.10, src_port = 9156, dst_port = 21, serv-

ice = tcp) AlAATE AAl 60%014 UERdTHE A duja 42 del 23 9 24

th g oA wlold Z2EERIY Ad HUME FIA 4.2.1 A A ZzAAN

AF 3 A A ZEANE £39 JEHT f7 dolg 5007

Brart proceesed 590 packets.
akdnwn hy pratocal Action Ztaks?

TCR: 238 AT 26N>
$26 P >
<8, 400>
<2.00@c>
LW R
<81,
(2 e >

(3% 2) ® M| Z=2MM 8 22
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Fax 7 TREZYZ TCP 23671, UDP 1307}, ICMP 27} No saddr daddr service | sport | dport
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192.168.001.010 ===> &3

192.160,001.010 ===> domain/u

207,025,074, => http

domain/u  ==> 192 168,001,020

domainfu == 5

192.168,001.0i0 ===> 53 182168.001.020
192.188,001.010 ===> domain/u  19168,001,020
192.168,001.010 ===> domain/u 53
207.05,071.143 ==> bhp 80

domain/u == 53 192.168001.020

15:32:22: Connected to Database
15:32:40: Stanted finding association rules
15:35:38: Finished finding assoclation rules
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192.108.001.010 ==> domain/u 192.108.001.020 [511, 83}

EAME [ 203.255.74.102 210.155.167.10 9156 21 tep
T ==>203.255.71.102 210.155.167.10 9156 21 tep [10, 60, 10]
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No saddr daddr sport dport proto
1 203.256.71.10 | 210.155.167.10 9158 21 tcp
2 | 2032007111 210.155.167.10 9159 21 tep
3 | 203255.71.12 210.155.167.10 9160 21 tcp
4 | 2032557120 | 210.155.167.10 9161 21 tep
5 | 2082567210 | 210.155.167.10 9162 21 tep
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